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* * * First Change * * * *
[bookmark: _Toc96862510][bookmark: _Toc96863031][bookmark: _Toc96863069][bookmark: _Toc96863099][bookmark: _Toc20120532][bookmark: _Toc21623410][bookmark: _Toc27587105][bookmark: _Toc36459167][bookmark: _Toc45028414][bookmark: _Toc51870093][bookmark: _Toc51870215][bookmark: _Toc90581969][bookmark: _Toc98489674]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".
[3]	3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[4]	3GPP TS 29.500: "5G System; Technical Realization of Service Based Architecture; Stage 3".
[5]	3GPP TS 29.501: "5G System; Principles and Guidelines for Services Definition; Stage 3".
[6]	3GPP TS 23.228: "IP Multimedia Subsystem (IMS); Stage 2".
[7]	3GPP TS 29.335: "User Data Repository Access Protocol over the Ud interface; Stage 3".
[8]	IETF RFC 7540: "Hypertext Transfer Protocol Version 2 (HTTP/2)".
[bookmark: _PERM_MCCTEMPBM_CRPT63070000___5][9]	OpenAPI Initiative, "OpenAPI Specification Version 3.0.0", https://spec.openapis.org/oas/v3.0.0.
[10]	IETF RFC 8259: "The JavaScript Object Notation (JSON) Data Interchange Format".
[11]	IETF RFC 7807: "Problem Details for HTTP APIs".
[12]	IETF RFC 6902: "JavaScript Object Notation (JSON) Patch".
[13]	3GPP TS 23.003: "Numbering, addressing and identification".
[14]	3GPP TS 33.203: "Access security for IP-based services".
[15]	3GPP TS 29.503: "Unified Data Management Services; Stage 3".
[16]	3GPP TS 29.571: "5G System; Common Data Types for Service Based Interfaces Stage 3".
[17]	IETF RFC 4740: "Diameter Session Initiation Protocol (SIP) Application".
[18]	3GPP TS 24.229: "IP multimedia call control protocol based on Session Initiation Protocol (SIP) and Session Description Protocol (SDP); Stage 3".
[19]	IETF RFC 4412: "Communications Resource Priority for the Session Initiation Protocol".
[20]	3GPP TS 29.228: "IP Multimedia (IM) Subsystem Cx and Dx interfaces;Signalling flows and message contents".
[21]	3GPP TS 29.218: "IP Multimedia (IM) session handling; IM call model; Stage 2".
[22]	IETF RFC 3261: "SIP: Session Initiation Protocol".
[23]	IETF RFC 8497: "Marking SIP messages to be logged".
[24]	3GPP TS 24.323: "3GPP IP Multimedia Subsystem (IMS) service level tracing Management Object (MO)".
[25]	3GPP TS 23.060: "General Packet Radio Service (GPRS); Service description; Stage 2".
[26]	3GPP TS 29.273: "Evolved Packet System (EPS); 3GPP EPS AAA interfaces".
[27]	IETF RFC 4776: "Dynamic Host Configuration Protocol (DHCPv4 and DHCPv6) Option for Civic Addresses Configuration Information".
[28]	IETF RFC 2045: "Multipurpose Internet Mail Extensions(MIME) Part One: Format of Internet Message Bodies".
[29]	ETSI ES 283 034: "Network Attachment Sub-System (NASS); e4 interface based on the DIAMETER protocol".
[30]	3GPP TS 29.002: "Mobile Application Part (MAP) specification".
[31]	3GPP TS 23.078: "Customised Applications for Mobile network Enhanced Logic (CAMEL) Phase 3 - Stage 2".
[32]	3GPP TS 29.272: "Evolved Packet System; MME and SGSN Related Interfaces Based on Diameter Protocol".
[33]	3GPP TS 29.518: 5G System; Access and Mobility Management Services; Stage 3".
[34]	3GPP TR 21.900: "Technical Specification Group working methods".
[35]	IETF RFC 6749: "The OAuth 2.0 Authorization Framework".
[36]	3GPP TS 29.510: "Network Function Repository Services; Stage 3".
[37]	3GPP TS 23.380: "IP Multimedia Subsystem (IMS); IMS Restoration Procedures".
[38]	3GPP TS 29.328: "IP Multimedia (IM) Subsystem Sh interface; Signalling flows and message contents".
[39]	3GPP TS 29.563: "Home Subscriber Server (HSS) services for interworking with Unified Data Management (UDM); Stage 3".
[40]	3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)".
[41]	3GPP TS 33.223: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA) Push function".
[aa]	3GPP TS 29.309: "Bootstrapping Server Function (GBA BSF) Services; Stage 3".

* * * Next Change * * * *
6.4.2.1	General
HTTP/2, as defined in IETF RFC 7540 [8], shall be used as specified in clause 5 of 3GPP TS 29.500 [4].
HTTP/2 shall be transported as specified in clause 5.3 of 3GPP TS 29.500 [4].
HTTP messages and bodies for the Nhss_gbaSubscriberDataManagement service shall comply with the OpenAPI [9] specification contained in Annex A.x5.

[bookmark: _Toc96863060]* * * Next Change * * * *
6.4.6.1	General
This clause specifies the application data model supported by the API.
Table 6.4.6.1-1 specifies the structured data types defined for the Nhss_gbaSDM service API.
Table 6.4.6.1-1: Nhss_gbaSDM specific Data Types
	Data type
	Clause defined
	Description

	GbaSubscriberData
	6.4.6.2.2
	

	Guss
	6.4.6.2.3
	

	BsfInfo
	6.4.6.2.4
	

	GbaSdmSubscription
	6.4.6.2.5
	

	UeId
	6.4.6.3.2
	



Table 6.4.6.1-2 specifies data types re-used by the Nhss_gbaSDM service API from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Nhss_gbaSDM.
Table 6.4.6.1-2: Nhss_gbaSDM re-used Data Types
	Data type
	Reference
	Comments

	UssListItem
	3GPP TS 29.309 [xxaa]
	

	SecFeature
	3GPP TS 29.309 [xxaa]
	

	ModificationNotification
	3GPP TS 29.503 [15]
	

	NfInstanceId
	3GPP TS 29.571 [16]
	

	Uri
	3GPP TS 29.571 [16]
	

	DateTime
	3GPP TS 29.571 [16]
	

	DurationSec
	3GPP TS 29.571 [16]
	

	ProblemDetails
	3GPP TS 29.571 [16]
	Response body of error response messages.

	RedirectResponse
	3GPP TS 29.571 [16]
	Response body of redirect response messages.

	ImsUeId
	3GPP TS 29.562
	IMS UE ID (IMPU or IMPI)



[bookmark: _Toc96863065]* * * Next Change * * * *
6.4.6.2.4	Type: BsfInfo
Table 6.4.6.2.4-1: Definition of type BsfInfo
	Attribute name
	Data type
	P
	Cardinality
	Description

	uiccType
	UiccType
	O
	0..1
	It indicates whether GBA or GBA_U is to be used; default value is GBA.

	lifeTime
	DurationSec
	O
	0..1
	It indicates a user-specific key lifetime (duration in seconds). If the lifeTime element is missing the default value in the BSF is used.

	securityFeatures
	array(SecFeature)
	O
	01..1N
	It indicates a user-specific security feature list that the UE supports. If the securityFeature element is missing, then the security features are not defined.
Standard security features are defined in 3GPP TS 29.309 [xxaa], clause 6.1.6.3.5.



* * * Next Change * * * *
6.4.6.3.2	Simple data types
The simple data types defined in table 6.4.6.3.2-1 shall be supported.
Table 6.4.6.3.2-1: Simple data types
	Type Name
	Type Definition
	Description

	UeId
	string
	Identity of the UE. It can be an MSISDN, an IMSI an IMPI or an IMPU.

	Msisdn
	string
	MS-ISDN of the UE.
pattern: '^msisdn-[0-9]{5,15}$'

	Imsi
	string
	IMSI of the UE.
pattern: '^imsi-[0-9]{5,15}$'



[bookmark: _Hlk99049333][bookmark: _Toc96863080]* * * Next Change * * * *
6.5.2.1	General
HTTP/2, as defined in IETF RFC 7540 [8], shall be used as specified in clause 5 of 3GPP TS 29.500 [4].
HTTP/2 shall be transported as specified in clause 5.3 of 3GPP TS 29.500 [4].
HTTP messages and bodies for the Nhss_gbaUEAuthentication service shall comply with the OpenAPI [9] specification contained in Annex A.x6.

* * * Next Change * * * *
6.5.6.1	General
This clause specifies the application data model supported by the API.
Table 6.5.6.1-1 specifies the structured data types defined for the Nhss_gbaUEAU service API.
Table 6.5.6.1-1: Nhss_gbaUEAU specific Data Types
	Data type
	Clause defined
	Description

	AuthenticationInfoRequest
	6.5.6.2.2
	

	AuthenticationInfoResult
	6.5.6.2.3
	

	ResynchronizationInfo
	6.5.6.2.4
	

	3GAkaAv
	6.5.6.2.5
	

	DigestAuthentication
	6.5.6.2.6
	

	Impi
	6.5.6.3.2
	

	Ck
	6.5.6.3.2
	

	Ik
	6.5.6.3.2
	

	AuthenticationScheme
	6.5.6.3.3
	

	DigestAlgorithm
	6.5.6.3.4
	

	DigestQop
	6.5.6.3.5
	



Table 6.5.6.1-2 specifies data types re-used by the Nhss_gbaUEAU service API from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Nhss_gbaUEAU.
Table 6.5.6.1-2: Nhss_gbaUEAU re-used Data Types
	Data type
	Reference
	Comments

	Autn
	3GPP TS 29.503 [15]
	

	Auts
	3GPP TS 29.503 [15]
	

	Rand
	3GPP TS 29.503 [15]
	

	Xres
	3GPP TS 29.503 [15]
	

	ProblemDetails
	3GPP TS 29.571 [16]
	Response body of error response messages.

	RedirectResponse
	3GPP TS 29.571 [16]
	Response body of redirect response messages.

	SupportedFeatures
	3GPP TS 29.571 [16]
	

	ResynchronizationInfo
	3GPP TS 29.562
	Clause 6.3.6.2.4

	3GAkaAv
	3GPP TS 29.562
	Clause 6.3.6.2.5

	UeId
	3GPP TS 29.562
	Clause 6.4.6.3.2



[bookmark: _Toc96863104]* * * Next Change * * * *
6.5.6.2.4	Type: ResynchronizationInfoVoid
Table 6.5.6.2.4-1: Definition of type ResynchronizationInfo
	Attribute name
	Data type
	P
	Cardinality
	Description

	rand
	Rand
	M
	1
	

	auts
	Auts
	M
	1
	



[bookmark: _Toc96863105]* * * Next Change * * * *
6.5.6.2.5	Type: 3GAkaAvVoid
Table 6.5.6.2.5-1: Definition of type 3GAkaAv
	Attribute name
	Data type
	P
	Cardinality
	Description

	rand
	Rand
	M
	1
	

	xres
	Xres
	M
	1
	

	aunt
	Autn
	M
	1
	

	ck
	Ck
	M
	1
	

	ik
	Ik
	M
	1
	



[bookmark: _Toc96863124][bookmark: _Hlk96862151]* * * Next Change * * * *
A.5	Nhss_gbaSDM API
openapi: 3.0.0

info:
  version: '1.0.0-alpha.2'
  title: 'Nhss_gbaSDM'
  description: |
    Nhss Subscriber Data Management Service for GBA.  
    © 2022, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).  
    All rights reserved.

externalDocs:
  description: 3GPP TS 29.562 Home Subscriber Server (HSS) Services, version 17.4.0
  url: 'https://www.3gpp.org/ftp/Specs/archive/29_series/29.562/'

servers:
  - url: '{apiRoot}/nhss-gba-sdm/v1'
    variables:
      apiRoot:
        default: https://example.com
        description: apiRoot as defined in clause 4.4 of 3GPP TS 29.501.

security:
  - {}
  - oAuth2ClientCredentials:
    - nhss-gba-sdm

paths:
  /{ueId}/subscriber-data:
    get:
      summary: Retrieve the subscriber data of a user
      operationId: GetSubscriberData
      tags:
        - Subscriber Data (Document)
      security:
        - {}
        - oAuth2ClientCredentials:
          - nhss-gba-sdm
        - oAuth2ClientCredentials:
          - nhss-gba-sdm
          - nhss-gba-sdm:subscriber-data:read
      parameters:
        - name: ueId
          in: path
          description: UE Identity
          required: true
          schema:
            $ref: '#/components/schemas/UeId'
        - name: supported-features
          in: query
          description: Supported Features
          schema:
             $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
      responses:
        '200':
          description: Expected response to a valid request
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/GbaSubscriberData'
        '307':
          $ref: 'TS29571_CommonData.yaml#/components/responses/307'
        '308':
          $ref: 'TS29571_CommonData.yaml#/components/responses/308'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        '504':
          $ref: 'TS29571_CommonData.yaml#/components/responses/504'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'

  /{ueId}/subscriptions:
    post:
      summary: Subscribe to notifications
      operationId: GbaSdmSubscribe
      tags:
        - GBA SDM Subscriptions (Collection)
      security:
        - {}
        - oAuth2ClientCredentials:
          - nhss-gba-sdm
        - oAuth2ClientCredentials:
          - nhss-gba-sdm
          - nhss-gba-sdm:subscriptions:create
      parameters:
        - name: ueId
          in: path
          description: UE Identity
          required: true
          schema:
            $ref: '#/components/schemas/UeId'
      requestBody:
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/GbaSdmSubscription'
        required: true
      responses:
        '201':
          description: Expected response to a valid request
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/GbaSdmSubscription'
          headers:
            Location:
              description: >'
                Contains the URI of the newly created resource, according to the structure:
                {apiRoot}/nhss-gba-sdm/<apiVersion>/{ueId}/subscriptions/{subscriptionId}'
              required: true
              schema:
                type: string
        '307':
          $ref: 'TS29571_CommonData.yaml#/components/responses/307'
        '308':
          $ref: 'TS29571_CommonData.yaml#/components/responses/308'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '501':
          $ref: 'TS29571_CommonData.yaml#/components/responses/501'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'
      callbacks:
        datachangeNotification:
          '{request.body#/callbackReference}':
            post:
              requestBody:
                required: true
                content:
                  application/json:
                    schema:
                      $ref: 'TS29503_Nudm_SDM.yaml#/components/schemas/ModificationNotification'
              responses:
                '204':
                  description: Successful Notification response
                '307':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/307'
                '308':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/308'
                '400':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/400'
                '404':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/404'
                '500':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/500'
                '503':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/503'
                default:
                  $ref: 'TS29571_CommonData.yaml#/components/responses/default'

  /{ueId}/subscriptions/{subscriptionId}:
    delete:
      summary: Unsubscribe from notifications
      operationId: GbaSdmUnsubscribe
      tags:
        - GBA SDM Subscription (Document)
      security:
        - {}
        - oAuth2ClientCredentials:
          - nhss-gba-sdm
        - oAuth2ClientCredentials:
          - nhss-gba-sdm
          - nhss-gba-sdm:subscription:modify
      parameters:
        - name: ueId
          in: path
          description: UE Identity
          required: true
          schema:
            $ref: '#/components/schemas/UeId'
        - name: subscriptionId
          in: path
          description: Id of the Subscription
          required: true
          schema:
            type: string
      responses:
        '204':
          description: Successful response
        '307':
          $ref: 'TS29571_CommonData.yaml#/components/responses/307'
        '308':
          $ref: 'TS29571_CommonData.yaml#/components/responses/308'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'

    patch:
      summary: Modify the subscription
      operationId: GbaSdmSubsModify
      tags:
        - GBA SDM Subscription (Document)
      security:
        - {}
        - oAuth2ClientCredentials:
          - nhss-gba-sdm
        - oAuth2ClientCredentials:
          - nhss-gba-sdm
          - nhss-gba-sdm:subscription:modify
      parameters:
        - name: ueId
          in: path
          description: UE Identity
          required: true
          schema:
            $ref: '#/components/schemas/UeId'
        - name: subscriptionId
          in: path
          description: Id of the Subscription
          required: true
          schema:
            type: string
        - name: supported-features
          in: query
          description: Supported Features
          schema:
             $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
      requestBody:
        content:
          application/json-patch+json:
            schema:
              type: array
              items:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/PatchItem'
              minItems: 1
        required: true
      responses:
        '200':
          description: Expected response to a valid request
          content:
            application/json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/PatchResult'
        '204':
          description: Successful modification
        '307':
          $ref: 'TS29571_CommonData.yaml#/components/responses/307'
        '308':
          $ref: 'TS29571_CommonData.yaml#/components/responses/308'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'

components:

  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '{nrfApiRoot}/oauth2/token'
          scopes:
            nhss-gba-sdm: Access to the Nhss GBA Subscription Data Management API
            nhss-gba-sdm:subscriber-data:read: Access to read the GBA Subscriber Data resource
            nhss-gba-sdm:subscriptions:create: Access to create Subscriptions resources
            nhss-gba-sdm:subscription:modify: Access to update/delete a Subscription resource

  schemas:

#
# COMPLEX TYPES:
#

    GbaSubscriberData:
      description: >
        GBA subscriber data of the UE; it includes the GBA User Security Settings (GUSS) data
      type: object
      properties:
        guss:
          $ref: '#/components/schemas/Guss'
          minItems: 1

    Guss:
      description: >
        GBA User Security Settings of the UE; it includes information about the BSF,
        and a list of User Security Settings
      type: object
      properties:
        bsfInfo:
          $ref: '#/components/schemas/BsfInfo'
        ussList:
          type: array
          items:
            $ref: 'TS29309_Nbsp_GBA.yaml#/components/schemas/UssListItem'
          minItems: 1

    BsfInfo:
      description: >
        Information about the BSF; it includes an indication of whether GBA or GBA_U is to be used,
        the key lifetime and a user-specific list of security features
      type: object
      properties:
        uiccType:
          $ref: '#/components/schemas/UiccType'
        lifeTime:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/DurationSec'
        securityFeatures:
          type: array
          items:
            $ref: 'TS29309_Nbsp_GBA.yaml#/components/schemas/SecFeature'
          minItems: 1

    GbaSdmSubscription:
      description: >
        Information about a subscription created in the HSS, so the consumer (e.g. BSF) can be
        notified when there are changes on the monitored data
      type: object
      required:
        - nfInstanceId
        - callbackReference
        - monitoredResourceUris
      properties:
        nfInstanceId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/NfInstanceId'
        callbackReference:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Uri'
        monitoredResourceUris:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/Uri'
          minItems: 1
        expires:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/DateTime'

#
# SIMPLE TYPES:
#

    UeId:
      description: UE ID can be MSISDN, IMSI, IMPI or IMPU
      anyOf:
        - $ref: '#/components/schemas/Msisdn'
        - $ref: '#/components/schemas/Imsi'
        - $ref: 'TS29562_Nhss_imsSDM.yaml#/components/schemas/ImsUeId'

    Msisdn:
      description: MS-ISDN of the UE
      type: string
      pattern: '^msisdn-[0-9]{5,15}$'

    Imsi:
      description: IMSI of the UE
      type: string
      pattern: '^imsi-[0-9]{5,15}$'

#
# ENUMS:
#

    UiccType:
      description: Indicates whether GBA or GBA_U is to be used
      anyOf:
        - type: string
          enum:
            - GBA
            - GBA_U
        - type: string


[bookmark: _Toc96863125][bookmark: _Hlk96862128]* * * Next Change * * * *
A.6	Nhss_gbaUEAU API
openapi: 3.0.0

info:
  version: '1.0.0-alpha.2'
  title: 'Nhss_gbaUEAU'
  description: |
    Nhss UE Authentication Service for GBA.  
    © 2022, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).  
    All rights reserved.

externalDocs:
  description: 3GPP TS 29.562 Home Subscriber Server (HSS) Services, version 17.4.0
  url: 'https://www.3gpp.org/ftp/Specs/archive/29_series/29.562/'

servers:
  - url: '{apiRoot}/nhss-gba-ueau/v1'
    variables:
      apiRoot:
        default: https://example.com
        description: apiRoot as defined in clause 4.4 of 3GPP TS 29.501.

security:
  - oAuth2ClientCredentials:
    - nhss-gba-ueau
  - {}

paths:
  /{ueId}/security-information/generate-auth-data:
    post:
      summary: Generate GBA authentication data for the UE
      operationId: GenerateAuthData
      tags:
        - Generate Auth Data (Custom Operation)
      security:
        - {}
        - oAuth2ClientCredentials:
          - nhss-gba-ueau
        - oAuth2ClientCredentials:
          - nhss-gba-ueau
          - nhss-gba-ueau:generate-auth-data:invoke
      parameters:
        - name: ueId
          in: path
          description: UE identity of the user
          required: true
          schema:
            $ref: '#/components/schemas/UeId'
      requestBody:
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/AuthenticationInfoRequest'
        required: true
      responses:
        '200':
          description: Expected response to a valid request
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/AuthenticationInfoResult'
        '307':
          $ref: 'TS29571_CommonData.yaml#/components/responses/307'
        '308':
          $ref: 'TS29571_CommonData.yaml#/components/responses/308'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '501':
          $ref: 'TS29571_CommonData.yaml#/components/responses/501'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          description: Unexpected error

components:
  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '{nrfApiRoot}/oauth2/token'
          scopes:
            nhss-gba-ueau: Access to the nhss-gba-ueau API
            nhss-gba-ueau:generate-auth-data:invoke: >
              Access to invoke the Generate Auth Data custom operation

  schemas:

#
# COMPLEX TYPES:
#

    AuthenticationInfoRequest:
      description: >
        Contains input data to the authentication request message (e.g. authentication
        scheme, resynchronization information)
      type: object
      properties:
        authenticationScheme:
          $ref: '#/components/schemas/AuthenticationScheme'
        resynchronizationInfo:
          $ref: 'TS29562_Nhss_imsUEAU.yaml#/components/schemas/ResynchronizationInfo'
        supportedFeatures:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'

    AuthenticationInfoResult:
      description: >
        Contains authentication information returned in the authentication response message
        (e.g. authentication vector, digest authentication parameters)
      type: object
      properties:
        impi:
          $ref: '#/components/schemas/Impi'
        3gAkaAv:
          $ref: 'TS29562_Nhss_imsUEAU.yaml#/components/schemas/3GAkaAv'
        digestAuth:
          $ref: '#/components/schemas/DigestAuthentication'
        supportedFeatures:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'

    ResynchronizationInfo:
      type: object
      required:
        - rand
        - auts
      properties:
        rand:
          $ref: 'TS29503_Nudm_UEAU.yaml#/components/schemas/Rand'
        auts:
          $ref: 'TS29503_Nudm_UEAU.yaml#/components/schemas/Auts'

    3GAkaAv:
      type: object
      required:
        - rand
        - xres
        - autn
        - ck
        - ik
      properties:
        rand:
          $ref: 'TS29503_Nudm_UEAU.yaml#/components/schemas/Rand'
        xres:
          $ref: 'TS29503_Nudm_UEAU.yaml#/components/schemas/Xres'
        autn:
          $ref: 'TS29503_Nudm_UEAU.yaml#/components/schemas/Autn'
        ck:
          $ref: '#/components/schemas/Ck'
        ik:
          $ref: '#/components/schemas/Ik'

    DigestAuthentication:
      description: Parameters used for the Digest authentication scheme
      type: object
      required:
        - digestRealm
        - digestAlgorithm
        - digestQop
        - ha1
      properties:
        digestRealm:
          type: string
        digestAlgorithm:
          $ref: '#/components/schemas/DigestAlgorithm'
        digestQop:
          $ref: '#/components/schemas/DigestQop'
        ha1:
          type: string


#
# SIMPLE TYPES:
#

    UeId:
      $ref: 'TS29562_Nhss_gbaSDM.yaml#/components/schemas/UeId'

    Impi:
      description: IMS Private Identity of the UE
      type: string

    Ck:
      type: string
      pattern: '^[A-Fa-f0-9]{32}$'

    Ik:
      type: string
      pattern: '^[A-Fa-f0-9]{32}$'

#
# ENUMS:
#

    AuthenticationScheme:
      description: Authentication scheme to be used in the authentication request message
      anyOf:
        - type: string
          enum:
          - DIGEST_AKAV1_MD5
          - DIGEST_HTTP
        - type: string

    DigestAlgorithm:
      description: Algorithm used for the Digest authentication scheme
      anyOf:
        - type: string
          enum:
          - MD5
          - MD5_SESS
        - type: string

    DigestQop:
      description: Quality of Protection for the Digest authentication scheme
      anyOf:
        - type: string
          enum:
          - AUTH
          - AUTH_INT
        - type: string

* * * End of Changes * * * *


