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* * * First Change * * * *
[bookmark: _Toc2086439][bookmark: _Toc70082177][bookmark: _Toc70927185][bookmark: _Toc73782007][bookmark: _Toc81221181][bookmark: _Toc81738519][bookmark: _Toc85874991][bookmark: _Toc98277023][bookmark: _Toc98277024]3.2	Symbols
[bookmark: _Toc2086440][bookmark: _Toc70082178][bookmark: _Toc70927186][bookmark: _Toc73782008][bookmark: _Toc81221182][bookmark: _Toc81738520][bookmark: _Toc85874992]Void.
3.3	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

* * * Next Change * * * *
[bookmark: _Toc81221204][bookmark: _Toc81738542][bookmark: _Toc85875014][bookmark: _Toc98277046]4.3	SCTP based solution#5 – SCTP Multiplexer (SCTP MUXPort)
[bookmark: _Toc69591315][bookmark: _Toc70082201][bookmark: _Toc70927209][bookmark: _Toc73782031][bookmark: _Toc81738543][bookmark: _Toc85875015][bookmark: _Toc98277047][bookmark: _Toc56624225][bookmark: _Toc57018121][bookmark: _Toc57272083][bookmark: _Toc57272188][bookmark: _Toc57272291][bookmark: _Toc57272517][bookmark: _Toc57285041][bookmark: _Toc57983689][bookmark: _Toc63666223][bookmark: _Toc66105047][bookmark: _Toc66106920][bookmark: _Toc66462577][bookmark: _Toc70082202][bookmark: _Toc70927210][bookmark: _Toc73782032][bookmark: _Toc81221206]4.3.1	General
The TCP Port Service Multiplexer (TCPMUX) is defined in IETF RFC 1078 [4]. The specification describes a multiplexing service that may be accessed with a network protocol to contact any one of a number of available TCP services of a host on a single, well-known port number.
The same principle is applied to SCTP applications.
An SCTP (IETF RFC 4960 [6]) packet is composed of a common header and chunks.
The SCTP common header contains:
-	The SCTP Source Port Number that can be used by the receiver in combination with the source IP address, the SCTP destination port, and possibly the destination IP address to identify the association to which this packet belongs.
-	The SCTP Destination Port Number that can be used by the receiving host to de-multiplex the SCTP packet to the correct receiving endpoint/application.
A SCTP chunk represents a protocol message, which can be used by the protocol itself or can contain user data. User data are contained in DATA chunks that include a Payload Protocol Identifier. The Payload Protocol Identifier is used to identify the application which uses the services of SCTP.
As it is contained in each DATA chunk, the Payload Protocol Identifier identifies the protocol being carried over SCTP independently of the port numbers being used. The Payload Protocol Identifier can be used therefore to de-multiplex the SCTP packet to the correct receiving endpoint/application above SCTP instead of the SCTP Destination Port Number.
The proposed solution based on the Payload Protocol Identifier parsing would then allow to contact multiple applications on a single well-known STCP port using the SCTP Payload Protocol Identifier instead of requesting IANA for allocation of a new well-known SCTP port number each time a new application is defined.
The SCTP multiplexer is implemented as a stand-alone process above the SCTP layer, listening at the well-known SCTP port and used to initiate and manage associations with remote SCTP endpoints and distribute received SCTP messages to upper-layer applications based on the Payload Protocol Identifier. The SCTP multiplexer is seen as a regular SCTP user. There is no impact on the SCTP stack.
The well-known port can be:
-	The port already allocated for TCPMUX (port 1);
-	A port already allocated for another SCTP application defined by 3GPP;
-	A new port dedicated to SCTP multiplexing allocated in a port range locally administrated by 3GPP.
-	A new port dedicated to SCTP multiplexing allocated by IANA.
In the figure below, a single SCTP host is supporting 4 new applications in addition of an existing W1 application (identified by the IANA-assigned port 38472). The port number used to identify the multiplexer is 47002 (given only as possible unassigned User Port that can be assigned by IANA for the SCTP multiplexer application).


Figure 4.3.1-1: SCTP server-side illustration for SCTP Multiplexer (port)
When DTLS over SCTP, as described in IETF RFC 6083 [9], is used to provide mutual authentication, integrity protection, replay protection and confidentiality protection, only SCTP user data are integrity protected and encrypted by DTLS. The Payload Data (DATA) header, in which the SCTP Payload Protocol Identifier is indicated, is therefore sent as clear text. The SCTP Multiplexer can still use the SCTP Payload Protocol Identifier to distribute SCTP messages to upper-layer applications. Moreover, the SCTP associations being managed by the SCTP Multiplexer and the DTLS connections being handled by the applications (identified by the SCTP Payload Protocol Identifier) above the SCTP Multiplexer, it is possible to have multiple DTLS connections over a the same SCTP association, one DTLS connection per application (or per SCTP Payload Protocol Identifier).
In the figure below, a single SCTP host is supporting 4 new applications in addition of an existing W1 application (identified by the IANA-assigned port 38472). The port number used to identify the multiplexer is 47002 (given only as possible unassigned User Port that can be used). DTLS over SCTP is used to provide communications privacy for applications above the SCTP Multiplexer.


Figure 4.3.1-2: SCTP server-side illustration for SCTP Multiplexer (SCTP MUXport) with used of DTLS over SCTP
[bookmark: _Toc81738544][bookmark: _Toc85875016][bookmark: _Toc98277048][bookmark: _Toc56624227][bookmark: _Toc57018123][bookmark: _Toc57272085][bookmark: _Toc57272190][bookmark: _Toc57272293][bookmark: _Toc57272519][bookmark: _Toc57285043][bookmark: _Toc57983691][bookmark: _Toc63666225][bookmark: _Toc66105049][bookmark: _Toc66106922][bookmark: _Toc66462579][bookmark: _Toc70082203][bookmark: _Toc70927211][bookmark: _Toc73782033][bookmark: _Toc81221207]4.3.2	Detailed description
The proposed solution is based on the following assumptions:
-	The server implements an SCTP multiplexer that can serve multiple applications on a single well-known STCP port.
-	Each SCTP application hosted in the server is configured with an internal IP address and a listening port. The SCTP multiplexer is configured with forwarding rules that associate an SCTP Payload Protocol Identifier with a target internal IP address/port. The forwarding rules are used by the SCTP multiplexer to forward incoming SCTP application traffic received on the well-known STCP port to the internal application processes.
-	The client is configured with the IP address of the server to contact and use the well-known STCP port associated to the SCTP multiplexer or the IP address is discovered using basic DNS procedures.
To set-up a transport connection with the SCTP application server, the following steps apply:
1	The client sends an INIT signal to the SCTP multiplexer on the dedicated port to initiate an association.
2	On receipt of the INIT signal, the SCTP multiplexer sends an INIT-ACK response to the client. This INIT-ACK signal contains a state cookie.
3	On receipt of this INIT-ACK signal, the client sends a COOKIE-ECHO response, which just echoes the state cookie.
4	After verifying the authenticity of the state cookie, the SCTP multiplexer then allocates the resources for the association, sends a COOKIE-ACK response acknowledging the COOKIE-ECHO signal, and the association is said ESTABLISHED.
5	The client can send to the SCTP multiplexer user data encapsulated within SCTP DATA chunks, each DATA chunk including a Payload Protocol Identifier identifying the requested application.
6	The SCTP multiplexer checks the Payload Protocol Identifier included in each received DATA chunk.
a	If the Payload Protocol Identifier is supported i.e., there is an internal process that supports the requested application, the SCTP multiplexer delivers the user data to the correct receiving application. The reception of the DATA chunk is then acknowledged by a SACK chunks and protocol data exchange between the client and the application behind the SCTP multiplexer can continue.
b	If the Payload Identifier is not supported i.e., there is no internal process that supports the requested application, the SCTP multiplexer will abort the created SCTP association, sending an ABORT chunk to the client that contains a User-Initiated Abort cause code (12). A specific Upper Layer Abort Reason (e.g. "Unsupported Payload Protocol Identifier") can also be included and be delivered to the upper-layer protocol at the peer.
[bookmark: _Toc81738545][bookmark: _Toc85875017][bookmark: _Toc98277049]4.3.3	Pros and cons
Pros:
-	Multiple SCTP applications can be run on the same port.
-	Minimal administration or configuration to set the nodes up.
-	Does not rely on DNS infrastructure.
Cons:
-	An SCTP multiplexer process needs to be implemented in servers.
-	Only applicable to protocols carried over SCTP.
-	Need for IANA port number allocation if the one assigned to TCPMUX is not reused.
-	Need for a 3GPP-managed port allocation if the port used for SCTP multiplexer is neither the one for TCPMUX nor one allocated by IANA.
-	Not possible to use the port number to distinguish SCTP applications.
[bookmark: _Toc69591317][bookmark: _Toc70082204][bookmark: _Toc70927212][bookmark: _Toc73782034][bookmark: _Toc81221208][bookmark: _Toc81738546][bookmark: _Toc85875018][bookmark: _Toc98277050]4.3.4	Guidelines for SCTP based solution#5
Solution#5 (SCTP MUX) is beneficial for clients that utilize SCTP.
It is strongly recommended to apply to IANA for assigned service name and SCTP port number for the first application of this solution in 3GPP networks. For additional SCTP applications, only the service name will have to be assigned by IANA as all the new SCTP application will be multiplexed over the same assigned STCP port using the SCTP Payload Protocol Identifier.
With IANA assigned service name and port numbers, solution#5 is beneficial for inter-domain scenario.

* * * End of Changes * * * *
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