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	Reason for change:
	This CR was postponed at the Aug 2021 105e CT4 meeting because we found an issue with N32c and N32f correlation. At that time, the correlation was not possible because the SEPP TLS profile was not defined in the standards. Recently, SA3 has agreed on the CR: 'S3-214440 Certificate profile for SCP and SEPP", which defines the SEPP TLS profile. And this TLS SEPP profile may contain a Subject DN as 'PLMN ID'. So this PLMN ID can be used for correlation and the correlation problem will be solved.

Reason for change:
As per CR S3-212287, The SEPP shall be able to use one or more PLMN IDs. In the situation where a PLMN is using more than one PLMN ID, the PLMN's SEPP may use the same N32-connection for all of the PLMN's PLMN IDs, with each of the PLMN's remote PLMN partners. If different PLMNs are represented by the PLMN IDs supported by a SEPP, the SEPP shall use separate N32-connections for each pair of home and visited PLMN..


TS 29.573 already supports multiple PLMN ids. However, the following aspects need to be aligned. Assume 

SEPP1 
· Supporting PLMN for "Operator A"
· PLMN ID= A1, PLMN ID= A2, 
· Supporting PLMN "MVNO B" 
· PLMN ID= B1

SEPP2
· Supporting PLMN for "Operator C"
· PLMN ID= C1, PLMN ID= C2, 
· Supporting PLMN "MVNO D" 
· PLMN ID= D1

There will be 4 operators/PLMNs identified by the above-mentioned respective PLMN Ids. Therefore, N32-C negotiation must be performed individually for each pair PLMN between the SEPPs. However, it is not possible via the existing N32-C Capability exchange Negotiation procedure because SecNegotiateReqData/ SecNegotiateRspData contains the plmnIdList(array PLMNID) and does not differentiate PLMN's PLMN Id(s)

The second problem is, when SEPP1 wants to negotiate the Operator A PLMN ID(s) with operator C PLMN Id(s) supported at SEPP2, then how the SEPP shall inform SEPP2 about the target PLMN (operator C) to be selected for negotiation. Therefore, SEPP2 would not include the PLMN Ids associated with "MVNO D". To cover these aspects, 2 solutions are proposed in this CR where receiving SEPP can select the right PLMN from the list of supported PLMNs for the negotiation:
· target plmn Id in the Security Capability Negotiation request
· PLMN specific fqdn where SEPP will be configured with separate fqdn per PLMN. 


	
	

	Summary of change:
	Added: If different PLMNs are represented by different PLMN IDs supported by a SEPP, then the SEPP shall use separate N32-connections for each pair of home and visited PLMN. 
Added: Target PLMN Id is added in the SecNegotiateReqData
Added: PLMN specific fqdn aspects are added 

	
	

	Consequences if not approved:
	If different PLMNs are represented by different PLMN IDs supported by a SEPP, then the SEPP may use the same N32-C connection for different PLMN security capability negotiation which violates the security requirements
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	Other comments:
	This CR introduces a new backward compatible feature to the OpenAPI file of the N32Handshake API
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[bookmark: _Toc24937697][bookmark: _Toc33962512][bookmark: _Toc42883274][bookmark: _Toc49733142][bookmark: _Toc56690767][bookmark: _Toc58585545][bookmark: _Hlk66941755]* * * First Change * * * *
[bookmark: _Toc81066408][bookmark: _Toc82716651][bookmark: _Toc24986306][bookmark: _Toc34205734][bookmark: _Toc39061918][bookmark: _Toc43277160][bookmark: _Toc49847490][bookmark: _Toc56419465][bookmark: _Toc74994235]5.2.2	Security Capability Negotiation Procedure
The initiating SEPP shall initiate a Security Capability Negotiation procedure towards the responding SEPP to agree on a security mechanism to use for protecting NF service related signalling over N32-f. An end to end TLS connection shall be setup between the SEPPs before the initiation of this procedure. The procedure is described in Figure 5.2.2-1 below.




Figure 5.2.2-1: Security Capability Negotiation Procedure
1.	The initiating SEPP issues a HTTP POST request towards the responding SEPP with the request body containing the "SecNegotiateReqData" IE carrying the following information:
-	Supported security capabilities (i.e PRINS and/or TLS);
-	Whether the 3gpp-Sbi-Target-apiRoot HTTP header is supported, if TLS security is supported;
-	Sender PLMN ID(s).
-	Target PLMN ID.
If different PLMNs are represented by different PLMN IDs supported by a SEPP, then the SEPP shall use separate N32-connections for each pair of home and visited PLMN. Both SEPPs shall store the mapping between the N32 connections and their pair of PLMN IDs.
NOTE X:	If SEPPs support separate fqdn per PLMN, then Target PLMN Id is not required as target PLMN can be selected by the fqdn.

2a.	On successful processing of the request, the responding SEPP shall respond to the initiating SEPP with a "200 OK" status code and a POST response body that contains "SecNegotiateRspData" IE carrying the following information:
-	Selected security capability (i.e PRINS or TLS);
-	Whether the 3gpp-Sbi-Target-apiRoot HTTP header is supported, if TLS security is selected;
-	Sender PLMN ID(s).
The responding SEPP compares the initiating SEPP's supported security capabilities to its own supported security capabilities and selects, based on its local policy, a security mechanism, which is supported by both the SEPPs. If the selected security capability indicates any other capability other than PRINS, then the HTTP/2 connection initiated between the two SEPPs for the N32 handshake procedures shall be terminated. The negotiated security capability shall be applicable on both the directions. If the selected security capability is PRINS, then the two SEPPs may decide to create (if not available) / maintain HTTP/2 connection(s) where each SEPP acts as a client towards the other (which acts as a server). This may be used for later signalling of N32-f error reporting procedure (see clause 5.2.5) and N32-f context termination procedure (see clause 5.2.4).
If different PLMNs are represented by different PLMN IDs supported by a SEPP, then the SEPP shall use separate N32-connections for each pair of home and visited PLMN. Both SEPPs shall store the mapping between the N32 connections and their pair of PLMN IDs.
The SEPP shall select the PLMN from the list of supported PLMN(s) based on the received Target PLMN ID or PLMN specific fqdn used in the request and provide the selected PLMN's PLMN Id(s) in the plmnIdList. 

2b.	On failure, the responding SEPP shall respond to the initiating SEPP with an appropriate 4xx/5xx status code as specified in clause 6.1.4.2.


* * * Next Change * * * *
[bookmark: _Toc81066459][bookmark: _Toc82716702][bookmark: _Toc24986356][bookmark: _Toc34205784][bookmark: _Toc39061968][bookmark: _Toc43277210][bookmark: _Toc49847540][bookmark: _Toc56419516][bookmark: _Toc74994286]6.1.5.2.2	Type: SecNegotiateReqData
Table 6.1.5.2.2-1: Definition of type SecNegotiateReqData
	Attribute name
	Data type
	P
	Cardinality
	Description

	sender
	Fqdn
	M
	1
	This IE shall uniquely identify the SEPP that is sending the request. This IE is used to store the negotiated security capability against the right SEPP.

	supportedSecCapabilityList
	array(SecurityCapability)
	M
	1..N
	This IE shall contain the list of security capabilities that the requesting SEPP supports.

	3GppSbiTargetApiRootSupported
	boolean
	C
	0..1
	This IE should be present and indicate that the 3gpp-Sbi-Target-apiRoot HTTP header is supported, if TLS security is supported for N32f message forwarding.

When present, it shall indicate if TLS security using the 3gpp-Sbi-Target-apiRoot HTTP header is supported:
- true: supported
- false (default): not supported


	plmnIdList
	array(PlmnId)
	O
	1..N
	A list of PLMN IDs associated with the SEPP, which is sending the request. The list to be stored by the receiving SEPP in a N32-f Context (see clause 5.9.3 in 3GPP TS 33.501 [6])

	targetPlmnId
	PlmnId
	O
	1
	When present, this IE shall contain a PLMN ID of the target SEPP. 

See clause 5.2.2 step 1.




* * * Next Change * * * *

[bookmark: _Toc81066460][bookmark: _Toc82716703]6.1.5.2.3	Type: SecNegotiateRspData
Table 6.1.5.2.3-1: Definition of type SecNegotiateRspData
	Attribute name
	Data type
	P
	Cardinality
	Description

	sender
	Fqdn
	M
	1
	This IE shall uniquely identify the SEPP that is sending the response. This IE is used to store the negotiated security capability against the right SEPP.

	selectedSecCapability
	SecurityCapability
	M
	1
	This IE shall contain the security capability selected by the responding SEPP.

	3GppSbiTargetApiRootSupported
	boolean
	C
	0..1
	This IE should be present and indicate that the 3gpp-Sbi-Target-apiRoot HTTP header is supported, if TLS security is negotiated for N32f message forwarding and the initiating SEPP indicated support of this header.

When present, it shall indicate if TLS security using the 3gpp-Sbi-Target-apiRoot HTTP header is supported:
- true: supported
- false (default): not supported


	plmnIdList
	array(PlmnId)
	O
	1..N
	A list of PLMN IDs of a single PLMN associated with the SEPP, which is sending the response. The list to be stored by the receiving SEPP in a N32-f Context (see clause 5.9.3 in 3GPP TS 33.501 [6]).
If different PLMNs are represented by different PLMN IDs supported by a SEPP, then the SEPP shall select the PLMN as specified in clause 5.2.2 step 2a.





* * * Next Change * * * *
[bookmark: _Toc24986459][bookmark: _Toc34205887][bookmark: _Toc39062071][bookmark: _Toc43277313][bookmark: _Toc49847643][bookmark: _Toc56419624][bookmark: _Toc81066567][bookmark: _Toc82716810]A.2	N32 Handshake API
openapi: 3.0.0

info:
  version: '1.1.2'
  title: 'N32 Handshake API'
  description: |
   N32-c Handshake Service.
    © 2020, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.
servers:
  - url: '{apiRoot}/n32c-handshake/v1'
    variables:
      apiRoot:
        default: https://example.com
        description:  apiRoot as defined in clause 4.4 of 3GPP TS 29.501.
externalDocs:
  description: 3GPP TS 29.573 V16.5.0; 5G System; Public Land Mobile Network (PLMN) Interconnection; Stage 3
  url: http://www.3gpp.org/ftp/Specs/archive/29_series/29.573/

(...)
    SecNegotiateReqData:
      type: object
      required:
        - sender
        - supportedSecCapabilityList
      properties:
        sender:
          $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/Fqdn'
        supportedSecCapabilityList:
          type: array
          items:
            $ref: '#/components/schemas/SecurityCapability'
          minItems: 1
        3GppSbiTargetApiRootSupported:
          type: boolean
          default: false
        plmnIdList:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/PlmnId'
          minItems: 1
        targetPlmnId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/PlmnId'



* * * End of Changes * * * *
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