	
3GPP TSG-CT WG4 Meeting #108-e	C4-221447
E-Meeting, 17th – 25th February 2022														   was C4-221038


Source:	ZTE
Title:	Conclusion on Header Enrichment for HTTPS
Spec:	3GPP TR 29.820 V1.1.0
Agenda item:	6.1.3 / BEPoP
Document for:	Approval

1. Introduction
SA3 has sent out their LS to answer CT4 questions on Header Enrichment for HTTPS, see S3-214505.
Taking SA3 feedback into account, the usage of this solution shall be limited, i.e. only be used in the following cases: (a) the application server is inside the operator network, or, (b) the application server is inside an operator trusted domain (e.g. in an enterprise network which has secured tunnel with the operator network). In addition, sending the IMSI/SUPI and IMEI/PUI to an AS is limited only when the AS is inside the operator network.
When deploying this solution, operators shall guarantee that user information transmission to the application server shall comply with the regional regulations.
2. Proposal
It is proposed to agree the following changes to 3GPP TS 29.820 v1.1.0.

[bookmark: _Hlk61529092]* * * First Change * * * *
[bookmark: _Toc70926441][bookmark: _Toc89673092]7.2	Evaluation and Conclusions of Solutions for Key Issue #2
Evaluation and Conclusions of Solutions for Key Issue #2
[bookmark: _Toc66461645][bookmark: _Toc70926449][bookmark: _Toc89673100]7.2.1	Evaluation
The Key Issue #2 "Header Enrichment for HTTPS" as described in clause 5.3 studies how to support the requirement of header enrichment when HTTPS scheme is used. HTTPS scheme is widely used in various services (e.g. personal banking, personal social security service, etc.) which may require collection of some user information, e.g. for verification and logging.
[bookmark: _GoBack]Solution #1 "Header Enrichment for HTTPS" as described in clause 6.1 can support the requirement of header enrichment in the case when HTTPS scheme is used. However, SA3 thinks such solution has potential issues on the security aspect (see LS from SA3 in S3-214505).
[bookmark: _Toc66461646][bookmark: _Toc70926450][bookmark: _Toc89673101]7.2.2	Conclusions
Based on the discussion in CT4#108-E meeting, no solution will be standardized for the key issue #2. An operator may deploy its own solution to fulfil the requirement of header enrichment in the case when HTTP scheme is used.
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