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1. Introduction
In SA3 LS (S3-214505), SA3 has the following feedback to the solution developed by CT4 on Header Enrichment for HTTPS:
1) SA3 suggested that security tunnel between the UPF and the Application Server is more suitable, instead of carrying the information in TLS extension of initial handshake message.
2) Regarding to which information can be sent to the remote endpoint (e.g. remote server), SA3 have the following statements:
-	if the endpoints are in the 3GPP network domain, then all the sensitive information could be sent to the endpoints. 
-	If the endpoints is outside the 3GPP network domain, IMSI/SUPI, and IMEI are internal identifiers that are not supposed to be sent outside the 3GPP network domain.
-	Depending on regulations, sending other parameters related to subscribers and users could require user consent: UE IP address, User location, and MSISDN etc.
3) SA3 recommends using an existing mechanism for protecting the channel between PSA UPF and the application server. SA3 has currently no plans to specify which mechanism should be used. Potentially, SA3 could specify it in the future, since it is in SA3's scope.

Why SA3 thinks the solution developed by CT4 is not a quite suitable one, is mainly because of the security consideration. However, such solution is still useful if the usage can be limited by the operator, so that the security threaten can be greatly reduced.
Taking SA3 feedback into account, the usage of this solution shall be limited, i.e. only be used in the following cases: (a) the application server is inside the operator network, or, (b) the application server is inside an operator trusted domain (e.g. in an enterprise network which has secured tunnel with the operator network). When deploying this solution, operators shall guarantee that user information transmission to the application server shall comply with the regional regulations.

2. Proposal
It is proposed to agree the following changes to 3GPP TS 29.820 v1.1.0.
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The solution is to address the Key Issue #2: Header Enrichment for HTTPS in clause 5.3.
When HTTPS schema is used, HTTP messages are transmitted in encrypted SSL/TLS packets. Before sending HTTP message to the remote server, the client shall first perform SSL/TLS handshake procedure to set up SSL/TLS connection with the remote server. In this solution, the SSL/TLS protocol refers to TLS version 1.2 and onwards (see IETF RFC 5426 [17], IETF RFC 8846 [18]).
The initial SSL/TLS handshake messages are exchanged in clear text, which provides possibility to the UP Function to insert some customized information in the initial SSL/TLS handshake messages. A simple way is, when detecting an initial SSL/TLS handshake message (i.e. ClientHello message) from an UE, the UP Function can append additional SSL/TLS extension to the SSL/TLS handshake message to carry customized field names and values. 
In order to support Header Enrichment for HTTPS, both the CP Function (e.g. SMF) and UP Function (e.g. UPF) shall be enhanced to support corresponding functionalities. 
To instruct the UP Function to detect SSL/TLS packets and perform Header Enrichment for HTTPS, the CP Function shall:
-	Create UL PDR for detecting uplink SSL/TLS packets towards the remote server;
-	Create FAR and associate it to the UL PDR. In the FAR, provide header field names and values which are required to be inserted into SSL/TLS handshake messages. And set the Header Type of Header Enrichment IE to "SSL/TLS" (or set to "HTTPS").
Upon instruction from the SMF, the UP Function shall:
-	Install the UL PDR and FAR, and keep monitoring uplink IP packets from the UE and check whether it is SSL/TLS packets;
-	Once SSL/TLS packets from the UE is detected, further inspect whether the SSL/TLS packets carries initial SSL/TLS handshake message from the UE (i.e. ClientHello message);
-	Once the initial SSL/TLS handshake message from the UE is detected, insert additional SSL/TLS extension and carry the required field names and the values in the additional SSL/TLS extension, and finally forward the altered SSL/TLS packets onwards.
The encoding of required field names and values in the additional SSL/TLS extension is implementation specific, e.g. based on the service agreement between an operator and its customers. Operators should avoid inclusion of security sensitive information in the SSL/TLS extension as much as possible. If security sensitive information is regarded as necessary, it shall be transmitted in a secure way.
NOTE:	How the application server retrieves the enriched content at TLS layer and sends to upper layers is out of scope for 3GPP.
SA3 has provided the following feedback on this solution, as per the LS S3-214505:
-	Initial TLS packets are not a suitable way to transport the information. Since a man-in-the-middle inserts information to be consumed by the server, without consent from the client, it could be considered a privacy breach. Also, TLS will often be terminated in a frontend, which may not the intended receiver of the information.
-	If the endpoints is outside the 3GPP network domain, IMSI/SUPI, and IMEI are internal identifiers that are not supposed to be sent outside the 3GPP network domain. (NOTE: This is independent on whether appropriate security is setup between the PSA UPF and AS).
-	Depending on regulations, sending other parameters related to subscribers and users could require user consent: UE IP address, User location, and MSISDN etc.
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6.1.2	Impacts on services, entities and interfaces
CP Function:
-	Indicate to UP Function that detection of SSL/TLS handshake message is required and indicated header field names and values are to be inserted to SSL/TLS handshake message;
UP Function:
-	Detect SSL/TLS handshake message from UE;
-	Insert the required header field names and values to the detected SSL/TLS handshake messages from UE.
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This solution provides a feasible way for operators to support header enrichment for HTTPS schema.
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To ensure this solution works well, service agreements shall be made between an operator and its customers, e.g. to determine the encoding of header fields and the values in TLS extension.
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