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* * * First Change * * * *
[bookmark: _Toc510696583][bookmark: _Toc35971375][bookmark: _Toc42953828][bookmark: _Toc43463145][bookmark: _Toc49847757][bookmark: _Toc56497886][bookmark: _Toc90643975][bookmark: _Toc11338340][bookmark: _Toc42953830][bookmark: _Toc43463147][bookmark: _Toc49847759][bookmark: _Toc56497888][bookmark: _Toc82711314]3.2	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
NSSAA	Network Slice-Specific Authentication and Authorization
NSSAAF	NSSAANetwork Slice-specific and SNPN Authentication and Authorization Function
SNPN	Standalone Non-Public Network


* * * Next Change * * * *
4.1	Introduction
Within the 5GC, the NSSAAF offers services to the AMF and the AUSF via the Nnssaaf service -based interface.
The AMF shall make use of the NSSAAF service when it needs to invoke network slice-specific authentication and authorization for a specific UE and a specific S-NSSAI (see 3GPP TS 23.502 [3] clause 4.2.9.2, and 3GPP TS 33.501 [14] clause 16.2 and 16.3).
The NSSAAF service shall also be used by the AMF to receive slice re-authentication notification or slice authorization revocation notification sent from the AAA-S (see 3GPP TS 23.502 [3] clause 4.2.9.3, 4.2.9.4 and 3GPP TS 33.501 [14] clause 16.3 and 16.4).
The AUSF shall make use of the NSSAAF service when it needs to invoke a primary authentication in SNPN with Credentials holder using AAA server; the AUSF shall also make use of this service during the UE onboarding procedure in SNPN scenarios, when the Default Credentials Server (DCS) uses an AAA server for primary authentication.
Figure 4.1-1 provides the reference model with focus on the NSSAAF.



Figure 4.1-1: Reference model – NSSAAF

* * * Next Change * * * *
[bookmark: _Toc510696586][bookmark: _Toc35971378][bookmark: _Toc42953832][bookmark: _Toc43463149][bookmark: _Toc49847761][bookmark: _Toc56497890][bookmark: _Toc82711316]5.1	Introduction
The NSSAAF offers the following services via the Nnssaaf interface:
-	Nnssaaf_NSSAA Service
-	Nnssaaf_AIW Service
Table 5.1-1 summarizes the corresponding APIs defined for this specification.
Table 5.1-1: API Descriptions
	Service Name
	Clause
	Description
	OpenAPI Specification File
	apiName
	Annex

	Nnssaaf_NSSAA
	5.2
	sSlice-Sspecific authentication and authorization service
	TS29526_Nnssaaf_NSSAA.yaml
	nnssaaf-nssaa
	A.2

	Nnssaaf_AIW
	5.x
	AAA Interworking service
	TS29526_Nnssaaf_AIW.yaml
	nnssaaf-aiw
	A.x



[bookmark: _Toc25270697][bookmark: _Toc34310354][bookmark: _Toc36464876][bookmark: _Toc51944608][bookmark: _Toc82761080]* * * Next Change * * * *
[bookmark: _Toc510696587][bookmark: _Toc35971379][bookmark: _Toc42953833][bookmark: _Toc43463150][bookmark: _Toc49847762][bookmark: _Toc56497891][bookmark: _Toc82711317]5.x	Nnssaaf_AIW Service
[bookmark: _Toc510696588][bookmark: _Toc35971380][bookmark: _Toc42953834][bookmark: _Toc43463151][bookmark: _Toc49847763][bookmark: _Toc56497892][bookmark: _Toc82711318]5.x.1	Service Description
[bookmark: _Toc510696589][bookmark: _Toc35971381]The Nnssaaf_AIW service provides primary Authentication and Authorization service to the consumer NF (AUSF) by relaying EAP or EAP-TTLS inner method messages towards an AAA Server and performing related protocol conversion as needed. The NSSAAF is acting as NF Service Producer, while the AUSF is the NF Service Consumer.
Following functionalities are provided by the Nnssaaf_AIW service:
-	Perform primary authentication and authorization for a given UE towards an AAA Server.
The Nnssaaf_AIW service supports the following service operations.
Table 5.x.1-1: Service operations supported by the Nnssaaf_AIW service
	Service Operations
	Description
	Operation
Semantics
	Example Consumer(s)

	Authenticate
	Perform primary authentication and authorization for a given UE towards an AAA Server.
	Request/Response
	AUSF



[bookmark: _Toc42953835][bookmark: _Toc43463152][bookmark: _Toc49847764][bookmark: _Toc56497893][bookmark: _Toc82711319]5.x.2	Service Operations
[bookmark: _Toc510696590][bookmark: _Toc35971382][bookmark: _Toc42953836][bookmark: _Toc43463153][bookmark: _Toc49847765][bookmark: _Toc56497894][bookmark: _Toc82711320]5.x.2.1	Introduction
[bookmark: _Toc510696591][bookmark: _Toc35971383]See Table 5.x.1-1 for an overview of the service operations supported by the Nnssaaf_AIW service.
[bookmark: _Toc42953837][bookmark: _Toc43463154][bookmark: _Toc49847766][bookmark: _Toc56497895][bookmark: _Toc82711321]5.x.2.2	Authenticate
[bookmark: _Toc510696592][bookmark: _Toc35971384][bookmark: _Toc42953838][bookmark: _Toc43463155][bookmark: _Toc49847767][bookmark: _Toc56497896][bookmark: _Toc82711322]5.x.2.2.1	General
The Authenticate service operation permits the NF Service Consumer (i.e., the AUSF) to perform authentication and authorization for a given UE towards an AAA Server.
The NF Service Consumer (i.e., the AUSF) shall send a POST request to the resource representing authentication collection (i.e., …/v1/authentications) to request the NSSAAF to create the corresponding resource context and perform primary authentication and authorization.


Figure 5.x.2.2.1-1: AAA Interworking Authentication and Authorization
1.	The NF Service Consumer (AUSF) shall send a POST request (AuthInfo) to the NSSAAF, targeting the resource of authentication collection (i.e., …/v1/authentications), to perform authentication and authorization.
The payload of the body shall contain the authentication information, which may includes:
-	UE ID (i.e. SUPI)
-	EAP-ID Response message
-	EAP-TTLS Inner Method Container
2.	The NSSAAF creates an authentication context for the UE and starts the authentication and authorization procedure. The NSSAAF shall send an authentication request message to the AAA-S. Depending on the result, either step 3a or step 3b is performed. The NSSAAF obtains the AAA-S address from local configuration.
3a.	On success, "201 Created" shall be returned (AuthContext). The "Location" header shall contain the URI of the created resource (e.g., .../v1/ authentications/{authCtxId}). The payload body shall contain the authentication context, which includes the EAP message generated by the AAA-S.
3b.	On failure, one of the HTTP status code listed in Table 6.x.7.3-1 shall be returned with the message body containing a ProblemDetails structure with the "cause" attribute set to one of the application errors listed in Table 6.x.7.3-1.
4.	Once receiving EAP message from the UE, the NF Service Consumer (i.e., the AUSF) shall send a PUT request (AuthConfirmationData) to the NSSAAF, targeting the resource of the authentication context (i.e., …/v1/authentications/{authCtxId}).
The payload body shall carry the authentication confirmation data which includes:
-	UE ID (i.e., SUPI)
-	EAP Message (which is received from the UE)
5.	The NSSAAF shall forward the EAP Message to the AAA-S to confirm the authentication and authorization. Depending on the result, either step 6a or step 6b is performed.
6a.	On success, "200 OK" shall be returned (AuthConfirmationResponse). The payload body shall contain the authentication confirmation response, which includes the EAP message (e.g., EAP success/failure message) generated by the AAA-S.
If the UE is authenticated, the NSSAAF shall set the "authResult" attribute to "EAP_SUCCESS"; the response message may contain the address of an SNPN UE onboarding Provisioning Server (PVS).
If failed to authenticate the UE, the "authResult" attribute shall be set to "EAP_FAILURE".
If subsequent EAP message exchange is needed between the UE and the NSSAAF (AAA-S), the NSSAAF shall not include AuthResult in the response message.
6b.	On failure or redirection, one of the HTTP status codes listed in Table 6.x.7.3-1 shall be returned with the message body containing a ProblemDetails structure with the "cause" attribute set to one of the application errors listed in Table 6.x.7.3-1.
7-9.	If subsequent EAP message exchange is needed between the UE and the NSSAAF to finish the EAP based authentication, steps 7-9 are performed. On failure or redirection, one of the HTTP status codes listed in Table 6.x.7.3-1 shall be returned with the message body containing a ProblemDetails structure with the "cause" attribute set to one of the application errors listed in Table 6.x.7.3-1.
In above steps, if there is no expected response from the AAA-S in the case of time out, the NSSAAF shall return HTTP status code "504 Gateway Timeout", with the message body containing a ProblemDetails structure with the "cause" attribute set to "TIMED_OUT_REQUEST".



[bookmark: _Toc510696598][bookmark: _Toc35971390][bookmark: _Toc42953844][bookmark: _Toc43463161][bookmark: _Toc49847773][bookmark: _Toc56497902][bookmark: _Toc90643991]* * * Next Change * * * *
6.x	Nnssaaf_AIW Service API
[bookmark: _Toc510696599][bookmark: _Toc35971391][bookmark: _Toc42953845][bookmark: _Toc43463162][bookmark: _Toc49847774][bookmark: _Toc56497903][bookmark: _Toc90643992]6.x.1	Introduction
[bookmark: _Toc510696600]The Nnssaaf_AIW service shall use the Nnssaaf_AIW API.
The API URI of the Nnssaaf_AIW API shall be:
{apiRoot}/<apiName>/<apiVersion>
The request URIs used in HTTP request from the NF service consumer towards the NF service producer shall have the Resource URI structure defined in clause 4.4.1 of 3GPP TS 29.501 [5], i.e.:
{apiRoot}/<apiName>/<apiVersion>/<apiSpecificResourceUriPart>
with the following components:
-	The {apiRoot} shall be set as described in 3GPP TS 29.501 [5].
-	The <apiName> shall be "nnssaaf-aiw".
-	The <apiVersion> shall be "v1".
-	The <apiSpecificResourceUriPart> shall be set as described in clause 6.x.3.
[bookmark: _Toc35971392][bookmark: _Toc42953846][bookmark: _Toc43463163][bookmark: _Toc49847775][bookmark: _Toc56497904][bookmark: _Toc90643993]6.x.2	Usage of HTTP
[bookmark: _Toc510696601][bookmark: _Toc35971393][bookmark: _Toc42953847][bookmark: _Toc43463164][bookmark: _Toc49847776][bookmark: _Toc56497905][bookmark: _Toc90643994]6.x.2.1	General
[bookmark: _Toc510696602]HTTP/2, IETF RFC 7540 [11], shall be used as specified in clause 5 of 3GPP TS 29.500 [4].
HTTP/2 shall be transported as specified in clause 5.3 of 3GPP TS 29.500 [4].
The OpenAPI [6] specification of HTTP messages and content bodies for the Nnssaaf_AIW API is contained in Annex A.
[bookmark: _Toc35971394][bookmark: _Toc42953848][bookmark: _Toc43463165][bookmark: _Toc49847777][bookmark: _Toc56497906][bookmark: _Toc90643995]6.x.2.2	HTTP standard headers
[bookmark: _Toc510696603][bookmark: _Toc35971395][bookmark: _Toc42953849][bookmark: _Toc43463166][bookmark: _Toc49847778][bookmark: _Toc56497907][bookmark: _Toc90643996]6.x.2.2.1	General
[bookmark: _Toc510696604]See clause 5.2.2 of 3GPP TS 29.500 [4] for the usage of HTTP standard headers.
[bookmark: _Toc35971396][bookmark: _Toc42953850][bookmark: _Toc43463167][bookmark: _Toc49847779][bookmark: _Toc56497908][bookmark: _Toc90643997]6.x.2.2.2	Content type
[bookmark: _Toc510696605]JSON, IETF RFC 8259 [12], shall be used as content type of the HTTP bodies specified in the present specification as specified in clause 5.4 of 3GPP TS 29.500 [4]. The use of the JSON format shall be signalled by the content type "application/json".
"Problem Details" JSON object shall be used to indicate additional details of the error in a HTTP response body and shall be signalled by the content type "application/problem+json", as defined in IETF RFC 7807 [13].
[bookmark: _Toc35971397][bookmark: _Toc42953851][bookmark: _Toc43463168][bookmark: _Toc49847780][bookmark: _Toc56497909][bookmark: _Toc90643998]6.x.2.3	HTTP custom headers
[bookmark: _Toc489605322][bookmark: _Toc492899753][bookmark: _Toc492900032][bookmark: _Toc492967834][bookmark: _Toc492972922][bookmark: _Toc492973142][bookmark: _Toc492974840][bookmark: _Toc510696606]The mandatory HTTP custom header fields specified in clause 5.2.3.2 of 3GPP TS 29.500 [4] shall be applicable.
[bookmark: _Toc510696607][bookmark: _Toc35971398][bookmark: _Toc42953852][bookmark: _Toc43463169][bookmark: _Toc49847781][bookmark: _Toc56497910][bookmark: _Toc90643999]6.x.3	Resources
[bookmark: _Toc510696608][bookmark: _Toc35971399][bookmark: _Toc42953853][bookmark: _Toc43463170][bookmark: _Toc49847782][bookmark: _Toc56497911][bookmark: _Toc90644000]6.x.3.1	Overview
The structure of the Resource URIs of the Nnssaaf_AIW service is shown in Figure 6.x.3.1-1


Figure 6.x.3.1-1: Resource URI structure of the AIW API
Table 6.x.3.1-1 provides an overview of the resources and applicable HTTP methods.
[bookmark: _Toc510696609][bookmark: _Toc35971400]Table 6.x.3.1-1: Resources and methods overview
	Resource name
	Resource URI
	HTTP method or custom operation
	Description

	authentications
(Collection)
	/authentications
	POST
	Initiate the authentication and authorization process by providing inputs related to the UE.

	authentication
(Document)
	/authentications/{authCtxId}

	PUT
	Put the UE response from the EAP process.



[bookmark: _Toc42953854][bookmark: _Toc43463171][bookmark: _Toc49847783][bookmark: _Toc56497912][bookmark: _Toc90644001]6.x.3.2	Resource: authentications (Collection)
[bookmark: _Toc510696610][bookmark: _Toc35971401][bookmark: _Toc42953855][bookmark: _Toc43463172][bookmark: _Toc49847784][bookmark: _Toc56497913][bookmark: _Toc90644002]6.x.3.2.1	Description
[bookmark: _Toc35971402][bookmark: _Toc510696612]This resource represents a collection of the authentication resources generated by the NSSAAF.
[bookmark: _Toc42953856][bookmark: _Toc43463173][bookmark: _Toc49847785][bookmark: _Toc56497914][bookmark: _Toc90644003]6.x.3.2.2	Resource Definition
Resource URI: {apiRoot}/nnssaaf-aiw/<apiVersion>/authentications
This resource shall support the resource URI variables defined in table 6.x.3.2.2-1.
Table 6.x.3.2.2-1: Resource URI variables for this resource
	Name
	Data type
	Definition

	apiRoot
	string
	See clause 6.x.1

	apiVersion
	string
	See clause 6.x.1



[bookmark: _Toc35971403][bookmark: _Toc42953857][bookmark: _Toc43463174][bookmark: _Toc49847786][bookmark: _Toc56497915][bookmark: _Toc90644004]6.x.3.2.3	Resource Standard Methods
[bookmark: _Toc510696613][bookmark: _Toc35971404][bookmark: _Toc42953858][bookmark: _Toc43463175][bookmark: _Toc49847787][bookmark: _Toc56497916][bookmark: _Toc90644005]6.x.3.2.3.1	POST
This method shall support the URI query parameters specified in table 6.x.3.2.3.1-1.
Table 6.x.3.2.3.1-1: URI query parameters supported by the POST method on this resource
	Name
	Data type
	P
	Cardinality
	Description
	Applicability

	n/a
	
	
	
	
	



This method shall support the request data structures specified in table 6.x.3.2.3.1-2 and the response data structures and response codes specified in table 6.x.3.2.3.1-3.
Table 6.x.3.2.3.1-2: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	AuthInfo
	M
	1
	Contains the SUPI, EAP ID Response from the UE, etc.



Table 6.x.3.2.3.1-3: Data structures supported by the  POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	AuthContext
	M
	1
	201 Created
	This case indicates the corresponding resource has been created by the NSSAAF for the requested authentication and authorization, and further EAP process is required.
The HTTP response shall include a "Location" header that contains the resource URI of the created resource.

	RedirectResponse
	O
	0..1
	307 Temporary Redirect
	Temporary redirection. The response shall include a Location header field containing a different URI, or the same URI if this is a redirection triggered by an SCP to the same target resource via another SCP. In the former case, the URI shall be an alternative URI of the resource located on an alternative service instance within the same NSSAAF or NSSAAF (service) set.
(NOTE 2)

	RedirectResponse
	O
	0..1
	308 Permanent Redirect
	Permanent redirection. The response shall include a Location header field containing a different URI, or the same URI if this is a redirection triggered by an SCP to the same target resource via another SCP. In the former case, the URI shall be an alternative URI of the resource located on an alternative service instance within the same NSSAAF or NSSAAF (service) set.
(NOTE 2)

	ProblemDetails
	O
	0..1
	400 Bad Request
	This case represents the failure to start authentication and authorization because of input parameter error.

	ProblemDetails
	O
	0..1
	403 Forbidden
	This case represents when the UE is not allowed to be authenticated.

	ProblemDetails
	O
	0..1
	404 Not Found
	This case represents the user or user context is not found.
The "cause" attribute may be used to indicate one of the following application errors:
- CONTEXT_NOT_FOUND
- USER_NOT_FOUND

	ProblemDetails
	O
	0..1
	504 Gateway Time out
	This case represents network error or remote peer (i.e. AAA-S) error, e.g. not reachable, no response and time out.
The "cause" attribute may be used to indicate one of the following application errors:
- NETWORK_FAILURE
- UPSTREAM_SERVER_ERROR
- TIME_OUT_REQUEST

	NOTE 1:	The mandatory HTTP error status code for the POST method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] also apply.
NOTE 2:	RedirectResponse may be inserted by an SCP, see clause 6.10.9.1 of 3GPP TS 29.500 [4].



Table 6.x.3.2.3.1-4: Headers supported by the POST method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



Table 6.x.3.2.3.1-5: Headers supported by the 201 response code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	URI
	M
	1
	URI of created resource for the authentication context.
The URI structure is defined in clause 6.x.3.3.1.



[bookmark: _Toc510696615][bookmark: _Toc35971406][bookmark: _Toc42953859][bookmark: _Toc43463176][bookmark: _Toc49847788]Table 6.x.3.2.3.1-6: Headers supported by the 307 Response Code on this endpoint
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	URI pointing to the resource of another NF service producer to which the request should be sent.
Or the same URI, if a request is redirected to the same target resource via a different SCP.



Table 6.x.3.2.3.1-7: Headers supported by the 308 Response Code on this endpoint
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	URI pointing to the resource of another NF service producer to which the request should be sent.
Or the same URI, if a request is redirected to the same target resource via a different SCP.



[bookmark: _Toc510696621][bookmark: _Toc35971412][bookmark: _Toc42953860][bookmark: _Toc43463177][bookmark: _Toc49847789][bookmark: _Toc56497918][bookmark: _Toc90644007]6.x.3.3	Resource: authentication (Document)
[bookmark: _Toc25270678][bookmark: _Toc34310333][bookmark: _Toc42953861][bookmark: _Toc43463178][bookmark: _Toc49847790][bookmark: _Toc56497919][bookmark: _Toc90644008][bookmark: _Toc510696622][bookmark: _Toc35971413]6.x.3.3.1	Description
The sub-resource "authentication" is generated by the NSSAAF. This subresource should not persist after the authentication and authorization process finishes.
[bookmark: _Toc42953862][bookmark: _Toc43463179][bookmark: _Toc49847791][bookmark: _Toc56497920][bookmark: _Toc90644009]6.x.3.3.2	Resource Definition
Resource URI: {apiRoot}/nnssaaf-aiw/<apiVersion>/authentications/{authCtxId}
This resource shall support the resource URI variables defined in table 6.x.3.3.2-1.
Table 6.x.3.3.2-1: Resource URI variables for this resource
	Name
	Data type
	Definition

	apiRoot
	string
	See clause 6.x.1

	apiVersion
	string
	See clause 6.x.1

	authCtxId
	string
	The authentication context ID, which is of data type AuthCtxId defined in clause 6.x.6.3.2.



[bookmark: _Toc42953863][bookmark: _Toc43463180][bookmark: _Toc49847792][bookmark: _Toc56497921][bookmark: _Toc90644010]6.x.3.3.3	Resource Standard Methods
[bookmark: _Toc42953864][bookmark: _Toc43463181][bookmark: _Toc49847793][bookmark: _Toc56497922][bookmark: _Toc90644011]6.x.3.3.3.1	PUT
This method shall support the URI query parameters specified in table 6.x.3.3.3.1-1.
Table 6.x.3.3.3.1-1: URI query parameters supported by the PUT method on this resource
	Name
	Data type
	P
	Cardinality
	Description
	Applicability

	n/a
	
	
	
	
	



This method shall support the request data structures specified in table 6.x.3.3.3.1-2 and the response data structures and response codes specified in table 6.x.3.3.3.1-3.
Table 6.x.3.3.3.1-2: Data structures supported by the PUT Request Body on this resource
	Data type
	P
	Cardinality
	Description

	AuthConfirmationData
	M
	1
	Contains the EAP message generated by the UE and provided to the AUSF.



Table 6.x.3.3.3.1-3: Data structures supported by the PUT Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	AuthConfirmationResponse
	M
	1
	200 OK
	This case indicates that the NSSAAF has performed the authentication. The response body shall contain the result of the authentication and authorization.

	RedirectResponse
	O
	0..1
	307 Temporary Redirect
	Temporary redirection. The response shall include a Location header field containing a different URI, or the same URI if this is a redirection triggered by an SCP to the same target resource via another SCP. In the former case, the URI shall be an alternative URI of the resource located on an alternative service instance within the same NSSAAF or NSSAAF (service) set.
(NOTE 2)

	RedirectResponse
	O
	0..1
	308 Permanent Redirect
	Permanent redirection. The response shall include a Location header field containing a different URI, or the same URI if this is a redirection triggered by an SCP to the same target resource via another SCP. In the former case, the URI shall be an alternative URI of the resource located on an alternative service instance within the same NSSAAF or NSSAAF (service) set.
(NOTE 2)

	ProblemDetails
	O
	0..1
	400 Bad Request
	This case represents an authentication failure because of input parameter error. This indicates that the NSSAAF was not able to process the authentication.

	ProblemDetails
	O
	0..1
	403 Forbidden
	This case represents when the UE is not allowed to be authenticated.

	ProblemDetails
	O
	0..1
	404 Not Found
	This case represents the UE or UE related context is not found.
The "cause" attribute may be used to indicate one of the following application errors:
- CONTEXT_NOT_FOUND
- USER_NOT_FOUND

	ProblemDetails
	O
	0..1
	504 Gateway Time out
	This case represents network error or remote peer (i.e. AAA-S) error, e.g. not reachable, no response when time out.
The "cause" attribute may be used to indicate one of the following application errors:
- NETWORK_FAILURE
- UPSTREAM_SERVER_ERROR
- TIMED_OUT_REQUEST

	NOTE 1:	The mandatory HTTP error status code for the PUT method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] also apply.
NOTE 2:	RedirectResponse may be inserted by an SCP, see clause 6.10.9.1 of 3GPP TS 29.500 [4].



Table 6.x.3.3.3.1-4: Headers supported by the PUT method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



Table 6.x.3.3.3.1-5: Headers supported by the 200 response code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



Table 6.x.3.3.3.1-6: Headers supported by the 307 Response Code on this endpoint
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	URI pointing to the resource of another NF service producer to which the request should be sent.
Or the same URI, if a request is redirected to the same target resource via a different SCP.



Table 6.x.3.3.3.1-7: Headers supported by the 308 Response Code on this endpoint
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	URI pointing to the resource of another NF service producer to which the request should be sent.
Or the same URI, if a request is redirected to the same target resource via a different SCP.



[bookmark: _Toc42953866][bookmark: _Toc43463183][bookmark: _Toc49847795][bookmark: _Toc56497924][bookmark: _Toc90644013]6.x.4	Custom Operations without associated resources
There are no Custom Operation in the current version of this API.
[bookmark: _Toc510696628][bookmark: _Toc35971419][bookmark: _Toc42953868][bookmark: _Toc43463185][bookmark: _Toc49847797][bookmark: _Toc56497926][bookmark: _Toc90644015]6.x.5	Notifications
There are no Notifications in the current version of this API.
[bookmark: _Toc42953880][bookmark: _Toc43463197][bookmark: _Toc49847809][bookmark: _Toc56497938][bookmark: _Toc90644027]6.x.6	Data Model
[bookmark: _Toc510696633][bookmark: _Toc35971428][bookmark: _Toc42953881][bookmark: _Toc43463198][bookmark: _Toc49847810][bookmark: _Toc56497939][bookmark: _Toc90644028]6.x.6.1	General
This clause specifies the application data model supported by the API.
Table 6.x.6.1-1 specifies the data types defined for the Nnssaaf service based interface protocol.
Table 6.x.6.1-1: Nnssaaf_AIW specific Data Types
	Data type
	Clause defined
	Description
	Applicability

	AuthInfo
	6.x.6.2.2
	Contains the SUPI, EAP ID Response, etc.
	

	AuthContext
	6.x.6.2.3
	Contains the information of the resource created for authentication and authorization.
	

	AuthConfirmationData
	6.x.6.2.4
	Contains the EAP message from the UE for EAP process.
	

	AuthConfirmationResponse
	6.x.6.2.5
	Contains the authentication and authorization result from the NSSAAF to the UE.
	

	AuthCxtId
	6.x.6.3.2
	Contains the resource ID of authentication context.
	



Table 6.x.6.1-2 specifies data types re-used by the Nnssaaf_AIW service based interface from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Nnssaaf_AIW service based interface.
Table 6.x.6.1-2: Nnssaaf re-used Data Types
	Data type
	Reference
	Comments
	Applicability

	ProblemDetails
	3GPP TS 29.571 [10]
	Common Data Type used in response bodies
	

	RedirectResponse
	3GPP TS 29.571 [10]
	Redirect Response
	

	AuthStatus
	3GPP TS 29.571 [10]
	Authentication Status
	

	Supi
	3GPP TS 29.571 [10]
	SUPI of the UE
	

	SupportedFeatures
	3GPP TS 29.571 [10]
	Supported Features
	

	PvsInfo
	3GPP TS 29.571 [10]
	Address of the SNPN UE onboarding Provisioning Server (PVS).
	

	EapMessage
	3GPP TS 29.526
	See clause 6.1.6.3.2
	



[bookmark: _Toc510696634][bookmark: _Toc35971429][bookmark: _Toc42953882][bookmark: _Toc43463199][bookmark: _Toc49847811][bookmark: _Toc56497940][bookmark: _Toc90644029]6.x.6.2	Structured data types
[bookmark: _Toc510696635][bookmark: _Toc35971430][bookmark: _Toc42953883][bookmark: _Toc43463200][bookmark: _Toc49847812][bookmark: _Toc56497941][bookmark: _Toc90644030]6.x.6.2.1	Introduction
This clause defines the structures to be used in resource representations.
[bookmark: _Toc510696636][bookmark: _Toc35971431][bookmark: _Toc42953884][bookmark: _Toc43463201][bookmark: _Toc49847813][bookmark: _Toc56497942][bookmark: _Toc90644031]6.x.6.2.2	Type: AuthInfo
Table 6.x.6.2.2-1: Definition of type AuthInfo
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	supi
	Supi
	M
	1
	Contains the SUPI of the UE.
	

	eapIdRsp
	EapMessage
	C
	0..1
	Contains the EAP Identity Response message. (NOTE)
	

	ttlsInnerMethodContainer
	EapMessage
	C
	0..1
	Contains the EAP-TTLS inner method messages. It is included when EAP-TTLS is used, after the initial EAP-TLS exchange. (NOTE)
	

	supportedFeatures
	SupportedFeatures
	C
	0..1
	This IE shall be present if at least one optional feature defined in clause 6.x.9 is supported.
	

	NOTE:	Either eapIdRsp or ttlsInnerMethodContainer shall be present, but not both.



[bookmark: _Toc510696637][bookmark: _Toc35971432][bookmark: _Toc42953885][bookmark: _Toc43463202][bookmark: _Toc49847814][bookmark: _Toc56497943][bookmark: _Toc90644032]6.x.6.2.3	Type: AuthContext
[bookmark: _Toc510696638][bookmark: _Toc35971433]Table 6.x.6.2.3-1: Definition of type AuthContext
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	supi
	Supi
	M
	1
	Contains the SUPI of the UE.
	

	authCtxId
	AuthCtxId
	M
	1
	Indicates the resource ID uniquely identifying the authentication context, generated by the NSSAAF.
	

	eapMessage
	EapMessage
	C
	0..1
	Contains the EAP message to be sent to the UE. (NOTE)
	

	ttlsInnerMethodContainer
	EapMessage
	C
	0..1
	Contains the EAP-TTLS inner method messages. It is included when EAP-TTLS is used, after the initial EAP exchange. (NOTE)
	

	supportedFeatures
	SupportedFeatures
	C
	0..1
	This IE shall be present if at least one optional feature defined in clause 6.x.9 is supported.
	

	NOTE:	Either eapIdRsp or ttlsInnerMethodContainer shall be present, but not both.



[bookmark: _Toc42953886][bookmark: _Toc43463203][bookmark: _Toc49847815][bookmark: _Toc56497944][bookmark: _Toc90644033]6.x.6.2.4	Type: AuthConfirmationData
Table 6.x.6.2.4-1: Definition of type AuthConfirmationData
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	supi
	Supi
	M
	1
	Contains the SUPI of the UE.
	

	eapMessage
	EapMessage
	M
	1
	Contains the EAP message received from the UE.
	

	supportedFeatures
	SupportedFeatures
	C
	0..1
	This IE shall be present if at least one optional feature defined in clause 6.x.9 is supported.
	



[bookmark: _Toc42953887][bookmark: _Toc43463204][bookmark: _Toc49847816][bookmark: _Toc56497945][bookmark: _Toc90644034]6.x.6.2.5	Type: AuthConfirmationResponse
Table 6.x.6.2.5-1: Definition of type AuthConfirmationResponse
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	supi
	Supi
	M
	1
	Contains the SUPI of the UE.
	

	eapMessage
	EapMessage
	M
	1
	Contains the EAP success/failure message needs to be sent to the UE.
	

	authResult
	AuthStatus
	O
	0..1
	When present, it shall indicate the result of authentication and authorization.
	

	pvsInfo
	PvsInfo
	O
	0..1
	When present, it shall contain the FQDN and/or IP address of the SNPN UE onboarding Provisioning Server.
	

	supportedFeatures
	SupportedFeatures
	C
	0..1
	This IE shall be present if at least one optional feature defined in clause 6.x.9 is supported.
	



[bookmark: _Toc42953890][bookmark: _Toc43463207][bookmark: _Toc49847819][bookmark: _Toc56497948][bookmark: _Toc90644037]6.x.6.3	Simple data types and enumerations
[bookmark: _Toc510696639][bookmark: _Toc35971434][bookmark: _Toc42953891][bookmark: _Toc43463208][bookmark: _Toc49847820][bookmark: _Toc56497949][bookmark: _Toc90644038]6.x.6.3.1	Introduction
This clause defines simple data types and enumerations that can be referenced from data structures defined in the previous clauses.
[bookmark: _Toc510696640][bookmark: _Toc35971435][bookmark: _Toc42953892][bookmark: _Toc43463209][bookmark: _Toc49847821][bookmark: _Toc56497950][bookmark: _Toc90644039]6.x.6.3.2	Simple data types
The simple data types defined in table 6.x.6.3.2-1 shall be supported.
Table 6.x.6.3.2-1: Simple data types
	Type Name
	Type Definition
	Description
	Applicability

	AuthCtxId
	string
	The resource ID uniquely identifying the authentication context, generated by the NSSAAF.
	



[bookmark: _Toc510696647][bookmark: _Toc35971443][bookmark: _Toc42953896][bookmark: _Toc43463213][bookmark: _Toc49847825][bookmark: _Toc56497954][bookmark: _Toc90644043]6.x.7	Error Handling
[bookmark: _Toc35971444][bookmark: _Toc42953897][bookmark: _Toc43463214][bookmark: _Toc49847826][bookmark: _Toc56497955][bookmark: _Toc90644044]6.x.7.1	General
For the Nnssaaf_AIW API, HTTP error responses shall be supported as specified in clause 4.8 of 3GPP TS 29.501 [5]. Protocol errors and application errors specified in table 5.2.7.2-1 of 3GPP TS 29.500 [4] shall be supported for an HTTP method if the corresponding HTTP status codes are specified as mandatory for that HTTP method in table 5.2.7.1-1 of 3GPP TS 29.500 [4].
In addition, the requirements in the following clauses are applicable for the Nnssaaf_AIW API.
[bookmark: _Toc35971445][bookmark: _Toc42953898][bookmark: _Toc43463215][bookmark: _Toc49847827][bookmark: _Toc56497956][bookmark: _Toc90644045]6.x.7.2	Protocol Errors
No specific procedures for the Nnssaaf_AIW service are specified.
[bookmark: _Toc35971446][bookmark: _Toc42953899][bookmark: _Toc43463216][bookmark: _Toc49847828][bookmark: _Toc56497957][bookmark: _Toc90644046]6.x.7.3	Application Errors
The application errors defined for the Nnssaaf_AIW  service are listed in Table 6.x.7.3-1.
Table 6.x.7.3-1: Application errors
	Application Error
	HTTP status code
	Description

	RESOURCE_TEMP_MOVED
	307 Temporary Redirect
	Indicates that the NSSAAF is not able to handle the request, but points to the URI of another NSSAAF.

	RESOURCE_MOVED
	308 Permanent Redirect
	Indicates that the NSSAAF is not able to handle the request, but points to the URI of another NSSAAF.

	CONTEXT_NOT_FOUND
	404 Not Found
	The NSSAAF cannot find the resource corresponding to the URI provided by the NF Service Consumer, i.e. the resource identified by the authCtxId does not exist in the NSSAAF.

	USER_NOT_FOUND
	404 Not Found
	The user does not exist.

	UPSTREAM_SERVER_ERROR
	504 Gateway Timeout
	Error happens in reaching the remote peer (i.e., the AAA-S).

	NETWORK_FAILURE
	504 Gateway Timeout
	The request is rejected due to a network problem.

	TIMED_OUT_REQUEST
	504 Gateway Timeout
	No response is received from the remote peer (i.e., the AAA-S) when time out.


[bookmark: _Toc492899751][bookmark: _Toc492900030][bookmark: _Toc492967832][bookmark: _Toc492972920][bookmark: _Toc492973140][bookmark: _Toc493774060][bookmark: _Toc508285804][bookmark: _Toc508287269][bookmark: _Toc510696648][bookmark: _Toc35971447]
[bookmark: _Toc42953900][bookmark: _Toc43463217][bookmark: _Toc49847829][bookmark: _Toc56497958][bookmark: _Toc90644047]6.x.8	Feature negotiation
The optional features in table 6.x.8-1 are defined for the Nnssaaf_AIW API. They shall be negotiated using the extensibility mechanism defined in clause 6.6 of 3GPP TS 29.500 [4].
Table 6.x.8-1: Supported Features
	Feature number
	Feature Name
	Description

	
	
	



[bookmark: _Toc532994477][bookmark: _Toc35971448][bookmark: _Toc42953901][bookmark: _Toc43463218][bookmark: _Toc49847830][bookmark: _Toc56497959][bookmark: _Toc90644048][bookmark: _Toc510696649]6.x.9	Security
As indicated in 3GPP TS 33.501 [8] and 3GPP TS 29.500 [4], the access to the Nnssaaf_AIW API may be authorized by means of the OAuth2 protocol (see IETF RFC 6749 [9]), based on local configuration, using the "Client Credentials" authorization grant, where the NRF (see 3GPP TS 29.510 [10]) plays the role of the authorization server.
If OAuth2 is used, an NF Service Consumer, prior to consuming services offered by the Nnssaaf_AIW API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in 3GPP TS 29.510 [10], clause 5.4.2.2.
NOTE:	When multiple NRFs are deployed in a network, the NRF used as authorization server is the same NRF that the NF Service Consumer used for discovering the Nnssaaf_AIW service.
The Nnssaaf_AIW API defines a single scope "nnssaaf-aiw" for the entire service, and it does not define any additional scopes at resource or operation level.
[bookmark: _Toc42953904][bookmark: _Toc43463221][bookmark: _Toc49847833][bookmark: _Toc56497962][bookmark: _Toc90644051]
* * * Next Change * * * *
A.x	Nnssaaf_AIW API
openapi: 3.0.0

info:
  title: Nnssaaf_AIW
  version: 1.0.0-alpha.1
  description: |
    AAA Interworking Authentication and Authorization Service.  
    © 2021, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).  
    All rights reserved.

externalDocs:
  description: 3GPP TS29.526, NSSAA Service, version 17.4.0.
  url: https://www.3gpp.org/ftp/Specs/archive/29_series/29.526/

servers:
  - url: '{apiRoot}/nnssaaf-aiw/v1'
    variables:
      apiRoot:
        default: https://example.com
        description: apiRoot as defined in clause 4.4 of 3GPP TS 29.501

security:
  - {}
  - oAuth2ClientCredentials:
    - nnssaaf-aiw

paths:
  /authentications:
    post:
      summary: Create authentication context
      operationId: CreateAuthenticationContext
      tags:
        - Authentications (Collections)
      requestBody:
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/AuthInfo'
        required: true
      responses:
        '201':
          description: AuthContext successfully created
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/AuthContext'
          headers:
            Location:
              description: 'Contains the URI of the newly created resource according to the structure: {apiRoot}/nnssaaf-aiw/v1/authentications/{authCtxId}'
              required: true
              schema:
                type: string
        '307':
          $ref: 'TS29571_CommonData.yaml#/components/responses/307'
        '308':
          $ref: 'TS29571_CommonData.yaml#/components/responses/308'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '504':
          $ref: 'TS29571_CommonData.yaml#/components/responses/504'

  /authentications/{authCtxId}:
    put:
      summary: Confirm the authentication result
      operationId: ConfirmAuthentication
      tags:
        - Authentication (Document)
      parameters:
        - name: authCtxId
          in: path
          required: true
          schema:
            type: string
      requestBody:
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/AuthConfirmationData'
      responses:
        '200':
          description: Request processed (EAP success or Failure)
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/AuthConfirmationResponse'
        '307':
          $ref: 'TS29571_CommonData.yaml#/components/responses/307'
        '308':
          $ref: 'TS29571_CommonData.yaml#/components/responses/308'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '504':
          $ref: 'TS29571_CommonData.yaml#/components/responses/504'

components:
  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '{nrfApiRoot}/oauth2/token'
          scopes:
            nnssaaf-aiw: Access to the nnssaaf-aiw API

  schemas:

#
# COMPLEX TYPES:
#

    AuthInfo:
      type: object
      properties:
        supi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'
        eapIdRsp:
          $ref: 'TS29526_Nnssaaf_NSSAA.yaml#/components/schemas/EapMessage'
        ttlsInnerMethodContainer:
          $ref: 'TS29526_Nnssaaf_NSSAA.yaml#/components/schemas/EapMessage'
        supportedFeatures:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
      required:
        - supi

    AuthContext:
      type: object
      properties:
        supi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'
        authCtxId:
          $ref: '#/components/schemas/AuthCtxId'
        eapMessage:
          $ref: 'TS29526_Nnssaaf_NSSAA.yaml#/components/schemas/EapMessage'
        ttlsInnerMethodContainer:
          $ref: 'TS29526_Nnssaaf_NSSAA.yaml#/components/schemas/EapMessage'
        supportedFeatures:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
      required:
        - supi
        - authCtxId

    AuthConfirmationData:
      type: object
      properties:
        supi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'
        eapMessage:
          $ref: 'TS29526_Nnssaaf_NSSAA.yaml#/components/schemas/EapMessage'
        supportedFeatures:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
      required:
        - supi
        - eapMessage

    AuthConfirmationResponse:
      type: object
      properties:
        supi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'
        eapMessage:
          $ref: 'TS29526_Nnssaaf_NSSAA.yaml#/components/schemas/EapMessage'
        authResult:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/AuthStatus'
        pvsInfo:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/PvsInfo'
        supportedFeatures:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
      required:
        - supi
        - eapMessage

#
# SIMPLE TYPES:
#

    AuthCtxId:
      type: string
      description: contains the resource ID of authentication context
      nullable: false

#
# ENUMS:
#


* * * End of Changes * * * *
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