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	Reason for change:
	As per the quoted text from TS 33.501 below, EAP-TTLS is allowed as a primary authentication method for a UE accessing to an SNPN using credentials from a Credential Holder with a AAA Server. In this case the AUSF needs to be aware of the authentication method of EAP-TTLS and needs to support related signalling as specified in Annex U of TS 33.501.  


------------------quote from TS 33.501--------------
[bookmark: _Toc91015608][bookmark: _Hlk75935564]14.4.2.2	Nnssaaf_AIW_Authenticate service operation
Service operation name: Nnssaaf_AIW_Authenticate
Description: The NSSAAF provides Authentication and Authorization service to the consumer NF by relaying EAP or EAP-TTLS inner method messages towards a AAA Server and performing related protocol conversion as needed. 
Input, Required: 
      1) In EAP Authentication:
a) In the initial authentication request: SUPI.
b) In subsequent authentication requests: EAP message.
      2) In case EAP-TTLS mechanisms are implemented: inner method container.
Input, Optional: None
Output, Required: 
1) In EAP authentication: EAP message, authentication result and if success MSK and SUPI.
2) In case EAP-TTLS mechanisms are implemented: inner method container. 
Output, Optional: None
------------------end of quote from TS 33.501--------------


	
	

	Summary of change:
	EAP-TTLS support is introduced.

	
	

	Consequences if not approved:
	Misalignment with SA3. The AUSF will not be able to perform EAP-TTLS authentication as per TS 33.501.
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*******
* * * First Change * * * *
[bookmark: _Toc25270644][bookmark: _Toc34310297][bookmark: _Toc36464819][bookmark: _Toc51944549][bookmark: _Toc90661927]5.2.2.2.3.x	EAP method: EAP-TTLS
The EAP-TTLS method can be used as an EAP method (see 3GPP TS 33.501 [8] Annex U) in case of UE access to SNPN using credentials from Credential Holder with AAA Server. 

* * * Next Change * * * *
[bookmark: _Toc25270701][bookmark: _Toc34310358][bookmark: _Toc36464880][bookmark: _Toc51944612][bookmark: _Toc90661990]6.1.6.2.3	Type: UEAuthenticationCtx
Table 6.1.6.2.3-1: Definition of type UEAuthenticationCtx
	Attribute name
	Data type
	P
	Cardinality
	Description

	authType
	AuthType
	M
	1
	Indicates the authentication method used for this UE i.e.  "5G-AKA-Confirmation", "EAP-AKA'", or "EAP-TLS" or "EAP-TTLS". See clause 6.1.6.3.3

	_links
	map(LinksValueSchema)
	M
	1..N
	If 5G-AKA has been selected, this IE shall contain a member whose name is set to "5g-aka" and the URI to perform the confirmation.
If an EAP-based method has been selected, this IE shall contain a member whose name is set to "eap-session" and the URI to perform the EAP session.
See NOTE

	5gAuthData
	5gAuthData
	M
	1
	Contains either 5G-AKA or EAP related information.

	servingNetworkName
	ServingNetworkName
	O
	0..1
	Contains the Serving Network Name.

	NOTE: In the current version of this API, only one hypermedia link is provided




* * * Next Change * * * *
[bookmark: _Toc25270712][bookmark: _Toc34310369][bookmark: _Toc36464891][bookmark: _Toc51944623][bookmark: _Toc90662001]6.1.6.3.3	Enumeration: AuthType
Table 6.1.6.3.3-1: Enumeration AuthType
	Enumeration value
	Description

	5G_AKA
	5G AKA

	EAP_AKA_PRIME
	EAP-AKA'

	EAP_TLS
	EAP-TLS is only used in the case where the Annex B is supported.

	EAP_TTLS
	EAP-TTLS is used in the case where the Annex U of 3GPP TS 33.501 [8] is supported.



* * * Next Change * * * *
[bookmark: _Toc25270808][bookmark: _Toc34310465][bookmark: _Toc36464987][bookmark: _Toc51944719][bookmark: _Toc90662103]A.2	Nausf_UEAuthentication API
openapi: 3.0.0
info:
  version: 1.2.0-alpha.3
  title: AUSF API
  description: |
    AUSF UE Authentication Service.
    © 2021, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.

***********text not shown for clarity************

    AuthType:
      description: Indicates the authentication method used.
      anyOf:
        - type: string
          enum:
            - 5G_AKA
            - EAP_AKA_PRIME
            - EAP_TLS
            - EAP_TTLS
        - type: string

* * * End of Changes * * * *


