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1. Introduction
Provides general improvements and cleanup on the TS.
2. Reason for Change
Provides general improvements and cleanup on the TS like removing sample text and formatting issues. Fixes a reference to stage 2 in cl 5.2.2.2.1.
3. Proposal
It is proposed to agree the following changes to 3GPP TS 29.256 v0.4.0.

* * * First Change * * * *
[bookmark: _Hlk515639407][bookmark: _Toc77761041]5.2.2.2	AuthenticateAuthorize Service Operation
5.2.2.2.1	General
The AuthenticateAuthorize service operation is used during the following procedure:
-	UUAA-MM and UUAA-SM procedures (see 3GPP TS 23.256 [6], clause 5.2.2 and clause 5.2.3, respectively)
-	C2 authorization (see 3GPP TS 23.256 [6], clause 5.2.52)
The Authenticate service operation is invoked by an NF Service Consumer (e.g. an AMF, SMF) towards the UAS-NF/NEF, when UUAA-MM is done at 5GS registration or UUAA-SM is done at PDU session establishment, respectively.
The NF Service Consumer (e.g. the AMF or the SMF) shall send the authentication message to UAS-NF/NEF by sending the HTTP POST request towards the UAV Authentications resource as shown in Figure 5.2.2.2.1-1.


Figure 5.2.2.2.1-1: AuthenticateAuthorize Service Operation
1.	The NF Service Consumer shall send a POST request to the resource representing the UAV Authentications resource of the UAS-NF/NEF with a "UAVAuthInfo" object in the request body, including:
-	gpsi IE set to GPSI (in the format of External Identifier) of the UAV;
-	serviceLevelId IE set to Service Level Device Identity;
-	authMsg IE contains the authentication message based on the authentication method used;
-	authNotificationURI IE provides the notification URI to receive notifications related to authentication;
-	authServerAddress IE provides the Authorization Server Address, e.g. Authorization Server FQDN. This IE is not included for intermediate round-trip authentication messages;
-	nfType IE carries the NF type of the  NF service consumer (e.g. AMF or SMF); and
-	userLocInfo IE provides the user location information (e.g. cell Id).
If the NF Service Consumer is SMF, the "UAVAuthInfo" also may include:
-	ipAddr IE carries the IP Address associated with the PDU session;
-	pei IE carries the PEI;
-	dnn IE carries the DNN which can be used by UAS NF/NEF later on to create a subscription at SMF; and
-	sNssai IE carries the S-NSSAI which can be used by UAS NF/NEF later on to create a subscription at SMF.
2a.	On success, the UAS NF/NEF shall store the result and return "200 OK".
For intermediate round-trip messages, the payload body (i.e. UAVAuthResponse) shall contain the GPSI of the UAV and Service Level Device Identity. The payload body optionally includes "authMsg" based on the authentication method used.
For the final UAS-NF/NEF to NF service consumer message, the payload body (i.e. UAVAuthResponse) shall contain the GPSI of the UAV, authSessCorrId attribute and "authResult" attribute. If the UAV is authenticated successfully, the UAS-NF/NEF shall set the "authResult" attribute to "AUTH_SUCCESS". The payload body optionally contains the authorized Service Level Device Identity and "authMsg" payload delivering configuration information to the UAV. The AMF forwards the message transparently to UE over NAS MM.
2b.	If failed to authenticate the UAV, the "authResult" attribute of the UAVAuthResponse shall be set to "AUTH_FAILURE". On failure or redirection, one of the HTTP status codes listed in Table 6.1.7.3-1 shall be returned with the message body containing a ProblemDetails structure with the "cause" attribute set to one of the application errorerrors listed in Table 6.1.7.3-1. UAS NF/NEF may also include an indication of uasResourceRelease if received from the USS.
In above steps, while there is no expected response from the USS in the case of time out, the UAS-NF/NEF shall return HTTP status code "504 Gateway Timeout", with the message body containing a ProblemDetails structure with the "cause" attribute set to "PEER_NOT_RESPONDING".
[bookmark: _Toc18837096][bookmark: _Toc22039906][bookmark: _Toc22625360][bookmark: _Toc25075688][bookmark: _Toc26198907][bookmark: _Toc34167784][bookmark: _Toc34737247][bookmark: _Toc34737344][bookmark: _Toc34737527][bookmark: _Toc34738496][bookmark: _Toc34748800][bookmark: _Toc36462359][bookmark: _Toc43206570][bookmark: _Toc45030938][bookmark: _Toc56516067][bookmark: _Toc58594192][bookmark: _Toc67685414][bookmark: _Toc85878883]5.2.2.3	AuthNotify Service Operation
[bookmark: _Toc18837097][bookmark: _Toc22039907][bookmark: _Toc22625361][bookmark: _Toc25075689][bookmark: _Toc26198908][bookmark: _Toc34167785][bookmark: _Toc34737248][bookmark: _Toc34737345][bookmark: _Toc34737528][bookmark: _Toc34738497][bookmark: _Toc34748801][bookmark: _Toc36462360][bookmark: _Toc43206571][bookmark: _Toc45030939][bookmark: _Toc56516068][bookmark: _Toc58594193][bookmark: _Toc67685415][bookmark: _Toc85878884]5.2.2.3.1	General
The AuthNotify service operation is used during the following procedure:
-	USS Initiated reauthentication (see 3GPP TS 23.256 [6], clause 5.2.4)
-	USS Initiated update authorization data or revoke authorization of the UAV
The AuthNotify service operation is invoked by the UAS-NF/NEF to inform a NF Service Consumer (e.g. AMF, SMF), when USS triggers reauthentication, update authorization data or revoke authorization of the UAV. UAS-NF/NEF shall determine the NF service consumer based on the previously stored UUAA context during the successful UUAA procedure as defined in clause 5.2.2.2.
The UAS-NF/NEF shall send the AuthNotify request by sending the HTTP POST method towards the Notification URI as shown in Figure 5.2.2.3.1-1.


Figure 5.2.2.3.1-1: AuthNotify Service Operation
1.	The UAS-NF/NEF shall send a POST request towards the Notification URI received in the Authenticate service operation request (See clause 5.2.2.2.1). The UAS-NF/NEF shall be able to determine the NF type of the NF service consumer by nfType IE received in the Authenticate service operation request. The request body shall contain a "AuthNotification" object containing the reauthentication information or update authorization information or revoke authorization indication.
When the procedure is used for reauthentication or reauthorization/update authorization information, the AuthNotification object includes:
- the gpsi IE set to the GPSI (in the format of External Identifier) of the given UAV required to be reauthenticated;
[bookmark: _Hlk80688384]- serviceLevelId IE set to the Service Level Device Identity of the UAV;
[bookmark: _Hlk79407374]- authMsg IE contains the authentication message based in the authentication method used;
- ipAddr IE set to the IP Address associated with the PDU session if the NF service consumer is SMF; and
- authSessCorrId IE set to the authentication session correlation id;
- notifType IE set to REAUTH used for reauthentication and/or notifType IE set to UPDATEAUTH used for update authorization data.
Editor's NOTEs:	Notification type is yet to be defined in SA2
When the procedure is used for authorization revocation, the AuthNotification object includes:
- the gpsi IE set to the GPSI (in the format of External Identifier) of the given UAV;
- serviceLevelId IE set to the Service Level Device Identity of the UAV;
- authSessCorrId IE set to the authentication session correlation id;
- ipAddr IE set to the IP Address associated with the PDU session if the NF service consumer is SMF;
- causeOfRevocation IE set to cause of revocation received from USS; and
- notifType IE set to REVOKE.
2a.	On success, "204 No content" shall be returned without response body.
2b.	On failure or redirection, one of the HTTP status code listed in Table 6.1.5.2.3.1-3 shall be returned, the response body should contain a "ProblemDetails" object.

[bookmark: _Toc510696596][bookmark: _Toc35971388][bookmark: _Toc63347615][bookmark: _Toc70168778][bookmark: _Toc85878885]5.3	<Service 2 > Service
And so on if there are more than two services offered by the NF. Same structure as in clause 5.2.

[bookmark: _Toc532994477][bookmark: _Toc35971448][bookmark: _Toc63347675][bookmark: _Toc70168838][bookmark: _Toc85878925][bookmark: _Hlk525137310][bookmark: _Toc510696649]* * * Next Change * * * *
6.1.9	Security
As indicated in 3GPP TS 33.501 [12] and 3GPP TS 29.500 [4], the access to the Nnef_Auth API may be authorized by means of the OAuth2 protocol (see IETF RFC 6749 [13]), based on local configuration, using the "Client Credentials" authorization grant, where the NRF (see 3GPP TS 29.510 [14]) plays the role of the authorization server.
If OAuth2 is used, an NF Service Consumer, prior to consuming services offered by the Nnef_Auth API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in 3GPP TS 29.510 [14], clause 5.4.2.2.
NOTE:	When multiple NRFs are deployed in a network, the NRF used as authorization server is the same NRF that the NF Service Consumer used for discovering the Nnef_Auth service.
[bookmark: _Hlk530142087]The Nnef_Auth API defines a single scope "nnef-auth" for the entire service, and it does not define any additional scopes at resource or operation level.
[bookmark: _Toc35971449][bookmark: _Toc63347676][bookmark: _Toc70168839][bookmark: _Toc85878926]6.2	< Service 2> Service API
And so on if there are more than two services supported by the NF. Same structure as in clause 6.1.
* * * End of Change * * * *
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