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1. Reason for Change
CR 23.538 #0017 (S2-2108116) specified updates to the EASDF procedures. The DNS message processing model specified in TS 29.556 needs to be aligned accordingly.

2. Proposal
It is proposed to agree the following changes to 3GPP TS 29.556 v0.4.0.

[bookmark: _Hlk61529092] 
* * * First Change * * * *
[bookmark: _Toc510696583][bookmark: _Toc35971375][bookmark: _Toc85462054][bookmark: _Toc85876789][bookmark: _Toc85462071][bookmark: _Toc85876806]3.2	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
BD AIT	Baseline DNS Action Information Template
BD MDT	Baseline DNS Message Detection Template
EASDF	Edge Application Server Discovery Function
ECS	EDNS Client Subnet
EDNS	Extension mechanisms for DNS
MDT	(DNS Query or DNS Response) Message Detection Template

* * * Next Change * * * *
5.2.3	DNS messages processing by EASDF
[bookmark: _Toc85462072][bookmark: _Toc85876807]5.2.3.1	Introduction
This clause specifies how the EASDF shall process DNS messages according to the instructions received from the SMF.
[bookmark: _Toc85462073][bookmark: _Toc85876808]5.2.3.2	DNS message processing model
The SMF shall control how the EASDF processes DNS messages received for a particular UE's PDU session by creating one single DNS context per PDU session including the following information:
-	the UE IP address and DNN of the PDU session; and
-	one or more DNS rules.
There shall be at most one DNS context created in the EASDF with the same UE IP address and DNN. If the EASDF receives a request to create a DNS context for which another DNS context already exists with the same UE IP address and DNN, the EASDF shall proceed with creating the DNS context and shall delete the earlier existing DNS context with the same UE IP address and DNN.
A DNS rule shall apply either to DNS Query messages or DNS Response messages. A DNS rule shall contain:
-	the DNS Rule IDdentifier uniquely identifying the DNS rule within the DNS context;
-	precedence information, indicating the order in which the EASDF shall attempt to match DNS messages against all the DNS rules provisioned in the DNS context;
-	for a DNS rule provisioned for DNS Query messages, either at least one or more DNS Query Message Detection Templates (MDTs) or one or more DNS Response MDT(s); the description (i.e. contents) of the DNS Query MDTs or DNS Response MDTs may be provisioned in the DNS Rule directly and/or the DNS rule may instead refer to a Baseline DNS Query Message Detection Template (BD MDT) ID referring to a BD MDT provisioned in a baseline DNS base pattern including the description of either DNS Query MDT(s) or DNS Response MDT(s).; a DNS rule may contain one or more DNS Query MDTs and/or BD MDT IDs referring to BD MDTs provisioned in one or more baseline DNS patterns;
-	for a DNS rule provisioned for DNS Response messages, at least one DNS Response MDT or Baseline DNS Response MDT ID referring to a BD MDT provisioned in a baseline DNS pattern; a DNS rule may contain one or more DNS Response MDTs and/or BD MDT IDs referring to BD MDTs provisioned in one or more baseline DNS patterns;
-	a list of actions to apply to all DNS messages matching at least one DNS MDT of the DNS rule or one BD MDT referred by the DNS rule (i.e. MDT provisioned directly in the DNS rule or referenced from a DNS base pattern).
See clause 5.2.3.5 for the description of baseline DNS patterns. 
Figure 5.2.3.2-1 provides an overview of DNS contexts, DNS rules and baseline DNS base patterns, depicting one DNS context created with four N DNS rules, some of them referring to baseline DNS base patterns.





Figure 5.2.3.2-1: Overview of DNS contexts, DNS rules and Baseline DNS base pPatterns
Upon receipt of a DNS message, the EASDF shall first identify the DNS context corresponding to the DNS message as follows:
-	for DNS Query message: by using the source IP address of the DNS Query message and by matching it with the UE IP address provisioned in the DNS Query MDTs if any or with the UE IP address provisioned in the DNS contexts; and
-	for a DNS Response message: by matching the DNS response with the DNS Query (either by the EASDF assigning a specific Transaction ID when forwarding the DNS Query message and by matching the Transaction ID in the DNS Query and DNS Response, or by the EASDF using a unique couple of source IP address and UDP port per DNS context when forwarding the DNS Query message and by matching the DNS Response message using the destination IP address and UDP port) and by retrieving the DNS context that is associated with the DNS query.
Editor's Note: this assumes that there is no NAT modifying the UE source IP address between the PSA and the EASDF, or that the SMF provides the Nated IP address in the DNS Context.
If there is no DNS context matching a DNS Query or Response message, the EASDF should forward the DNS Query message towards a preconfigured DNS server and the DNS response towards the UE.
After finding the DNS context, the EASDF shall look up for a DNS rule matching the DNS message, among all DNS rules provisioned in the DNS Context, starting with the DNS rules with the highest precedence and continuing then with DNS rules with a lower precedence, in decreasing order of precedence. If there is no such DNS rule matching the DNS message, the EASDF should forward the DNS Query message towards a preconfigured DNS server/resolver for resolution.
NOTE:	The SMF can provision in the DNS context a DNS rule with the lowest precedence and with a DNS Query MDT or a DNS Response MDT containing a wildcard FQDN, such as to associate a default behavior to all DNS messages not matching any other DNS rule, e.g. forward DNS Query messages to a specific DNS Server.
After having found a matching DNS rule, the EASDF shall stop looking up for other DNS rules and shall apply the list of actions provisioned in the matching DNS rule.
A DNS message matches a DNS rule if it matches at least one Message Detection TemplateMDT of the DNS Rule or one BD MDT referred by the DNS rule.
The DNS message processing models for DNS Query and DNS Response are depicted in Figure 5.2.3.2-2 and 5.2.3.2-3 respectively.


Figure 5.2.3.2-2: DNS Query processing flow in the EASDF


Figure 5.2.3.2-3: DNS Response processing flow in the EASDF
[bookmark: _Toc85462074][bookmark: _Toc85876809]5.2.3.3	DNS Message Detection Template
[bookmark: _Toc85462075][bookmark: _Toc85876810]5.2.3.3.1	General
The contents of a DNS Query MDT or a DNS Response MDT may be provisioned directly in a DNS rule itself or in a BD MDT provisioned in a baseline DNS base pattern. In the latter case, a DNS rule may refer to one or more all DNS MDTsBD MDTs (that are all either DNS Query MDTs or DNS Response MDTs) of the one or more baseline DNS base patterns (that are either DNS Query MDTs or DNS Response MDTs) by including a referencinge the BD MDT IDs of the BD MDTs of to the baseline DNS base patterns.
The following clauses define the contents of DNS Query MDTs and DNS Response MDTs, provisioned in a DNS rule or in a BD MDTDNS Base Pattern.
[bookmark: _Hlk83983273][bookmark: _Toc85462076][bookmark: _Toc85876811]5.2.3.3.2	DNS Query MDT
A DNS Query Message Detection Template may include:
-	a UE IP address (this information may only be provisioned in a DNS rule, not in a DNS base pattern);
[bookmark: _Hlk83983293]Editor's note: It should be considered to move the UE IP address outside of the DNS Query MDT to allow provisioning a DNS rule with a specific UE IP address and with a reference to a DNS Base Pattern. This is FFS.
-	a list of FQDN ranges or a wildcard FQDN representing "any FQDN" (see clauses 6.1.6.2.5 and 6.1.6.2.6).
When present, the UE IP address shall be used for matching the DNS Query message with the related DNS context (see clause 5.2.3.2). Otherwise, the UE IP address provisioned in the DNS context shall be used.
FQDNs shall be matched against the Query Domain Name of DNS Query messages.
[bookmark: _Toc85462077][bookmark: _Toc85876812]5.2.3.3.3	DNS Response MDT
A DNS Response Message Detection Template may include:
[bookmark: _Hlk83983311]-	a list of FQDN ranges or a wildcard FQDN representing "any FQDN"; and/or
-	a list of EAS IP addresses ranges.
FQDNs shall be matched against the Domain Names in the Answers of DNS Response messages.
EAS IP addresses ranges shall be matched against the IP addresses returned in the Answers of DNS Response messages.
[bookmark: _Toc85462078][bookmark: _Toc85876813]5.2.3.4	Actions applicable to DNS message
[bookmark: _Toc85462079][bookmark: _Toc85876814]5.2.3.4.1	General
Each DNS rule shall be provisioned with the list of actions to apply to all DNS messages matching the DNS rule.
The SMF may request the EASDF to apply one or more of the following actions:
-	REPORT DNS message content to the SMF.
The SMF may further request the EASDF to send a report only once to the SMF, i.e. only when a first DNS message matches any MDT of the DNS rule. If so, the EASDF shall skip this action (i.e. report to SMF) for any subsequent DNS message matching the DNS rule.
The SMF may further request the EASDF to reset the reporting-once indication, in which case the EASDF shall send (only) one more report at the next DNS message that matches the DNS rule.
-	BUFFER DNS message.
-	FORWARD DNS message.
The SMF may further request the EASDF to set the destination IP address of the DNS Query message to a specific DNS Server address or to a DNS server address preconfigured in the EASDF. The DNS Server address may either be included in the DNS rule or in a Baseline DNS Action Information Template (BD AIT); in the latter case, the DNS rule shall refer to the corresponding BD AIT ID. If no DNS Server address is provided by the SMF, the EASDF shall forward the DNS message to a locally pre-configured DNS server/resolver. 
The SMF may request the EASDF to include an EDNS Client Subnet (ECS) option in the DNS Query message as defined in IETF RFC 7871 [18]. The information for the EASDF to build the ECS option may either be included in the DNS rule or in a Baseline DNS Action Information Template (BD AIT); in the latter case, the DNS rule shall refer to the corresponding BD AIT ID.
-	DISCARD DNS message.
The SMF may change the list of actions associated to a DNS rule, e.g. to replace the actions to REPORT and BUFFER DNS Query messages to the SMF by the action to FORWARD the DNS messages. In such a case, any earlier buffered DNS message (matching the DNS rule) and any further incoming DNS message shall be processed according to the new instructions received from the SMF, e.g. they shall all be forwarded.
[bookmark: _Toc85462080][bookmark: _Toc85876815]5.2.3.4.2	Event reporting by EASDF
The EASDF shall send a report to the SMF:
-	to report the contents of DNS (Query or Response) messages matching a DNS rule provisioned with the action to report the DNS message contents.
The EASDF shall send reports to the SMF as defined in clause 5.2.2.5. The notification request sent to the SMF may contain one or more reports, for DNS Query and/or DNS Response messages matching one or more DNS rules provisioned in the DNS context or referenced by the DNS context.
[bookmark: _Toc85462081][bookmark: _Toc85876816]5.2.3.5	Baseline DNS Base Patterns
[bookmark: _Toc85462082][bookmark: _Toc85876817]5.2.3.5.1	General
The SMF may provision DNS base patterns in the EASDF. The SMF may create, modify or delete baseline DNS patterns in the EASDF using the Neasdf_BaselineDnsPattern service (see clause 5.3).
A baseline DNS base patterns contains baseline DNS base information that may apply to multiple PDU sessions, e.g. DNS Query and Response MDTs applicable to all PDU sessions with a certain DNN and/or DNAI S-NSSAI.
The SMF may create, modify or delete a DNS base pattern using the Neasdf_DnsBasePattern service.
A baseline DNS base pattern may contain the following information:
-	either one or more several BD MDTsDNS Query MDTs or one or more DNS Response MDTs.; and/or 
-	one or more several BD AITs.
A baseline DNS pattern may contain BD MDTs for DNS Query messages and BD MDTs for DNS Response messages. One BD MDT shall be either a DNS Query MDT or a DNS Response MDT (see clause 5.2.3.3). 
A BD AIT may include: 
-	one or more local DNS Server IP address(es) (multiple IP addresses may be provided for resiliency); and/or
-	ECS option information.
NOTE 1: Multiple DNS Server IP addresses can be provided for resiliency.
Editor's notes: it is FFS whether a DNS Base Pattern may also contain an Action. If so, a DNS rule would not be mandated to contain an Action, and any action provisioned in a DNS rule would overwrite the action defined in a DNS Base Pattern. It is also FFS whether the DNS Server IP address can be defined in an independent template. Further details about the contents of a DNS Base Pattern are FFS.
A BD MDT and a BD AIT shall be uniquely identified in the EASDF by the combination of the following information:
-	the URI of the baseline DNS pattern in which the BD MDT or BD AIT is defined; the URI shall be chosen by the SMF when creating the baseline DNS pattern (see clause 6.2.3); and  
-	an MDT or AIT identifier (string) uniquely identifying the MDT or AIT within the baseline DNS pattern; this identifier shall be chosen by the SMF when creating the BD MDT or BD AIT. 
The URI of a baseline DNS pattern shall be unique per SMF set, if an SMF set controls the EASDF, or unique per SMF otherwise. 
NOTE 2:	The URI of a baseline DNS pattern includes an identifier of the SMF or SMF set (see clause 6.2.3.1) and SMF implementation specific information. This ensures the uniqueness of the URI in the EASDF when several SMFs or SMF sets control the same EASDF. As an example, an SMF can encode the URI of the baseline DNS pattern and the MDT or AIT identifier to include the DNAI or a sequence number. The EASDF is not meant to understand the structure of this information.   
When a BD MDT or BD AIT of a baseline DNS base pattern is modified by the SMF, the modified DNS base patternBD MDT or BD AIT shall apply to all DNS rules of all DNS contexts referring to that BD MDT or BD AIT DNS base pattern.


* * * End of Changes * * * *
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