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* * * First Change * * * *
[bookmark: _Toc49690106][bookmark: _Toc56337206][bookmark: _Toc73444028][bookmark: _Toc82714126]6.x	Nhss_gbaSubscriberDataManagement Service API
[bookmark: _Toc21948964][bookmark: _Toc24978862][bookmark: _Toc34346763][bookmark: _Toc34740840][bookmark: _Toc34748199][bookmark: _Toc34748575][bookmark: _Toc34749565][bookmark: _Toc49690107][bookmark: _Toc56337207][bookmark: _Toc73444029][bookmark: _Toc82714127]6.x.1	API URI
URIs of this API shall have the following root:
{apiRoot}/{apiName}/{apiVersion}
where "apiRoot" is defined in clause 4.4.1 of 3GPP TS 29.501 [5], the "apiName" shall be set to "nhss-gba-sdm" and the "apiVersion" shall be set to "v1" for the current version of this specification.
[bookmark: _Toc21948965][bookmark: _Toc24978863][bookmark: _Toc34346764][bookmark: _Toc34740841][bookmark: _Toc34748200][bookmark: _Toc34748576][bookmark: _Toc34749566][bookmark: _Toc49690108][bookmark: _Toc56337208][bookmark: _Toc73444030][bookmark: _Toc82714128]6.x.2	Usage of HTTP
[bookmark: _Toc21948966][bookmark: _Toc24978864][bookmark: _Toc34346765][bookmark: _Toc34740842][bookmark: _Toc34748201][bookmark: _Toc34748577][bookmark: _Toc34749567][bookmark: _Toc49690109][bookmark: _Toc56337209][bookmark: _Toc73444031][bookmark: _Toc82714129]6.x.2.1	General
HTTP/2, as defined in IETF RFC 7540 [8], shall be used as specified in clause 5 of 3GPP TS 29.500 [4].
HTTP/2 shall be transported as specified in clause 5.3 of 3GPP TS 29.500 [4].
HTTP messages and bodies for the Nhss_gbaSubscriberDataManagement service shall comply with the OpenAPI [9] specification contained in Annex A.x.
[bookmark: _Toc21948967][bookmark: _Toc24978865][bookmark: _Toc34346766][bookmark: _Toc34740843][bookmark: _Toc34748202][bookmark: _Toc34748578][bookmark: _Toc34749568][bookmark: _Toc49690110][bookmark: _Toc56337210][bookmark: _Toc73444032][bookmark: _Toc82714130]6.x.2.2	HTTP standard headers
[bookmark: _Toc21948968][bookmark: _Toc24978866][bookmark: _Toc34346767][bookmark: _Toc34740844][bookmark: _Toc34748203][bookmark: _Toc34748579][bookmark: _Toc34749569][bookmark: _Toc49690111][bookmark: _Toc56337211][bookmark: _Toc73444033][bookmark: _Toc82714131]6.x.2.2.1	General
The usage of HTTP standard headers shall be supported as specified in clause 5.2.2 of 3GPP TS 29.500 [4].
[bookmark: _Toc21948969][bookmark: _Toc24978867][bookmark: _Toc34346768][bookmark: _Toc34740845][bookmark: _Toc34748204][bookmark: _Toc34748580][bookmark: _Toc34749570][bookmark: _Toc49690112][bookmark: _Toc56337212][bookmark: _Toc73444034][bookmark: _Toc82714132]6.x.2.2.2	Content type
The following content types shall be supported:
-	JSON, as defined in IETF RFC 8259 [10], signalled by the content type "application/json".
-	The Problem Details JSON Object (IETF RFC 7807 [11] signalled by the content type "application/problem+json"
-	JSON Patch, as defined in IETF RFC 6902 [12], signalled by the content type "application/json-patch+json"
[bookmark: _Toc21948970][bookmark: _Toc24978868][bookmark: _Toc34346769][bookmark: _Toc34740846][bookmark: _Toc34748205][bookmark: _Toc34748581][bookmark: _Toc34749571][bookmark: _Toc49690113][bookmark: _Toc56337213][bookmark: _Toc73444035][bookmark: _Toc82714133]6.x.2.3	HTTP custom headers
[bookmark: _Toc21948971][bookmark: _Toc24978869][bookmark: _Toc34346770][bookmark: _Toc34740847][bookmark: _Toc34748206][bookmark: _Toc34748582][bookmark: _Toc34749572][bookmark: _Toc49690114][bookmark: _Toc56337214][bookmark: _Toc73444036][bookmark: _Toc82714134]6.x.2.3.1	General
The usage of HTTP custom headers shall be supported as specified in clause 5.2.3 of 3GPP TS 29.500 [4].
[bookmark: _Toc21948972][bookmark: _Toc24978870][bookmark: _Toc34346771][bookmark: _Toc34740848][bookmark: _Toc34748207][bookmark: _Toc34748583][bookmark: _Toc34749573][bookmark: _Toc49690115][bookmark: _Toc56337215][bookmark: _Toc73444037][bookmark: _Toc82714135]6.x.3	Resources
[bookmark: _Toc21948973][bookmark: _Toc24978871][bookmark: _Toc34346772][bookmark: _Toc34740849][bookmark: _Toc34748208][bookmark: _Toc34748584][bookmark: _Toc34749574][bookmark: _Toc49690116][bookmark: _Toc56337216][bookmark: _Toc73444038][bookmark: _Toc82714136]6.x.3.1	Overview


Figure 6.x.3.1-1: Resource URI structure of the Nhss_gbaSDM API
Table 6.x.3.1-1 provides an overview of the resources and applicable HTTP methods.
Table 6.x.3.1-1: Resources and methods overview
	Resource name
(Archetype)
	Resource URI
	HTTP method or custom operation
	Description

	GBA Subscriber Data (Document)
	/{ueId}/gba-subscriber-data
	GET
	

	GBA SDM Subscriptions (Collection)
	/{ueId}/subscriptions
	POST
	

	GBA SDM Individual Subscription (Document)
	/{ueId}/subscriptions/{subscriptionId}
	PATCH
	

	
	
	DELETE
	



[bookmark: _Toc11338717][bookmark: _Toc21948974][bookmark: _Toc24978872][bookmark: _Toc34346773][bookmark: _Toc34740850][bookmark: _Toc34748209][bookmark: _Toc34748585][bookmark: _Toc34749575][bookmark: _Toc49690117][bookmark: _Toc56337217][bookmark: _Toc73444039][bookmark: _Toc82714137]6.x.3.2	Resource: GBA Subscriber Data
[bookmark: _Toc11338718][bookmark: _Toc21948975][bookmark: _Toc24978873][bookmark: _Toc34346774][bookmark: _Toc34740851][bookmark: _Toc34748210][bookmark: _Toc34748586][bookmark: _Toc34749576][bookmark: _Toc49690118][bookmark: _Toc56337218][bookmark: _Toc73444040][bookmark: _Toc82714138]6.x.3.2.1	Description
This resource represents the subscriber data of the UE for GBA, including the GBA User Security Settings (GUSS).
[bookmark: _Toc11338719][bookmark: _Toc21948976][bookmark: _Toc24978874][bookmark: _Toc34346775][bookmark: _Toc34740852][bookmark: _Toc34748211][bookmark: _Toc34748587][bookmark: _Toc34749577][bookmark: _Toc49690119][bookmark: _Toc56337219][bookmark: _Toc73444041][bookmark: _Toc82714139]6.x.3.2.2	Resource Definition
Resource URI: {apiRoot}/nhss-gba-sdm/v1/{ueId}/gba-subscriber-data
This resource shall support the resource URI variables defined in table 6.x.3.2.2-1.
Table 6.x.3.2.2-1: Resource URI variables for this resource
	Name
	Definition

	apiRoot
	See clause 6.3.1

	ueId
	Represents the UE Identity



[bookmark: _Toc11338720][bookmark: _Toc21948977][bookmark: _Toc24978875][bookmark: _Toc34346776][bookmark: _Toc34740853][bookmark: _Toc34748212][bookmark: _Toc34748588][bookmark: _Toc34749578][bookmark: _Toc49690120][bookmark: _Toc56337220][bookmark: _Toc73444042][bookmark: _Toc82714140]6.x.3.2.3	Resource Standard Methods
[bookmark: _Toc510696613][bookmark: _Toc18356526][bookmark: _Toc21948952][bookmark: _Toc24978826][bookmark: _Toc34346609][bookmark: _Toc34740686][bookmark: _Toc34748045][bookmark: _Toc34748421][bookmark: _Toc34749411][bookmark: _Toc49689874][bookmark: _Toc56336959][bookmark: _Toc73443775][bookmark: _Toc82713867][bookmark: _Toc11338732][bookmark: _Toc21948984][bookmark: _Toc24978882][bookmark: _Toc34346783][bookmark: _Toc34740860][bookmark: _Toc34748219][bookmark: _Toc34748595][bookmark: _Toc34749585][bookmark: _Toc49690127][bookmark: _Toc56337227][bookmark: _Toc73444049][bookmark: _Toc82714147]6.x.3.2.3.1	GET
This method shall support the URI query parameters specified in table 6.x.3.2.3.1-1.
Table 6.x.3.2.3.1-1: URI query parameters supported by the GET method on this resource
	Name
	Data type
	P
	Cardinality
	Description
	Applicability

	n/a
	
	
	
	
	



This method shall support the request data structures specified in table 6.x.3.2.3.1-2 and the response data structures and response codes specified in table 6.x.3.2.3.1-3.
Table 6.x.3.2.3.1-2: Data structures supported by the GET Request Body on this resource
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	



Table 6.x.3.2.3.1-3: Data structures supported by the GET Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	GbaSubscriberData
	M
	1
	200 OK
	A response body containing the GBA subscriber data of the UE; it includes the GBA User Security Settings (GUSS) data.

	RedirectResponse
	O
	0..1
	307 Temporary Redirect
	Temporary redirection. The response shall include a Location header field containing a different URI. The URI shall be an alternative URI of the resource located on an alternative service instance within the same HSS (service) set. 

	RedirectResponse
	O
	0..1
	308 Permanent Redirect
	Permanent redirection. The response shall include a Location header field containing a different URI. The URI shall be an alternative URI of the resource located on an alternative service instance within the same HSS (service) set. 

	ProblemDetails
	O
	0..1
	403 Forbidden
	The "cause" attribute may be used to indicate one of the following application errors:
- OPERATION_NOT_ALLOWED

	ProblemDetails
	O
	0..1
	404 Not Found
	The "cause" attribute may be used to indicate the following application error:
- USER_NOT_FOUND



Table 6.x.3.2.3.1-4: Headers supported by the 307 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same HSS (service) set.

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected.



Table 6.x.3.2.3.1-5: Headers supported by the 308 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same HSS (service) set.

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected.



[bookmark: _Toc11338480][bookmark: _Toc27585112][bookmark: _Toc34346625][bookmark: _Toc34740702][bookmark: _Toc34748061][bookmark: _Toc34748437][bookmark: _Toc34749427][bookmark: _Toc49689890][bookmark: _Toc56336975][bookmark: _Toc73443791][bookmark: _Toc82713883]6.x.3.3	Resource: Subscriptions
[bookmark: _Toc11338481][bookmark: _Toc27585113][bookmark: _Toc34346626][bookmark: _Toc34740703][bookmark: _Toc34748062][bookmark: _Toc34748438][bookmark: _Toc34749428][bookmark: _Toc49689891][bookmark: _Toc56336976][bookmark: _Toc73443792][bookmark: _Toc82713884]6.x.3.3.1	Description
This resource is used to represent subscriptions to notifications of data change.
[bookmark: _Toc11338482][bookmark: _Toc27585114][bookmark: _Toc34346627][bookmark: _Toc34740704][bookmark: _Toc34748063][bookmark: _Toc34748439][bookmark: _Toc34749429][bookmark: _Toc49689892][bookmark: _Toc56336977][bookmark: _Toc73443793][bookmark: _Toc82713885]6.x.3.3.2	Resource Definition
Resource URI: {apiRoot}/nhss-gba-sdm/{apiVersion}/{ueId}/subscriptions
This resource shall support the resource URI variables defined in table 6.x.3.3.2-1.
Table 6.x.3.3.2-1: Resource URI variables for this resource
	Name
	Definition

	apiRoot
	See clause 6.2.1

	apiVersion
	See clause 6.2.1

	ueId
	Represents the UE Identity



[bookmark: _Toc11338483][bookmark: _Toc27585115][bookmark: _Toc34346628][bookmark: _Toc34740705][bookmark: _Toc34748064][bookmark: _Toc34748440][bookmark: _Toc34749430][bookmark: _Toc49689893][bookmark: _Toc56336978][bookmark: _Toc73443794][bookmark: _Toc82713886]6.x.3.3.3	Resource Standard Methods
[bookmark: _Toc11338484][bookmark: _Toc27585116][bookmark: _Toc34346629][bookmark: _Toc34740706][bookmark: _Toc34748065][bookmark: _Toc34748441][bookmark: _Toc34749431][bookmark: _Toc49689894][bookmark: _Toc56336979][bookmark: _Toc73443795][bookmark: _Toc82713887]6.x.3.3.3.1	POST
This method shall support the URI query parameters specified in table 6.x.3.3.3.1-1.
Table 6.x.3.3.3.1-1: URI query parameters supported by the POST method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



This method shall support the request data structures specified in table 6.x.3.3.3.1-2 and the response data structures and response codes specified in table 6.x.3.3.3.1-3.
Table 6.x.3.3.3.1-2: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	GbaSdmSubscription
	M
	1
	The subscription that is to be created.



Table 6.x.3.3.3.1-3: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	GbaSdmSubscription
	M
	1
	201 Created
	Upon success, a response body containing a representation of the created Individual subscription resource shall be returned.

The HTTP response shall include a "Location" HTTP header that contains the resource URI of the created resource.

	RedirectResponse
	O
	0..1
	307 Temporary Redirect
	Temporary redirection. The response shall include a Location header field containing a different URI. The URI shall be an alternative URI of the resource located on an alternative service instance within the same HSS (service) set. 

	RedirectResponse
	O
	0..1
	308 Permanent Redirect
	Permanent redirection. The response shall include a Location header field containing a different URI. The URI shall be an alternative URI of the resource located on an alternative service instance within the same HSS (service) set. 

	ProblemDetails
	O
	0..1
	404 Not Found
	The "cause" attribute may be used to indicate the following application error:
- USER_NOT_FOUND

	ProblemDetails
	O
	0..1
	501 Not Implemented
	The "cause" attribute may be used to indicate the following application error:
- UNSUPPORTED_RESOURCE_URI

This response shall not be cached.


[bookmark: _Toc11338485][bookmark: _Toc27585117]
Table 6.x.3.3.3.1-4: Headers supported by the 307 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same HSS (service) set.

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected.



Table 6.x.3.3.3.1-5: Headers supported by the 308 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same HSS (service) set.

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected.



[bookmark: _Toc34346630][bookmark: _Toc34740707][bookmark: _Toc34748066][bookmark: _Toc34748442][bookmark: _Toc34749432][bookmark: _Toc49689895][bookmark: _Toc56336980][bookmark: _Toc73443796][bookmark: _Toc82713888]6.x.3.4	Resource: Individual subscription
[bookmark: _Toc11338486][bookmark: _Toc27585118][bookmark: _Toc34346631][bookmark: _Toc34740708][bookmark: _Toc34748067][bookmark: _Toc34748443][bookmark: _Toc34749433][bookmark: _Toc49689896][bookmark: _Toc56336981][bookmark: _Toc73443797][bookmark: _Toc82713889]6.x.3.4.1	Description
This resource is used to represent an individual subscription to notifications of data change.
[bookmark: _Toc11338487][bookmark: _Toc27585119][bookmark: _Toc34346632][bookmark: _Toc34740709][bookmark: _Toc34748068][bookmark: _Toc34748444][bookmark: _Toc34749434][bookmark: _Toc49689897][bookmark: _Toc56336982][bookmark: _Toc73443798][bookmark: _Toc82713890]6.x.3.4.2	Resource Definition
Resource URI: {apiRoot}/nhss-gba-sdm/{apiVersion}/{ueId}/subscriptions/{subscriptionId}
This resource shall support the resource URI variables defined in table 6.x.3.4.2-1.
Table 6.x.3.4.2-1: Resource URI variables for this resource
	Name
	Definition

	apiRoot
	See clause 6.2.1

	apiVersion
	See clause 6.2.1

	ueId
	Represents the UE Identity

	subscriptionId
	The subscriptionId identifies an individual subscription to notifications.



[bookmark: _Toc11338488][bookmark: _Toc27585120][bookmark: _Toc34346633][bookmark: _Toc34740710][bookmark: _Toc34748069][bookmark: _Toc34748445][bookmark: _Toc34749435][bookmark: _Toc49689898][bookmark: _Toc56336983][bookmark: _Toc73443799][bookmark: _Toc82713891]6.x.3.4.3	Resource Standard Methods
[bookmark: _Toc11338489][bookmark: _Toc27585121][bookmark: _Toc34346634][bookmark: _Toc34740711][bookmark: _Toc34748070][bookmark: _Toc34748446][bookmark: _Toc34749436][bookmark: _Toc49689899][bookmark: _Toc56336984][bookmark: _Toc73443800][bookmark: _Toc82713892]6.x.3.4.3.1	DELETE
This method shall support the URI query parameters specified in table 6.x.3.4.3.1-1.
Table 6.x.3.4.3.1-1: URI query parameters supported by the DELETE method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



This method shall support the request data structures specified in table 6.x.3.4.3.1-2 and the response data structures and response codes specified in table 6.x.3.4.3.1-3.
Table 6.x.3.4.3.1-2: Data structures supported by the Delete Request Body on this resource
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	The request body shall be empty.



Table 6.x.3.4.3.1-3: Data structures supported by the DELETE Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	n/a
	
	
	204 No Content
	Upon success, an empty response body shall be returned.

	RedirectResponse
	O
	0..1
	307 Temporary Redirect
	Temporary redirection. The response shall include a Location header field containing a different URI. The URI shall be an alternative URI of the resource located on an alternative service instance within the same HSS (service) set. 

	RedirectResponse
	O
	0..1
	308 Permanent Redirect
	Permanent redirection. The response shall include a Location header field containing a different URI. The URI shall be an alternative URI of the resource located on an alternative service instance within the same HSS (service) set. 

	ProblemDetails
	O
	0..1
	404 Not Found
	The "cause" attribute may be used to indicate one of the following application errors:
- USER_NOT_FOUND
- SUBSCRIPTION_NOT_FOUND, see 3GPP TS 29.500 [4] table 5.2.7.2-1.



Table 6.x.3.4.3.1-4: Headers supported by the 307 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same HSS (service) set.

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected.



Table 6.x.3.4.3.1-5: Headers supported by the 308 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same HSS (service) set.

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected.



[bookmark: _Toc11338490][bookmark: _Toc27585122][bookmark: _Toc34346635][bookmark: _Toc34740712][bookmark: _Toc34748071][bookmark: _Toc34748447][bookmark: _Toc34749437][bookmark: _Toc49689900][bookmark: _Toc56336985][bookmark: _Toc73443801][bookmark: _Toc82713893]6.x.3.4.3.2	PATCH
This method shall support the URI query parameters specified in table 6.x.3.4.3.2-1.
Table 6.x.3.4.3.2-1: URI query parameters supported by the PATCH method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	supported-features
	SupportedFeatures
	O
	0..1
	see 3GPP TS 29.500 [4] clause 6.6



This method shall support the request data structures specified in table 6.x.3.4.3.2-2 and the response data structures and response codes specified in table 6.x.3.4.3.2-3.
Table 6.x.3.4.3.2-2: Data structures supported by the PATCH Request Body on this resource
	Data type
	P
	Cardinality
	Description

	array(PatchItem)
	M
	1
	It contains the list of changes to be made to the resource representing the individual subscription, according to the JSON PATCH format specified in IETF RFC 6902 [12].



Table 6.x.3.4.3.2-3: Data structures supported by the PATCH Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	n/a
	
	
	204 No Content
	Upon success, a response with no content is returned.
(NOTE 1)

	PatchResult
	M
	1
	200 OK
	Upon success, the execution report is returned. (NOTE 1)

	RedirectResponse
	O
	0..1
	307 Temporary Redirect
	Temporary redirection. The response shall include a Location header field containing a different URI. The URI shall be an alternative URI of the resource located on an alternative service instance within the same HSS (service) set. 

	RedirectResponse
	O
	0..1
	308 Permanent Redirect
	Permanent redirection. The response shall include a Location header field containing a different URI. The URI shall be an alternative URI of the resource located on an alternative service instance within the same HSS (service) set. 

	ProblemDetails
	O
	0..1
	404 Not Found
	The "cause" attribute may be used to indicate one of the following application errors:
- USER_NOT_FOUND
- SUBSCRIPTION_NOT_FOUND, see 3GPP TS 29.500 [4] table 5.2.7.2-1.

	ProblemDetails
	O
	0..1
	403 Forbidden
	One or more attributes are not allowed to be modified.

The "cause" attribute may be used to indicate the following application error:
- MODIFICATION_NOT_ALLOWED, see 3GPP TS 29.500 [4] table 5.2.7.2-1.

	NOTE 1:	If all the modification instructions in the PATCH request have been implemented, the HSS shall respond with 204 No Content response; if some of the modification instructions in the PATCH request have been discarded, and the NF service consumer has included in the supported-feature query parameter the "PatchReport" feature number, the HSS shall respond with PatchResult.



Table 6.x.3.4.3.2-4: Headers supported by the 307 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same HSS (service) set.

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected.



Table 6.x.3.4.3.2-5: Headers supported by the 308 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same HSS (service) set.

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected.



[bookmark: _Toc11338731][bookmark: _Toc21948983][bookmark: _Toc24978881][bookmark: _Toc34346782][bookmark: _Toc34740859][bookmark: _Toc34748218][bookmark: _Toc34748594][bookmark: _Toc34749584][bookmark: _Toc49690126][bookmark: _Toc56337226][bookmark: _Toc73444048][bookmark: _Toc82714146]6.x.4	Custom Operations without associated resources
In this release of this specification, no custom operations without associated resources are defined for the Nhss_gbaSDM Service.
6.x.5	Notifications
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This clause specifies the use of notifications and corresponding protocol details.
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The POST method shall be used for Data Change Notifications and the URI shall be as provided during the subscription procedure.
Resource URI: {callbackReference}
Support of URI query parameters is specified in table 6.x.5.2-1.
Table 6.x.5.2-1: URI query parameters supported by the POST method
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



Support of request data structures is specified in table 6.x.5.2-2 and of response data structures and response codes is specified in table 6.x.5.2-3.
Table 6.x.5.2-2: Data structures supported by the POST Request Body
	Data type
	P
	Cardinality
	Description

	ModificationNotification
	M
	1
	



Table 6.x.5.2-3: Data structures supported by the POST Response Body
	Data type
	P
	Cardinality
	Response
codes
	Description

	n/a
	
	
	204 No Content
	Upon success, an empty response body shall be returned.

	RedirectResponse
	O
	0..1
	307 Temporary Redirect
	Temporary redirection. The response shall include a Location header field containing a different URI. The URI shall be an alternative URI of the notification endpoint of the subscribing NF Service Consumer.

	RedirectResponse
	O
	0..1
	308 Permanent Redirect
	Permanent redirection. The response shall include a Location header field containing a different URI. The URI shall be an alternative URI of the notification endpoint of the subscribing NF Service Consumer.

	ProblemDetails
	O
	0..1
	404 Not Found
	The "cause" attribute may be used to indicate the following application error:
- CONTEXT_NOT_FOUND

See table 6.2.7.3-1 for the description of this error.




Table 6.x.5.2-4: Headers supported by the 307 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the notification endpoint of the subscribing NF.

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected.



Table 6.x.5.2-5: Headers supported by the 308 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the notification endpoint of the subscribing NF.

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected.



6.x.6	Data Model
[bookmark: _Toc11338734][bookmark: _Toc21948986][bookmark: _Toc24978884][bookmark: _Toc34346785][bookmark: _Toc34740862][bookmark: _Toc34748221][bookmark: _Toc34748597][bookmark: _Toc34749587][bookmark: _Toc49690129][bookmark: _Toc56337229][bookmark: _Toc73444051][bookmark: _Toc82714149]6.x.6.1	General
This clause specifies the application data model supported by the API.
Table 6.x.6.1-1 specifies the structured data types defined for the Nhss_gbaSDM service API.
Table 6.x.6.1-1: Nhss_gbaSDM specific Data Types
	Data type
	Clause defined
	Description

	GbaSubscriberData
	6.x.6.2.2
	

	Guss
	6.x.6.2.3
	

	BsfInfo
	6.x.6.2.4
	

	GbaSdmSubscription
	6.x.6.2.5
	



Table 6.x.6.1-2 specifies data types re-used by the Nhss_gbaSDM service API from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Nhss_gbaSDM.
Table 6.x.6.1-2: Nhss_gbaSDM re-used Data Types
	Data type
	Reference
	Comments

	UssListItem
	3GPP TS 29.309 [ ]
	

	SecFeature
	3GPP TS 29.309 [ ]
	

	ModificationNotification
	3GPP TS 29.503 [ ]
	

	NfInstanceId
	3GPP TS 29.571 [16]
	

	Uri
	3GPP TS 29.571 [16]
	

	DateTime
	3GPP TS 29.571 [16]
	

	DurationSec
	3GPP TS 29.571 [16]
	

	ProblemDetails
	3GPP TS 29.571 [16]
	Response body of error response messages.

	RedirectResponse
	3GPP TS 29.571 [16]
	Response body of redirect response messages.
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[bookmark: _Toc24978886][bookmark: _Toc34346787][bookmark: _Toc34740864][bookmark: _Toc34748223][bookmark: _Toc34748599][bookmark: _Toc34749589][bookmark: _Toc49690131][bookmark: _Toc56337231][bookmark: _Toc73444053][bookmark: _Toc82714151]6.x.6.2.1	Introduction
This clause defines the structures to be used in resource representations.
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Table 6.x.6.2.2-1: Definition of type GbaSubscriberData
	Attribute name
	Data type
	P
	Cardinality
	Description

	guss
	Guss
	M
	1
	


[bookmark: _Toc24978888]
[bookmark: _Toc24978891][bookmark: _Toc34346794][bookmark: _Toc34740871][bookmark: _Toc34748230][bookmark: _Toc34748606][bookmark: _Toc34749596][bookmark: _Toc49690138][bookmark: _Toc56337238][bookmark: _Toc73444060][bookmark: _Toc82714158]6.x.6.2.3	Type: Guss
Table 6.x.6.2.3-1: Definition of type Guss
	Attribute name
	Data type
	P
	Cardinality
	Description

	bsfInfo
	BsfInfo
	O
	0..1
	BSF-specific information.

	ussList
	array(UssListItem)
	O
	1..N
	



6.x.6.2.4	Type: BsfInfo
Table 6.x.6.2.4-1: Definition of type BsfInfo
	Attribute name
	Data type
	P
	Cardinality
	Description

	uiccType
	UiccType
	O
	0..1
	It indicates whether GBA or GBA_U is to be used; default value is GBA.

	lifeTime
	DurationSec
	O
	0..1
	It indicates a user-specific key lifetime (duration in seconds). If the lifeTime element is missing the default value in the BSF is used.

	securityFeatures
	SecFeature
	O
	0..1
	It indicates a user-specific security feature list that the UE supports. If the securityFeature element is missing, then the security features are not defined.
Standard security features are defined in 3GPP TS 29.309 [xx], clause 6.1.6.3.5.



6.x.6.2.5	Type: GbaSdmSubscription
Table 6.x.6.2.5-1: Definition of type GbaSdmSubscription
	Attribute name
	Data type
	P
	Cardinality
	Description

	nfInstanceId
	NfInstanceId
	M
	1
	

	callbackReference
	Uri
	M
	1
	

	monitoredResourceUris
	array(Uri)
	M
	1..N
	

	expires
	DateTime
	O
	0..1
	



6.x.6.3	Simple data types and enumerations
[bookmark: _Toc24978892][bookmark: _Toc34346795][bookmark: _Toc34740872][bookmark: _Toc34748231][bookmark: _Toc34748607][bookmark: _Toc34749597][bookmark: _Toc49690139][bookmark: _Toc56337239][bookmark: _Toc73444061][bookmark: _Toc82714159]6.x.6.3.1	Introduction
This clause defines simple data types and enumerations that can be referenced from data structures defined in the previous clauses.
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The simple data types defined in table 6.x.6.3.2-1 shall be supported.
Table 6.x.6.3.2-1: Simple data types
	Type Name
	Type Definition
	Description

	UeId
	string
	



[bookmark: _Toc24978894][bookmark: _Toc34346800][bookmark: _Toc34740877][bookmark: _Toc34748236][bookmark: _Toc34748612][bookmark: _Toc34749602][bookmark: _Toc49690144][bookmark: _Toc56337244][bookmark: _Toc73444066][bookmark: _Toc82714164]6.x.6.3.3	Enumeration: UiccType
The enumeration UiccType represents whether GBA or GBA_U is to be used. It shall comply with the provisions defined in table 6.x.6.3.3-1.
Table 6.1.6.3.4-1: Enumeration UiccType
	Enumeration value
	Description

	"GBA"
	GBA: Basic GBA case (no generation of Ks_int_NAF at the BSF).

	"GBA_U"
	GBA_U: Generation of Ks_int_NAF is required at the BSF.



6.x.7	Error Handling
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HTTP error handling shall be supported as specified in clause 5.2.4 of 3GPP TS 29.500 [4].
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Protocol errors handling shall be supported as specified in clause 5.2.7 of 3GPP TS 29.500 [4].
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The common application errors defined in the Table 5.2.7.2-1 in 3GPP TS 29.500 [4] may also be used for the Nhss_gbaSDM service. The following application errors listed in Table 6.x.7.3-1 are specific for the Nhss_gbaSDM service.
Table 6.x.7.3-1: Application errors
	Application Error
	HTTP status code
	Description

	USER_NOT_FOUND
	404 Not Found
	The user does not exist in the HPLMN



[bookmark: _Toc49690148][bookmark: _Toc56337248][bookmark: _Toc73444070][bookmark: _Toc82714168]6.x.8	Feature Negotiation
The optional features in table 6.1.8-1 are defined for the Nbsp_GBA API. They shall be negotiated using the extensibility mechanism defined in clause 6.6 of 3GPP TS 29.500 [4].
Table 6.x.8-1: Supported Features
	Feature number
	Feature Name
	Description

	
	
	



[bookmark: _Toc49690149][bookmark: _Toc56337249][bookmark: _Toc73444071][bookmark: _Toc82714169]6.x.9	Security
As indicated in 3GPP TS 33.501 [5], the access to the Nhss_gbaSDM API may be authorized by means of the OAuth2 protocol (see IETF RFC 6749 [35]), using the "Client Credentials" authorization grant, where the NRF (see 3GPP TS 29.510 [36]) plays the role of the authorization server.
If Oauth2 authorization is used, an NF Service Consumer, prior to consuming services offered by the Nhss_gbaSDM API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in 3GPP TS 29.510 [36], clause 5.4.2.2.
NOTE:	When multiple NRFs are deployed in a network, the NRF used as authorization server is the same NRF that the NF Service Consumer used for discovering the Nhss_gbaSDM service.
The Nhss_gbaSDM API defines the following scopes for OAuth2 authorization:
Table 6.x.9-1: Oauth2 scopes defined in Nhss_gbaSDM API
	Scope
	Description

	"nhss-gba-sdm"
	Access to the Nhss_gbaSDM API

	"nhss-gba-sdm:gba-subscriber-data:read"
	Access to read the GBA Subscriber Data resource




* * * Next Change * * * *
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openapi: 3.0.0

info:
  version: '1.0.0-alpha.1'
  title: 'Nhss_gbaSDM'
  description: |
    Nhss Subscriber Data Management Service for GBA.  
    © 2021, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).  
    All rights reserved.

externalDocs:
  description: 3GPP TS 29.562 Home Subscriber Server (HSS) Services, version 17.3.0
  url: 'https://www.3gpp.org/ftp/Specs/archive/29_series/29.562/'

servers:
  - url: '{apiRoot}/nhss-gba-sdm/v1'
    variables:
      apiRoot:
        default: https://example.com
        description: apiRoot as defined in clause 4.4 of 3GPP TS 29.501.

security:
  - {}
  - oAuth2ClientCredentials:
    - nhss-gba-sdm

paths:
  /{ueId}/subscriber-data:
    get:
      summary: Retrieve the subscriber data of a user
      operationId: GetSubscriberData
      tags:
        - Subscriber Data (Document)
      security:
        - {}
        - oAuth2ClientCredentials:
          - nhss-gba-sdm
        - oAuth2ClientCredentials:
          - nhss-gba-sdm
          - nhss-gba-sdm:subscriber-data:read
      parameters:
        - name: ueId
          in: path
          description: UE Identity
          required: true
          schema:
            $ref: '#/components/schemas/UeId'
        - name: supported-features
          in: query
          description: Supported Features
          schema:
             $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
      responses:
        '200':
          description: Expected response to a valid request
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/GbaSubscriberData'
        '307':
          $ref: 'TS29571_CommonData.yaml#/components/responses/307'
        '308':
          $ref: 'TS29571_CommonData.yaml#/components/responses/308'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        '504':
          $ref: 'TS29571_CommonData.yaml#/components/responses/504'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'

  /{ueId}/subscriptions:
    post:
      summary: Subscribe to notifications
      operationId: GbaSdmSubscribe
      tags:
        - GBA SDM Subscriptions (Collection)
      security:
        - {}
        - oAuth2ClientCredentials:
          - nhss-gba-sdm
        - oAuth2ClientCredentials:
          - nhss-gba-sdm
          - nhss-gba-sdm:subscriptions:create
      parameters:
        - name: ueId
          in: path
          description: UE Identity
          required: true
          schema:
            $ref: '#/components/schemas/UeId'
      requestBody:
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/GbaSdmSubscription'
        required: true
      responses:
        '201':
          description: Expected response to a valid request
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/GbaSdmSubscription'
          headers:
            Location:
              description: 'Contains the URI of the newly created resource, according to the structure: {apiRoot}/nhss-gba-sdm/<apiVersion>/{ueId}/subscriptions/{subscriptionId}'
              required: true
              schema:
                type: string
        '307':
          $ref: 'TS29571_CommonData.yaml#/components/responses/307'
        '308':
          $ref: 'TS29571_CommonData.yaml#/components/responses/308'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '501':
          $ref: 'TS29571_CommonData.yaml#/components/responses/501'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'
      callbacks:
        datachangeNotification:
          '{request.body#/callbackReference}':
            post:
              requestBody:
                required: true
                content:
                  application/json:
                    schema:
                      $ref: 'TS29503_Nudm_SDM.yaml#/components/schemas/ModificationNotification'
              responses:
                '204':
                  description: Successful Notification response
                '307':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/307'
                '308':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/308'
                '400':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/400'
                '404':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/404'
                '500':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/500'
                '503':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/503'
                default:
                  $ref: 'TS29571_CommonData.yaml#/components/responses/default'

  /{ueId}/subscriptions/{subscriptionId}:
    delete:
      summary: Unsubscribe from notifications
      operationId: GbaSdmUnsubscribe
      tags:
        - GBA SDM Subscription (Document)
      security:
        - {}
        - oAuth2ClientCredentials:
          - nhss-gba-sdm
        - oAuth2ClientCredentials:
          - nhss-gba-sdm
          - nhss-gba-sdm:subscription:modify
      parameters:
        - name: ueId
          in: path
          description: UE Identity
          required: true
          schema:
            $ref: '#/components/schemas/UeId'
        - name: subscriptionId
          in: path
          description: Id of the Subscription
          required: true
          schema:
            type: string
      responses:
        '204':
          description: Successful response
        '307':
          $ref: 'TS29571_CommonData.yaml#/components/responses/307'
        '308':
          $ref: 'TS29571_CommonData.yaml#/components/responses/308'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'

    patch:
      summary: Modify the subscription
      operationId: GbaSdmSubsModify
      tags:
        - GBA SDM Subscription (Document)
[bookmark: _Hlk86848994]      security:
        - {}
        - oAuth2ClientCredentials:
          - nhss-gba-sdm
        - oAuth2ClientCredentials:
          - nhss-gba-sdm
          - nhss-gba-sdm:subscription:modify
      parameters:
        - name: ueId
          in: path
          description: UE Identity
          required: true
          schema:
            $ref: '#/components/schemas/UeId'
        - name: subscriptionId
          in: path
          description: Id of the Subscription
          required: true
          schema:
            type: string
        - name: supported-features
          in: query
          description: Supported Features
          schema:
             $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
      requestBody:
        content:
          application/json-patch+json:
            schema:
              type: array
              items:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/PatchItem'
              minItems: 1
        required: true
      responses:
        '200':
          description: Expected response to a valid request
          content:
            application/json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/PatchResult'
        '204':
          description: Successful modification
        '307':
          $ref: 'TS29571_CommonData.yaml#/components/responses/307'
        '308':
          $ref: 'TS29571_CommonData.yaml#/components/responses/308'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'

components:

  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '{nrfApiRoot}/oauth2/token'
          scopes:
            nhss-gba-sdm: Access to the Nhss GBA Subscription Data Management API
            nhss-gba-sdm:subscriber-data:read: Access to read the GBA Subscriber Data resource
            nhss-gba-sdm:subscriptions:create: Access to create Subscriptions resources
            nhss-gba-sdm:subscription:modify: Access to update/delete a Subscription resource

  schemas:

#
# COMPLEX TYPES:
#

    GbaSubscriberData:
      type: object
      properties:
        guss:
          $ref: '#/components/schemas/Guss'
          minItems: 1

    Guss:
      type: object
      properties:
        bsfInfo:
          $ref: '#/components/schemas/BsfInfo'
        ussList:
          type: array
          items:
            $ref: 'TS29309_Nbsp_GBA.yaml#/components/schemas/UssListItem'
          minItems: 1

    BsfInfo:
      type: object
      properties:
        uiccType:
          $ref: '#/components/schemas/UiccType'
        lifeTime:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/DurationSec'
        securityFeatures:
          $ref: 'TS29309_Nbsp_GBA.yaml#/components/schemas/SecFeature'

    GbaSdmSubscription:
      type: object
      required:
        - nfInstanceId
        - callbackReference
        - monitoredResourceUris
      properties:
        nfInstanceId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/NfInstanceId'
        callbackReference:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Uri'
        monitoredResourceUris:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/Uri'
          minItems: 1
        expires:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/DateTime'

#
# SIMPLE TYPES:
#

    UeId:
      type: string

#
# ENUMS:
#

    UiccType:
      anyOf:
        - type: string
          enum:
            - GBA
            - GBA_U
        - type: string
     


* * * End of Changes * * * *
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