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*******
*** First Change ***
[bookmark: _Toc19631567][bookmark: _Toc19632977][bookmark: _Toc27235600][bookmark: _Toc36114707][bookmark: _Toc44855685]0.1	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 22.002: "Circuit Bearer Services (BS) supported by a Public Land Mobile Network (PLMN)".
[3]	Void
[4]	Void
[5]	3GPP TS 23.003: "Numbering, addressing and identification".
[6]	3GPP TS 23.007: "Restoration procedures".
[7]	3GPP TS 23.009: "Handover procedures".
[8]	3GPP TS 23.012: "Location Management Procedures".
[9]	3GPP TS 23.015: "Technical realization of Operator Determined Barring (ODB)".
[10]	3GPP TS 23.040: "Technical realization of the Short Message Service (SMS)".
[11]	3GPP TS 22.060: "General Packet Radio Service (GPRS); Service description; Stage 1".
[12]	3GPP TS 23.067: "Enhanced Multi‑Level Precedence and Preemption service (EMLPP); Stage 2".
[13]	Void
[14]	3GPP TS 23.081: "Line identification supplementary services; Stage 2".
[15]	Void
[16]	Void
[17]	Void
[18]	3GPP TS 23.085: "Closed User Group (CUG) Supplementary Service; Stage 2".
[19]	Void
[20]	Void
[21]	3GPP TS 23.060: "General Packet Radio Service (GPRS); Service Description; Stage 2".
[22]	Void
[23]	Void
[24]	Void
[25]	3GPP TS 23.135: "Multicall supplementary service; Stage 2"
[26]	3GPP TS 24.008: "Mobile radio interface Layer 3 specification; Core network protocols; Stage 3".
[27]	3GPP TS 29.002: "Mobile Application Part (MAP) specification".
[28]	3GPP TS 29.007: "General requirements on interworking between the Public Land Mobile Network (PLMN) and the Integrated Services Digital Network (ISDN) or Public Switched Telephone Network (PSTN)".
[29]	3GPP TS 29.060: "General Packet Radio Service (GPRS); GPRS Tunnelling Protocol (GTP) across the Gn and Gp interface".
[30]	3GPP TS 42.032: "Digital cellular telecommunications system (Phase 2+); Immediate Service Termination (IST) Service description - Stage 1".
[31]	3GPP TS 43.020: "Digital cellular telecommunications system (Phase 2+); Security-related network functions".
[32]	3GPP TS 43.035: "Digital cellular telecommunications system (Phase 2+); Immediate Service Termination (IST); Stage 2".
[33]	3GPP TS 43.068: "Digital cellular telecommunications system (Phase 2+); Voice Group Call Service (VGCS); Stage 2".
[34]	3GPP TS 43.069: "Digital cellular telecommunications system (Phase 2+); Voice Broadcast Service (VBS); Stage 2".
[35]	3GPP TS 23.071: "Location Services (LCS); Functional Description; Stage 2".
[36]	GSM 12.03: "Digital cellular telecommunications system (Phase 2+) (GSM); Security management".
[37]	3GPP TS 52.008: "GSM Subscriber and equipment trace".
[38]	ITU-T Recommendation Q.763: "Signalling System No. 7 - ISDN User Part formats and codes".
[39]	ANSI T1.113: "Signalling System No7 (SS7); Integrated Services Digital Network (ISDN) User Part"
[40]	3GPP TS 32. 250: "Telecommunication Management; Charging management; Circuit Switched (CS) domain charging".
[41]	3GPP TS 32. 251: "Telecommunication Management; Charging management; Packet Switched (PS) domain charging".
[42]	3GPP TS 23.228: "IP Multimedia Subsystem (IMS); Stage 2".
[43]	3GPP TS 29.228: "IP Multimedia (IM) Subsystem Cx and Dx interfaces; Signalling flows and message contents".
[44]	3GPP TS 29.229: "Cx and Dx Interfaces based on the Diameter protocol; Protocol details".
[45]	IETF RFC 3261: "SIP: Session Initiation Protocol".
[46]	IETF RFC 2396: "Uniform Resource Identifiers (URI): Generic Syntax".
[47]	Void
[48]	IETF RFC 4282: "The Network Access Identifier".
[49]	3GPP TS 33.203: "3G security; Access security for IP-based services".
[50]	3GPP TS 23.002: "Network Architecture".
[51]	IETF RFC 3588: "Diameter Base Protocol".
[52]	3GPP TS 33.102: "3G Security; Security Architecture".
[53]	3GPP TS 23.218: "IP Multimedia (IM) session handling; IM call model; Stage 2".
[54]	3GPP TS 29.328: "IP Multimedia Subsystem (IMS) Sh interface signalling flows and message contents".
[55]	Void
[56]	3GPP TS 23.271: "Location Services (LCS); Functional description; Stage 2".
[57]	3GPP TS 23.221: "Architectural requirements ".
[58]	3GPP TS 33.220: "Generic Authentication Architecture (GAA);Generic bootstrapping architecture".
[59]	3GPP TS 29.109 "Zh and Zn Interfaces based on the Diameter protocol; Protocol details".
[60]	VoidIETF RFC 3548: "The Base16, Base32, and Base64 Data Encodings".
[61]	3GPP TS 23.251: "Network Sharing; Architecture and Functional Description".
[62]	3GPP TS 23.234, Release 12: "3GPP Systen to WLAN Interworking System Description, Stage 2".
[63]	3GPP TS 29.234, Release 11: "3GPP system to Wireless Local Area Network (WLAN), Stage 3".
[64]	3GPP TS 32.422: "Subscriber and equipment trace: Trace control and configuration management".
[65]	3GPP TS 32.421: "Subscriber and equipment trace: Trace concepts and requirements".
[66]	3GPP TS 32.252, Release 11: "Telecommunication management; Charging management; Wireless Local Area Network (WLAN) charging".
[67]	3GPP TS 32.299: "Telecommunication management; Charging management; Diameter charging applications".
[68]	3GPP TS 24.229: "IP Multimedia Call Control Protocol based on SIP and SDP – stage 3"
[69]	VoidIETF RFC 2617: "HTTP Authentication: Basic and Digest Access Authentication".
[70]	3GPP TS 23.018: "Basic call handling; Technical realization".
[71]	3GPP TS 23.292: "IP Multimedia Subsystem (IMS) Centralized Services"
[72]	Void
[73]	3GPP TS 33.401: "3GPP System Architecture Evolution (SAE); Security architecture"
[74]	3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for
 Evolved Universal Terrestrial Radio Access Network 
(E-UTRAN) access"
[75]	3GPP TS 29.274: "Evolved GPRS Tunneling Protocol for Control Plane"
[76]	3GPP TS 32.298: "Telecommunication Management; Charging Management; Charging Data Record (CDR) parameter classification."
[77]	3GPP TS 23.402: "Architecture enhancements for non-3GPP accesses "
[78]	3GPP TS 29.273: "3GPP EPS AAA Interfaces"
[79]	3GPP TS 29.275: "Proxy Mobile IPv6 (PMIPv6) based Mobility and Tunneling protocols"
[80]	3GPP TS 23.216: "Single Radio Voice Call Continuity (SRVCC), Stage 2"
[81]	3GPP TS 29.272: "MME Related Interfaces Based on Diameter Protocol"
[82]	3GPP TS 24.302: "Access to the 3GPP Evolved Packet Core (EPC) via non-3GPP access networks; Stage 3"
[83]	3GPP TS 29.305: "InterWorking Function (IWF) between MAP based and Diameter based interfaces"
[84]	3GPP TS 32.251: "Telecommunication management; Charging management; Packet Switched (PS) domain charging"
[85]	3GPP TS 23.246: "Multimedia Broadcast/Multicast Service (MBMS); Architecture and functional description; Stage 2".
[86]	3GPP TS 24.312: "Access Network Discovery and Selection Function (ANDSF) Management Object (MO)".
[87]	3GPP TS 23.237: "IP Multimedia Subsystem (IMS) Service Continuity; Stage 2".
[88]	3GPP TS 36.300: "Evolved Universal Terrestrial Radio Access (E-UTRA) and Evolved Universal Terrestrial Radio Access Network (E-UTRAN); Overall description; Stage 2".
[89]	3GPP TS 23.167: "IP Multimedia Subsystem (IMS) emergency sessions".
[90]	3GPP TS 29.212: "Policy and Charging Control (PCC); Reference points".
[91]	3GPP TS 23.139:  "3GPP System-Fixed Broadband Access Network Interworking; Stage 2".
[92]	3GPP TS 33.234, Release 12: "WLAN Interworking Security".
[93]	3GPP TS 23.107: "Quality of Service (QoS) concept and architecture ".
[94]	Void
[95]	3GPP TS 23.468: "Group Communication System Enablers for LTE (GCSE_LTE); stage 2".
[96]	3GPP TS 36.331: "Evolved Universal Terrestrial Radio Access (E-UTRA); Radio Resource Control (RRC); Protocol specification".
[97]	3GPP TS 36.323: "Evolved Universal Terrestrial Radio Access (E-UTRA); Packet Data Convergence Protocol (PDCP) Specification".
[98]	3GPP TS 23.303: "Proximity-based services (ProSe); stage 2".
[99]	3GPP TS 29.344: "Proximity-services (ProSe) Function to Home Subscriber Server (HSS) aspects; Stage 3".
[100]	3GPP TS 24.334: "Proximity-services (ProSe) User Equipment (UE) to ProSe function protocol aspects; Stage 3".
[101]	3GPP TS 36.413: "Evolved Universal Terrestrial Radio Access Network; (E-UTRAN); S1 Application Protocol (S1AP)".
[102]	3GPP TS 23.682: "Architecture enhancements to facilitate communications with packet data networks and applications".
[103]	3GPP TS 29.336: "Home Subscriber Server (HSS) diameter interfaces for interworking with packet data networks and applications".
[104]	IETF RFC 4995: "The RObust Header Compression (ROHC) Framework".
[105]	3GPP TS 24.301: "Non-Access-Stratum (NAS) protocol for Evolved Packet System (EPS); Stage 3".
[106]	3GPP TS 29.128: "Mobility Management Entity (MME) and Serving GPRS Support Node (SGSN) interfaces for interworking with packet data networks and applications ".
[107]	3GPP TS 23.285: "Architecture enhancements for V2X services; Stage 2".
[108]	3GPP TS 29.388: "V2X Control Function to V2X Control Function to Home Subscriber Server (HSS) aspects (V4)".
[109]	3GPP TS 29.389: "Inter-V2X Control Function Signalling aspects (V6); Stage 3".
[110]	IETF RFC 6696: "EAP Extensions for the EAP Re-authentication Protocol (ERP)".
[111]	3GPP TS 24.323: "3GPP IP Multimedia Subsystem (IMS) service level tracing management object (MO)".
[112]	3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".
[113]	3GPP TS 23.502: "Procedures for the 5G System; Stage 2"..
[114]	3GPP TS 29.503: "5G System; Unified Data Management Services"
[115]	3GPP TS 23.379: "Functional architecture and information flows to support Mission Critical Push To Talk (MCPTT); Stage 2".
[116]	3GPP TS 33.501: "Security Architecture and Procedures for 5G System".
[117]	3GPP TS 35.206: "An example algorithm set for the 3GPP authentication and key generation functions f1, f1*, f2, f3, f4, f5 and f5*; Document 2: Algorithm specification".
[118]	3GPP TS 35.231: "A second example algorithm set for the 3GPP authentication and key generation functions f1, f1*, f2, f3, f4, f5 and f5*; Document 1: Algorithm specification ".
[119]	3GPP TS 29.505: "5G System; Usage of the Unified Data Repository services for Subscription Data ".
[120]	3GPP TS 23.316: "Wireless and wireline convergence access support for the 5G System (5GS)".
[121]	3GPP TS 23.273: "5G System (5GS) Location Services (LCS); Stage 2".
[nr1]	IETF RFC 7616: "HTTP Digest Access Authentication".
[nr2]	IETF RFC 4648: "The Base16, Base32, and Base64 Data Encodings".

*** Next Change ***
[bookmark: _Toc19632092][bookmark: _Toc19633502][bookmark: _Toc27236126][bookmark: _Toc36115243][bookmark: _Toc44856223]3.3.2.1	Digest Nonce
The Digest Nonce is a random (non-predictable) value selected by the S-CSCF (see 3GPP TS 29.228 [43]) and used by the client to calculate the authentication response (see IETF RFC 7616 [nr1]IETF RFC 2617 [69]).
The Digest Nonce is temporary subscriber data and is stored in the S-CSCF.

*** Next Change ***
[bookmark: _Toc19632093][bookmark: _Toc19633503][bookmark: _Toc27236127][bookmark: _Toc36115244][bookmark: _Toc44856224]3.3.2.2	Digest HA1
Digest HA1 is the value calculated as defined in IETF RFC 7616 [nr1]IETF RFC 2617 [69]. It is calculated by the HSS and used by the S-CSCF to create the Expected Response (see 3.3.2.14). It is also used to create the Response-Auth (see 3.3.2.15) after a successful authentication verification has occurred.
HA1 is permanent subscriber data and is stored in the HSS and the S-CSCF.

*** Next Change ***
[bookmark: _Toc19632094][bookmark: _Toc19633504][bookmark: _Toc27236128][bookmark: _Toc36115245][bookmark: _Toc44856225]3.3.2.3	Digest Nextnonce
Nextnonce is the nonce the server wishes the client to use for a future authentication response (see IETF RFC 7616 [nr1]IETF RFC 2617 [69]).
Digest Nextnonce is temporary subscriber data and is stored in the S-CSCF.

*** Next Change ***
[bookmark: _Toc19632133][bookmark: _Toc19633543][bookmark: _Toc27236167][bookmark: _Toc36115284][bookmark: _Toc44856264]3.10.7	Bootstrapping Transaction Identifier
The Bootstrapping Transaction Identifier (B-TID) identifies the security association between a BSF and a UE after a bootstrapping procedure in GAA. According to 3GPP TS 23.221 [57], the B-TID value shall be also generated in format of NAI by taking the base64 encoded RAND value (see IETF RFC 4648 [nr2] for description of the base64 encoding scheme)[60] and the BSF server name, i.e. base64 encoded (RAND)@BSF_servers_domain_name.
The Bootstrapping Transaction Identifier is temporary subscriber data and is stored in the BSF and NAF.

*** End of Changes ***

