

	
3GPP TSG-CT WG4 Meeting #107-e	C4-216122
E-Meeting, 15th Feb – 23rd November 2021
	CR-Form-v12.1

	CHANGE REQUEST

	

	
	29.228
	CR
	0696
	rev
	-
	Current version:
	16.1.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	X



	

	Title:	
	Update of SIP Digest Access Authentication

	
	

	Source to WG:
	Ericsson

	Source to TSG:
	C4

	
	

	Work item code:
	eCryptPr
	
	Date:
	2021-10-24

	
	
	
	
	

	Category:
	B
	
	Release:
	Rel-17

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier 													release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
…
Rel-15	(Release 15)
Rel-16	(Release 16)
Rel-17	(Release 17)
Rel-18	(Release 18)

	
	

	Reason for change:
	The HTTP Digest Access Authentication document RFC 2617 allowed only the MD5 digest algorithm. However, it was discovered the MD5 algorithm is not collision resistant and is now considered a bad choice for a hash function. Therefore, IETF published RFC 7616 to add support for more secure digest algorithms for HTTP.

RFC 7616, changes from RFC 2617:
-	Adds support for two new algorithms, SHA2-256 as mandatory and SHA2-512/256 as a backup, and defines the proper algorithm negotiation. The document keeps the MD5 algorithm support but only for backward compatibility.
-	Introduces the username hashing capability and the parameter associated with that, mainly for privacy reasons.
-	Adds various internationalization considerations that impact the A1 calculation and username and password encoding.
-	Introduces a new IANA registry, "Hash Algorithms for HTTP Digest Authentication", that lists the hash algorithms that can be used in HTTP Digest Authentication.
-	Deprecates backward compatibility with RFC 2069.

Impacts from RFC 7616:
SIP Digest Access Authentication specified in this specification needs to be updated in accordance with RFC 7616 to enable usage more secure digest algorithms SHA2-256 and SHA2-512/256, and to define the proper algorithm negotiation. Support of the MD5 algorithm should be kept but only for backward compatibility.

	
	

	Summary of change:
	Specification of SIP Digest Access Authentication: RFC 2617 voided and replaced with RFC 7616 throughout the specification.

Clause 6.3, table 6.3.7:
in description of the Digest Algorithm IE specified that when this IE is present it shall contain "SHA2-256", "SHA2-512/256", "MD5" or the corresponding Session variants. Added note indicating that the MD5 algorithm is only supported for backward compatibility and therefore Digest Algorithm IE should be present.

Clauses 7.9.8.1, 7.9.8.2, 7.9.8.3, 7.9.8.4, 7.9.8.5 and 7.9.9 between clauses 7.9.12 and 7.10 deleted because they were duplicated in TS.

	
	

	Consequences if not approved:
	Specification will not be aligned with the security requirements defined in SA3 TSs which specify support of HTTP Digest Access Authentication according to RFC 7616.
It will not be possible to use more secure digest algorithms like SHA-256 and SHA-512/256 for SIP Digest Access Authentication.

	
	

	Clauses affected:
	2, 6.3, 7.9.7, 7.9.8.3, 7.9.8.4, 7.9.8.5,
clauses between 7.9.12 and 7.10: 7.9.8.1, 7.9.8.2, 7.9.8.3, 7.9.8.4, 7.9.8.5, 7.9.9

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	

	
	

	This CR's revision history:
	



Page 1


*******
*** First Change ***
[bookmark: _Toc27256359][bookmark: _Toc19804306][bookmark: ref1]2	References
[bookmark: ref2][1]	3GPP TS 23.228: "IP Multimedia (IM) Subsystem – Stage 2".
[bookmark: ref3][2]	3GPP TS 24.228: "Signalling flows for the IP multimedia call control based on SIP and SDP".
[bookmark: ref4][3]	3GPP TS 33.203: "Access security for IP-based services".
[bookmark: ref5][4]	3GPP TS 23.002: "Network architecture".
[bookmark: ref6][5]	3GPP TS 29.229: "Cx Interface based on Diameter – Protocol details".
[bookmark: ref7][6]	3GPP TS 23.218: "IP Multimedia (IM) Session Handling; IP Multimedia (IM) call model".
[7]	IETF RFC 2045 "Multipurpose Internet Mail Extensions (MIME) Part One: Format of Internet Message Bodies".
[8]	3GPP TS 24.229: "IP Multimedia Call Control Protocol based on SIP and SDP" – stage 3.
[9]	Void.
[10]	3GPP TS 23.141: "Presence Service; Architecture and Functional Description".
[11]	IETF RFC 3261 "SIP: Session Initiation Protocol".
[12]	IETF RFC 4566 "SDP: Session Description Protocol".
[13]	IEEE 1003.1-2004, Part 1: Base Definitions.
[14]	IETF RFC 2486: "The Network Access Identifier".
[15]	IETF RFC 3966: "The tel URI for Telephone Numbers".
[16]	Void.IETF RFC 2617: "HTTP Authentication: Basic and Digest Access Authentication".
[17]	3GPP TS 23.003: "Numbering, addressing and identification".
[18]	3GPP TS 23.008: "Organization of subscriber data".
[19]	3GPP TS 23.380: "IMS Restoration Procedures".
[20]	Void
[21]	IETF RFC 4005: "Diameter Network Access Server Application".
[22]	IETF RFC 4412: "Communications Resource Priority for the Session Initiation Protocol (SIP)".
[23]	3GPP TS 23.167: "IP Multimedia Subsystem (IMS) emergency sessions".
[24]	IETF RFC 7683: "Diameter Overload Indication Conveyance".
[25]	3GPP TS 22.153: "Multimedia Priority Service".
[26]	ANSI X3.4: "Coded Character Set - 7-bit American Standard Code for Information Interchange".
[27]	IETF RFC 7944: "Diameter Routing Message Priority".
[28]	Void
[29]	IETF IETF RFC 8583: "Diameter Load Information Conveyance".
[30]	3GPP TS 23.280: "Common functional architecture to support mission critical services".
[31]	IETF RFC 6733: "Diameter Base Protocol".
[32]	3GPP TS 24.323: "3GPP IP Multimedia Subsystem (IMS) service level tracing management object (MO)".
[nr1]	IETF RFC 7616: "HTTP Digest Access Authentication".

*** Next Change ***
[bookmark: _Toc27256386][bookmark: _Toc19804333]6.3	Authentication procedures
This procedure is used between the S-CSCF and the HSS to exchange information to support the authentication between the end user and the home IMS network. The procedure is invoked by the S-CSCF, corresponds to the combination of the operations Cx-AV-Req and Cx-AV-Req-Resp (see  TS 33.203 [3]) and is used:
-	To retrieve authentication vectors from the HSS.
-	To resolve synchronization failures between the sequence numbers in the UE and the HSS for authentication schemes that support this capability (e.g. IMS-AKA).
-	To promote the result of the NASS-level authentication to the IMS level.
-	To retrieve the IP-address secure binding information for GPRS-IMS-Bundled Authentication (GIBA) from the HSS.
This procedure is mapped to the commands Multimedia-Auth-Request/Answer in the Diameter application specified in  TS 29.229 [5]. Tables 6.3.1 through 6.3.7 detail the involved information elements.
Table 6.3.1: Authentication Request
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Public User Identity
(See 7.2)
	Public-Identity
	M
	This information element contains the Distinct Public User Identity of the user

	Private User Identity
(See 7.3)
	User-Name
	M
	This information element contains the Private User Identity

	Number Authentication Items
(See 7.10)
	SIP-Number-Auth-Items
	M
	This information element indicates the number of authentication vectors requested. Certain authentication schemes do not support more than one set of authentication vectors (e.g. SIP Digest, GIBA).

	Authentication Data
(See 7.9)
	SIP-Auth-Data-Item
	M
	See Table 6.3.2 for the contents of this information element. 

	S-CSCF Name
(See 7.4)
	Server-Name
	M
	This information element contains the name (SIP URL) of the S-CSCF.

	Routing Information (See 7.13)
	Destination-Host
	C
	If the S-CSCF knows the HSS name this AVP shall be present.
This information is available if the MAR belongs to an already existing registration, e.g. in case of the re-registration, where the HSS name is stored in the S-CSCF. The HSS name is obtained from the Origin-Host AVP, which is received from the HSS, e.g. included in the MAA command.
This information may not be available if the command is sent in case of the initial registration. In this case the Destination-Host AVP is not present and the command is routed to the next Diameter node, e.g. SLF, based on the Diameter routing table in the client.



Table 6.3.2: Authentication Data content in Authentication Request
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Authentication Scheme
(See 7.9.2)
	SIP-Authentication-Scheme
	M
	This information element indicates the authentication scheme.
See 3GPP TS 29.229 [5] for a list of values 

	Authentication Context
(See 7.9.7)
	SIP-Authentication-Context
	C
	This information element shall contain authentication-related information relevant for performing the authentication.
It shall be absent for IMS-AKA authentication schemes.

	Authorization Information
(See 7.9.4)
	SIP-Authorization
	C
	This information element shall only be present for a request due to an IMS-AKA synchronization failure.
If present, only IMS-AKA authentication schemes are allowed.



Table 6.3.3: Void

Table 6.3.4: Authentication Request Response
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity
(See 7.2)
	Public-Identity
	C
	Public User Identity. It shall be present when the result is DIAMETER_SUCCESS.

	Private User Identity
(See 7.3)
	User-Name
	C
	Private User Identity. It shall be present when the result is DIAMETER_SUCCESS.

	Number Authentication Items
(See 7.10)
	SIP-Number-Auth-Items
	C
	This information element indicates the number of authentication vectors delivered in the Authentication Data information element.
It shall be present when the result is DIAMETER_SUCCESS.
For SIP Digest, NASS Bundled authentication and GIBA this AVP shall be set to a value of 1.

	Authentication Data
(See 7.9)
	SIP-Auth-Data-Item
	C
	If the SIP-Number-Auth-Items AVP is equal to zero or it is not present, then this information element shall not be present.
See Table 6.3.5 for the contents of this information element.

	Result
(See 7.6)
	Result-Code / Experimental-Result
	M
	This information element indicates the result of the operation.
It shall be mapped to Result-Code AVP for errors defined in the Diameter base protocol (see IETF RFC 6733 [31]).
It shall be mapped to Experimental-Result AVP for Cx/Dx errors.
This information element is mapped to a grouped AVP which contains the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.



Table 6.3.5: Authentication Data information element content in Authentication Request Response
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Item Number
(See 7.9.1)
	SIP-Item-Number
	C
	This information element shall only be present for IMS-AKA authentication schemes.
This information element shall be present when there are multiple occurrences of the Authentication Data information element in the Authentication Request Response, and the order in which they should be processed is significant.
In this scenario, Authentication Data information elements with a low Item Number information element value should be processed before Authentication Data information elements with a high Item Number information element value.

	Authentication Scheme
(See 7.9.2)
	SIP-Authentication-Scheme
	M
	This information element indicates the authentication scheme. 

	Authentication Information
(See 7.9.3)
	SIP-Authenticate
	C
	This information element shall only be present for IMS-AKA authentication schemes.


	Authorization Information
(See 7.9.4)
	SIP-Authorization
	C
	This information element shall only be present for IMS-AKA authentication schemes.


	Confidentiality Key
(See 7.9.5)
	Confidentiality-Key
	C
	This information element shall be present for IMS AKA authentication schemes.
It shall contain the confidentiality key. 

	Integrity Key
(See 7.9.6)
	Integrity-Key
	C
	This information element shall only be present for IMS-AKA authentication schemes.
This information element shall contain the integrity key. 

	Digest Authenticate
(See 7.9.8)
	SIP-Digest-Authenticate
	C
	This information element shall only be present for SIP Digest authentication scheme.
See Table 6.3.7 for contents of this grouped AVP.

	Line Identifier
(See 7.9.9)
	Line-Identifier
	C
	This information element shall only be present for NASS Bundled authentication scheme.
This information element contains fixed broadband access line identifier associated to the user. This information element can be repeated.

	Framed IP Address
(See 7.9.10)
	Framed-IP-Address
	C
	This information element shall only be present for GPRS-IMS-Bundled authentication scheme.
If the IP Address of the User is an IPv4 address, this AVP shall be included.

	Framed IPv6 Prefix
(See 7.9.11)
	Framed-IPv6-Prefix
	C
	This information element shall only be present for GPRS-IMS-Bundled authentication scheme.
If the IP Address of the User is an IPv6 address, this AVP shall be included.

	Framed Interface Id
(See 7.9.12)
	Framed-Interface-Id
	C
	This information element shall only be present for GPRS-IMS-Bundled authentication scheme.
If and only if the IP Address of the User is an IPv6 address and the Framed-IPv6-Prefix AVP alone is not unique for the user this AVP shall be included.



Table 6.3.6: Void

Table 6.3.7: Digest Authenticate information element content – Response for SIP Digest
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Digest Realm
(See 7.9.8.1)
	Digest-Realm
	M
	This information element corresponds to the Realm parameter as defined in IETF RFC 7616 [nr1]IETF RFC 2617 [16].

	Digest Algorithm
(See 7.9.8.3)
	Digest-Algorithm
	O
	This information element contains the algorithm as defined in IETF RFC 7616 [nr1]IETF RFC 2617 [16].
If this information element is not present, then "MD5" is assumed.
If this information element is present it shall contain "SHA2-256", "SHA2-512/256", "MD5" or the corresponding Session variants.
NOTE

	Digest QoP
(See 7.9.8.4)
	Digest-QoP
	M
	This information element contains the QoP as defined in IETF RFC 7616 [nr1]IETF RFC 2617 [16]. This information element shall be set to a value of "auth" by the HSS.

	Digest HA1
(See 7.9.8.5)
	Digest-HA1
	M
	This information element contains the H(A1) as defined in IETF IETF RFC 7616 [nr1]RFC 2617 [16].

	[bookmark: _Hlk86776113]NOTE:	The MD5 algorithm is only supported for backward compatibility. Therefore Digest Algorithm information element should be present.




Table 6.3.8: Void
Table 6.3.9: Void

*** Next Change ***
[bookmark: _Toc27256427][bookmark: _Toc19804374]7.9.7	Authentication Context
This information element contains authentication-related information relevant for performing the authentication but that is not part of the SIP authentication headers. Some mechanisms (e.g. PGP, digest with quality of protection set to "auth-int" defined in IETF RFC 7616 [nr1]IETF RFC 2617 [16], digest with predictive nonces or sip access digest) request that part or the whole SIP request (e.g. the SIP method) is passed to the entity performing the authentication. In such cases the SIPAuthentication-Context AVP shall be carrying such information.
See  TS 29.229 [5] for coding details.

*** Next Change ***
[bookmark: _Toc27256431][bookmark: _Toc19804378]7.9.8.3	Digest Algorithm
This information element is part of the Digest authentication challenge, defined in IETF RFC 7616 [nr1]IETF RFC 2617 [16]. See  TS 29.229 [5] for coding details.

*** Next Change ***
[bookmark: _Toc27256432][bookmark: _Toc19804379]7.9.8.4	Digest QoP
This information element is part of the Digest authentication challenge, defined in IETF RFC 7616 [nr1]IETF RFC 2617 [16]. It provides the Quality of Protection indication and has an effect on the digest computation. See  TS 29.229 [5] for coding details.

*** Next Change ***
[bookmark: _Toc27256433][bookmark: _Toc19804380]7.9.8.5	Digest HA1
This information element is part of the Digest authentication challenge, defined in IETF RFC 7616 [nr1]IETF RFC 2617 [16]. See  TS 29.229 [5] for coding details.

*** Next Change ***
[bookmark: _Toc27256437][bookmark: _Toc19804384]7.9.12	Framed Interface Id
See  TS 29.229 [5] for more information.
[bookmark: _Toc27256438][bookmark: _Toc19804385]7.9.8.1	Digest Realm
This information element is part of the Digest authentication challenge, and corresponds to the realm parameter as defined in IETF RFC 3261 [11]. This information element is used to convey the realm to the S-CSCF during the SIP Digest authentication procedure.
[bookmark: _Toc27256439][bookmark: _Toc19804386]7.9.8.2	Void
[bookmark: _Toc27256440][bookmark: _Toc19804387]7.9.8.3	Digest Algorithm
This information element is part of the Digest authentication challenge, defined in IETF RFC 2617 [16].
[bookmark: _Toc27256441][bookmark: _Toc19804388]7.9.8.4	Digest QoP
This information element is part of the Digest authentication challenge, defined in IETF RFC 2617 [16]. It provides the Quality of Protection indication and has an effect on the digest computation.
[bookmark: _Toc27256442][bookmark: _Toc19804389]7.9.8.5	Digest HA1
This information element is part of the Digest authentication challenge, defined in IETF RFC 2617 [16].
[bookmark: _Toc27256443][bookmark: _Toc19804390]7.9.9	Line Identifier
This information element contains the line identifier of the user's network termination.
[bookmark: _Toc27256444][bookmark: _Toc19804391]7.10	Number Authentication Items
[bookmark: deregreason]This information element contains the number of authentication vectors requested or delivered.

*** End of Changes ***

