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[bookmark: _Toc11327306][bookmark: _Toc27251371][bookmark: _Toc67416653]3.1	Definitions
For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].
End-to-access edge security: media protection extending between an IMS UE and the first IMS core network node in the media path without being terminated by any intermediary node.
End-to-end security: media protection between two IMS UEs without being terminated by any intermediary node.
Full ICE: The full implementation of the Interactive Connectivity Establishment (ICE) specified in IETF RFC 5245 [39].
ICE lite: The lite implementation of the Interactive Connectivity Establishment (ICE) specified in IETF RFC 5245 [39].
Local (near-end) NAPT control: the operation of providing network address mapping information and NAPT policy rules to a near-end NAT in the media flow.
NAT-PT/NAPT-PT: see definition in 3GPP TS 23.228 [2].
NAPT control and NAT traversal: controls network address translation for both near-end NA(P)T and far-end NA(P)T
Network Address Translation (NA(P)T): see definition in 3GPP TS 23.228 [2].
Remote (far-end) NAT traversal: the operation of adapting the IP addresses so that the packets in the media flow can pass through a far-end (remote) NAT.
RTP / RTCP transport multiplexing: a single IP transport (L4) port for RTP and RTCP packets.
TLS-client: the entity that initiates a TLS session establishment to a server (see IETF RFC 5246 [28]).
TLS-server: the entity that responds to requests for TLS session establishment from clients (see IETF RFC 5246 [28]).
TLS endpoint: either a TLS-client or a TLS-server.
Convention:
Wherever the term NAT is used in this specification, it may be replaced by NA(P)T or NA(P)T-PT.
For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.237 [18] apply:
Access Leg
Access Transfer Control Function (ATCF)
Access Transfer Gateway (ATGW)
Remote Leg
Target Access Leg
Source Access Leg

*** Next Change ***
[bookmark: _Toc11327336][bookmark: _Toc27251401][bookmark: _Toc67416683]5.11.2.3.1	General
The IMS-ALG and the IMS-AGW may support end-to-access-edge (e2ae) security for an UDP based media. The e2ae protection of the UDP based media relies on the usage of DTLS (see IETF RFC 6347 [32]), according to the DTLS profiles specified in Annex E of 3GPP TS 33.310 [48] and exchange of self-signed certificates as defined in 3GPP TS 33.328 [12].
Key management solution for the e2ae media security of UDP is based on the cipher suites and session keys negotiated via the DTLS handshake protocol between the served UE and the IMS-AGW as specified in 3GPP TS 33.328 [12]. Procedures for the IMS-ALG to determine if e2ae security is applicable to UDP based media and to exchange the cryptographic information (i.e. certificate fingerprints, see IETF RFC 8122 [80]) via SDP negotiation with the served UE during the SIP session establishment are specified in 3GPP TS 33.328 [12] and 3GPP TS 24.229 [11].
If the IMS-ALG applies e2ae media security for a media stream and receives an SDP bandwidth modifier related to that media stream in SIP/SDP signalling, it should modify this bandwith modifier to adjust the bandwidth overhead due to e2ae security before forwarding the SDP. The IMS-ALG should add the bandwidth overhead caused by e2ae media security to the bandwidth information received from the remote peer. The IMS-ALG should substract the bandwidth overhead caused by e2ae media security from the bandwidth information received from the served UE.
Clause 5.11.2.3.2 defines specific requirements for e2ae protection of T.38 fax media stream over UDPTL/UDP transport. The usage of UDPTL over DTLS is defined in IETF RFC 7345 [33] and IETF RFC 8842 [81].

*** Next Change ***
[bookmark: _Toc11327378][bookmark: _Toc27251443][bookmark: _Toc67416725]5.20.2.1	General
In the WebRTC framework, non-media data communication between UEs is handled by using data channels according to IETF RFC 8831 [61]; within SCTP (see IETF RFC 4960 [63]), encapsulated in DTLS (see IETF RFC 6347 [32]). The related SDP signalling is described in IETF RFC 8841 [64] and IETF RFC 8864 [65].
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