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* * * First Change * * * *
[bookmark: _Toc11338342][bookmark: _Toc27584945][bookmark: _Toc36456887][bookmark: _Toc45027765][bookmark: _Toc45028600][bookmark: _Toc67681354][bookmark: _Toc82679918]5.1	Introduction
The UDM offeres the following services via the Nudm interface:
-	Nudm_SubscriberDataManagement Service
-	Nudm_UEContextManagement Service
-	Nudm_UEAuthentication Service
-	Nudm_EventExposure Service
-	Nudm_ParameterProvision Service
-	Nudm_ NIDDAuthorisation Service
-	Nudm_MT Service
-	Nudm_ServiceSpecificAuthorization Service
Table 5.1-1 summarizes the corresponding APIs defined for this specification.
Table 5.1-1: API Descriptions
	Service Name
	Clause
	Description
	OpenAPI Specification File
	apiName
	Annex

	Nudm_SubscriberDataManagement
	6.1
	UDM Subscriber Data Management Service
	TS29503_Nudm_SDM.yaml
	nudm-sdm
	A.2

	Nudm_UEContextManagement
	6.2
	UDM Context Management Service
	TS29503_Nudm_UECM.yaml
	nudm-uecm
	A.3

	Nudm_UEAuthentication
	6.3
	UDM UE Authentication Service
	TS29503_Nudm_UEAU.yaml
	nudm-ueau
	A.4

	Nudm_EventExposure
	6.4
	UDM Event Exposure Service
	TS29503_Nudm_EE.yaml
	nudm-ee
	A.5

	Nudm_ParameterProvision
	6.5
	UDM Parameter Provision Service
	TS29503_Nudm_PP.yaml
	nudm-pp
	A.6

	Nudm_ NIDDAuthorization
	6.6
	UDM NIDD Authorization Service
	TS29503_Nudm_NIDDAU.yaml
	nudm-niddau
	A.7

	Nudm_MT
	6.7
	UDM MT Service
	TS29503_Nudm_MT.yaml
	nudm-mt
	A.8

	Nudm_ServiceSpecificAuthorization
	6.x
	UDM Service Specific Authorization Service
	TS29503_Nudm_SSAU.yaml
	nudm-ssau
	A.x




* * * Next Change * * * *
5.x	Nudm_ServiceSpecificAuthorization Service
[bookmark: _Toc11338451][bookmark: _Toc27585073][bookmark: _Toc36457026][bookmark: _Toc45027910][bookmark: _Toc45028745][bookmark: _Toc67681504][bookmark: _Toc82680080]5.x.1	Service Description
See 3GPP TS 23.501 [2] table 7.2.5-1.
[bookmark: _Toc11338452][bookmark: _Toc27585074][bookmark: _Toc36457027][bookmark: _Toc45027911][bookmark: _Toc45028746][bookmark: _Toc67681505][bookmark: _Toc82680081]5.x.2	Service Operations
[bookmark: _Toc11338453][bookmark: _Toc27585075][bookmark: _Toc36457028][bookmark: _Toc45027912][bookmark: _Toc45028747][bookmark: _Toc67681506][bookmark: _Toc82680082]5.x.2.1	Introduction
For the Nudm_ServiceSpecificAuthorization service the following service operations are defined:
-	Create
-	UpdateNotify
The Nudm_ServiceSpecificAuthorization Service is used by Consumer NFs (NEF) to retrieve the UE's authorization for a specific service relevant to the consumer NF from the UDM by means of the Create service operation.
It is also used by the Consumer NFs (NEF) that have previously received the service specific authorization result, to get notified by means of the UpdateNotify service operation when the authorization for a specific service is revoked.

[bookmark: _Toc11338454][bookmark: _Toc27585076][bookmark: _Toc36457029][bookmark: _Toc45027913][bookmark: _Toc45028748][bookmark: _Toc67681507][bookmark: _Toc82680083]5.x.2.2	Create
[bookmark: _Toc11338455][bookmark: _Toc27585077][bookmark: _Toc36457030][bookmark: _Toc45027914][bookmark: _Toc45028749][bookmark: _Toc67681508][bookmark: _Toc82680084]5.x.2.2.1	General
The following procedures using the Create service operation are supported:
-	Service Specific Authorization Data Retrieval

[bookmark: _Toc11338456][bookmark: _Toc27585078][bookmark: _Toc36457031][bookmark: _Toc45027915][bookmark: _Toc45028750][bookmark: _Toc67681509][bookmark: _Toc82680085]5.x.2.2.2	Service Specific Authorization Data Retrieval
Figure 5.x.2.2.2-1 shows a scenario where the NF service consumer (e.g. NEF) sends a request to the UDM to receive the service specific authorization for the service parameters for an individual UE or a group of UEs (see also 3GPP TS 23.502 [3] figure 4.15.6.10-1 step 2). The request contains the UE's identity (/{ueIdentity}), service type, and service parameters (AuthorizationInfo) associated with the UE’s identity. The response from UDM may contain the authorization result (SSAuthorizationResult).


Figure 5.x.2.2.2-1: Requesting a UE's Authorization Data for a specific service
1.	The NF service consumer (e.g. NEF) sends a POST request to invoke "authorize" custom method on the resource representing the UE's subscribed information for service identified by the service type. The payload of the request shall be an object of "AuthorizationInfo" which shall contain S-NSSAI, DNN, MTC Provider Information, callback URI.

If MTC Provider information and/or AF ID are received in the request, the UDM shall check whether the MTC Provider and/or the AF is allowed to perform this operation for the UE; otherwise, the UDM shall skip the MTC provider and/or AF authorization check.
2a.	If S-NSSAI, DNN and service type received in the request are allowed or is part of the UE’s subscription data or group data (for a request targeting a group), UDM shall respond successfully to the NF service consumer. On success, the UDM responds with "200 OK" with the message body containing the AuthorizationData as relevant for the requesting NF service consumer.
2b.	If there is no valid AuthorizationData for the UE Identity or unknown UE Identity, HTTP status code "404 Not Found" shall be returned including additional error information in the response body (in the "ProblemDetails" element). 
2c. If S-NSSAI and/or DNN are not authorized for the service type according to the UE's subscription (including group data associated to the UE), or MTC Provider or AF are not allowed to perform this operation for the UE, HTTP status code "403 Forbidden" shall be returned including additional error information in the response body (in the "ProblemDetails" element). 
On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error information should be returned in the POST response body.
[bookmark: _Toc27585079][bookmark: _Toc36457032][bookmark: _Toc45027916][bookmark: _Toc45028751][bookmark: _Toc67681510][bookmark: _Toc82680086]5.x.2.3	UpdateNotify
[bookmark: _Toc27585080][bookmark: _Toc36457033][bookmark: _Toc45027917][bookmark: _Toc45028752][bookmark: _Toc67681511][bookmark: _Toc82680087]5.x.2.3.1	General
The following procedures using the UpdateNotify service operation are supported:
-	Service Specific Authorization Data Update Notification

[bookmark: _Toc27585081][bookmark: _Toc36457034][bookmark: _Toc45027918][bookmark: _Toc45028753][bookmark: _Toc67681512][bookmark: _Toc82680088]5.x.2.3.2	Service Specific Authorization Data Update Notification
Figure 5.x.2.3.2-1 shows a scenario where the UDM notifies the NF service consumer (that has subscribed during Service Specific Authorization Data Retrieval to receive such notification) about authorization revoke or update of subscription data associated to the UE or group of UE (see also 3GPP TS 23.502 [3] figure 4.15.6.10-2 step 1). The request contains the authUpdateCallbackUri URI as previously received by the UDM during Service Specific Authorization Data Retrieval.



Figure 5.x.2.3.2-1: Update UE’s service specific authorization data
1.	The UDM sends a POST request to the updNotifyCallbackUri (as provided by the NF service consumer during Service Specific Authorization Result Retrieval) when the UEs subscription data (or group data associated to the UE) is modified so that the authorization of UEs association with S-NSSAI, DNN and service type is changed. 
2.	The NF service consumer responds with "204 No Content".
On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error information should be returned in the POST response body.

* * * Next Change * * * *
6.x	Nudm_ServiceSpecificAuthorization Service API
[bookmark: _Toc11338843][bookmark: _Toc27585568][bookmark: _Toc36457578][bookmark: _Toc45028496][bookmark: _Toc45029331][bookmark: _Toc67682105][bookmark: _Toc82680733]6.x.1	API URI
The Nudm_ServiceSpecificAuthorization service shall use the Nudm_SSAU API.
The API URI of the Nudm_SSAU API shall be:
{apiRoot}/<apiName>/<apiVersion>
The request URI used in HTTP request from the NF service consumer towards the NF service producer shall have the structure defined in clause 4.4.1 of 3GPP TS 29.501 [5], i.e.:
{apiRoot}/<apiName>/<apiVersion>/<apiSpecificResourceUriPart>
with the following components:
-	The {apiRoot} shall be set as described in 3GPP TS 29.501 [5].
-	The <apiName> shall be "nudm-ssau".
-	The <apiVersion> shall be "v1".
-	The <apiSpecificResourceUriPart> shall be set as described in clause 6.x.3.
[bookmark: _Toc11338844][bookmark: _Toc27585569][bookmark: _Toc36457579][bookmark: _Toc45028497][bookmark: _Toc45029332][bookmark: _Toc67682106][bookmark: _Toc82680734]6.x.2	Usage of HTTP
[bookmark: _Toc11338845][bookmark: _Toc27585570][bookmark: _Toc36457580][bookmark: _Toc45028498][bookmark: _Toc45029333][bookmark: _Toc67682107][bookmark: _Toc82680735]6.x.2.1	General
HTTP/2, as defined in IETF RFC 7540 [13], shall be used as specified in clause 5 of 3GPP TS 29.500 [4].
HTTP/2 shall be transported as specified in clause 5.3 of 3GPP TS 29.500 [4].
HTTP messages and bodies for the Nudm_ServiceSpecificAuthorization service shall comply with the OpenAPI [14] specification contained in Annex A.x.
[bookmark: _Toc11338846][bookmark: _Toc27585571][bookmark: _Toc36457581][bookmark: _Toc45028499][bookmark: _Toc45029334][bookmark: _Toc67682108][bookmark: _Toc82680736]6.x.2.2	HTTP standard headers
[bookmark: _Toc11338847][bookmark: _Toc27585572][bookmark: _Toc36457582][bookmark: _Toc45028500][bookmark: _Toc45029335][bookmark: _Toc67682109][bookmark: _Toc82680737]6.x.2.2.1	General
The usage of HTTP standard headers shall be supported as specified in clause 5.2.2 of 3GPP TS 29.500 [4].
[bookmark: _Toc11338848][bookmark: _Toc27585573][bookmark: _Toc36457583][bookmark: _Toc45028501][bookmark: _Toc45029336][bookmark: _Toc67682110][bookmark: _Toc82680738]6.x.2.2.2	Content type
The following content types shall be supported:
JSON, as defined in IETF RFC 8259 [15], signalled by the content type "application/json".
The Problem Details JSON Object (IETF RFC 7807 [16] signalled by the content type "application/problem+json"
[bookmark: _Toc11338849][bookmark: _Toc27585574][bookmark: _Toc36457584][bookmark: _Toc45028502][bookmark: _Toc45029337][bookmark: _Toc67682111][bookmark: _Toc82680739]6.x.2.3	HTTP custom headers
[bookmark: _Toc11338850][bookmark: _Toc27585575][bookmark: _Toc36457585][bookmark: _Toc45028503][bookmark: _Toc45029338][bookmark: _Toc67682112][bookmark: _Toc82680740]6.x.2.3.1	General
The usage of HTTP custom headers shall be supported as specified in clause 5.2.3 of 3GPP TS 29.500 [4].
[bookmark: _Toc11338851][bookmark: _Toc27585576][bookmark: _Toc36457586][bookmark: _Toc45028504][bookmark: _Toc45029339][bookmark: _Toc67682113][bookmark: _Toc82680741]6.x.3	Resources
[bookmark: _Toc11338852][bookmark: _Toc27585577][bookmark: _Toc36457587][bookmark: _Toc45028505][bookmark: _Toc45029340][bookmark: _Toc67682114][bookmark: _Toc82680742]6.x.3.1	Overview
Figure 6.x.3.1-1 describes the resources supported by the Nudm_SSAU API.


Figure 6.x.3.1-1: Resource URI structure of the nudm-ssau API
Table 6.x.3.1-1 provides an overview of the resources and applicable HTTP methods.
Table 6.x.3.1-1: Resources and methods overview
	Resource name
(Archetype)
	Resource URI
	HTTP method or custom operation
	Description

	ServiceType
(Document)
	/{ueIdentity}/{serviceType}/authorize
	authorize (POST)
	Authorize the configuration request for the specific service identified by the serviceType.



[bookmark: _Toc11338853][bookmark: _Toc27585578][bookmark: _Toc36457588][bookmark: _Toc45028506][bookmark: _Toc45029341][bookmark: _Toc67682115][bookmark: _Toc82680743]6.x.3.2	Resource: ServiceType (Document)
[bookmark: _Toc11338854][bookmark: _Toc27585579][bookmark: _Toc36457589][bookmark: _Toc45028507][bookmark: _Toc45029342][bookmark: _Toc67682116][bookmark: _Toc82680744]6.x.3.2.1	Description
This resource represents the subscribed authorization information of a specific service for a GPSI or External Group Identifier.
[bookmark: _Toc11338855][bookmark: _Toc27585580][bookmark: _Toc36457590][bookmark: _Toc45028508][bookmark: _Toc45029343][bookmark: _Toc67682117][bookmark: _Toc82680745]6.x.3.2.2	Resource Definition
Resource URI: {apiRoot}/nudm-ssau/<apiVersion>/{ueIdentity}/{serviceType}
This resource shall support the resource URI variables defined in table 6.x.3.2.2-1.
Table 6.x.3.2.2-1: Resource URI variables for this resource
	Name
	Data type
	Definition

	apiRoot
	string
	See clause 6.x.1

	ueIdentity
	string
	Represents the GPSI or External Group Identifier (see 3GPP TS 23.501 [2] clause 7.2.5)
	pattern: "^ (msisdn-[0-9]{5,15}|extid-[^@]+@[^@]+|extgroupid-[^@]+@[^@]+|.+)$"

	serviceType
	ServiceType
	In this release the only defined Service Type is "AF guidance for URSP"



[bookmark: _Toc11338856][bookmark: _Toc27585581][bookmark: _Toc36457591][bookmark: _Toc45028509][bookmark: _Toc45029344][bookmark: _Toc67682118][bookmark: _Toc82680746]6.x.3.2.3	Resource Standard Methods
No Standard Methods are supported for this resource.
[bookmark: _Toc27585582][bookmark: _Toc36457592][bookmark: _Toc45028510][bookmark: _Toc45029345][bookmark: _Toc67682119][bookmark: _Toc82680747][bookmark: _Toc11338858]6.x.3.2.4	Resource Custom Operations
[bookmark: _Toc27585583][bookmark: _Toc36457593][bookmark: _Toc45028511][bookmark: _Toc45029346][bookmark: _Toc67682120][bookmark: _Toc82680748]6.x.3.2.4.1	Overview
Table 6.x.3.2.4.1-1: Custom operations
	Operation Name
	Custom operation URI
	Mapped HTTP method
	Description

	authorize
	/{ueIdentity}/{serviceType}/authorize
	POST
	Authorize the configuration request.



[bookmark: _Toc27585584][bookmark: _Toc36457594][bookmark: _Toc45028512][bookmark: _Toc45029347][bookmark: _Toc67682121][bookmark: _Toc82680749]6.x.3.2.4.2	Operation: authorize
[bookmark: _Toc27585585][bookmark: _Toc36457595][bookmark: _Toc45028513][bookmark: _Toc45029348][bookmark: _Toc67682122][bookmark: _Toc82680750]6.x.3.2.4.2.1	Description
This custom operation is used by the NF service consumer (NEF) to request UDM to authorize a specific service's configuration for the GPSI/External Group Identifier.
[bookmark: _Toc27585586][bookmark: _Toc36457596][bookmark: _Toc45028514][bookmark: _Toc45029349][bookmark: _Toc67682123][bookmark: _Toc82680751]6.x.3.2.4.2.2	Operation Definition
This operation shall support the request data structures specified in table 6.x.3.2.4.2.2-1 and the response data structure and response codes specified in table 6.x.3.2.4.2.2-2.
Table 6.x.3.2.4.2.2-1: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	AuthorizationInfo
	M
	1
	Contains S-NSSAI, DNN, MTC Provider Information, callback URI.



Table 6.x.3.2.4.2.2-2: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	AuthorizationData
	M
	1
	200 OK
	Upon success, a response body containing the GPSI or External Group ID shall be returned.

	ProblemDetails
	O
	1
	404 Not Found
	The "cause" attribute may be used to indicate one of the following application errors:
- USER_NOT_FOUND

	ProblemDetails
	O
	0..1
	403 Forbidden
	The "cause" attribute may be used to indicate one of the following application errors:
- DNN_NOT_ALLOWED
- MTC_PROVIDER_NOT_ALLOWED
- AF_INSTANCE_NOT_ALLOWED
- SNSSAI_NOT_ALLOWED
- SERVICE_TYPE_NOT_ALLOWED

	NOTE:	In addition common data structures as listed in table 5.2.7.1-1 of 3GPP TS 29.500 [4] are supported.



[bookmark: _Toc27585587][bookmark: _Toc36457597][bookmark: _Toc45028515][bookmark: _Toc45029350][bookmark: _Toc67682124][bookmark: _Toc82680752]6.x.4	Custom Operations without associated resources
In this release of this specification, no custom operations without associated resources are defined for the Nudm_ServiceSpecificAuthorization Service.
[bookmark: _Toc11338859][bookmark: _Toc27585588][bookmark: _Toc36457598][bookmark: _Toc45028516][bookmark: _Toc45029351][bookmark: _Toc67682125][bookmark: _Toc82680753]6.x.5	Notifications
[bookmark: _Toc11338860][bookmark: _Toc27585589][bookmark: _Toc36457599][bookmark: _Toc45028517][bookmark: _Toc45029352][bookmark: _Toc67682126][bookmark: _Toc82680754]6.x.5.1	General
This clause will specify the use of notifications and corresponding protocol details if required for the specific service. When notifications are supported by the API, it will include a reference to the general description of notifications support over the 5G SBIs specified in 3GPP TS 29.500 [4] / 3GPP TS 29.501 [5].
[bookmark: _Toc27585590][bookmark: _Toc36457600][bookmark: _Toc45028518][bookmark: _Toc45029353][bookmark: _Toc67682127][bookmark: _Toc11338861]Table 6.x.5.1-1: Notifications overview
	Notification
	Resource URI
	HTTP method or custom operation
	Description
(service operation)

	Service Specific Data Update Notification 
	{authUpdateCallbackUri}
	POST
	



[bookmark: _Toc82680755]6.x.5.2	Service Specific Data Update Notification
The POST method shall be used for Service Specific Data Update Notifications and the Call-back URI shall be provided during the Service Specific Authorization Data Retrieval procedure. UDM should continuously generate Service Specific Authorization Data Update Notifications to service consumer (NEF) for UE for the event until validity time related to the UE expires, and if validity time expires, it indicates unsubscription to notification for the UE.
Resource URI: {authUpdateCallbackUri}
Support of URI query parameters are specified in table 6.x.5.2-1.
Table 6.x.5.2-1: URI query parameters supported by the POST method
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



Support of request data structures is specified in table 6.x.5.2-2 and of response data structures and response codes is specified in table 6.x.5.2-3.
Table 6.x.5.2-2: Data structures supported by the POST Request Body
	Data type
	P
	Cardinality
	Description

	AuthUpdateNotification
	M
	1
	



Table 6.x.5.2-3: Data structures supported by the POST Response Body
	Data type
	P
	Cardinality
	Response
codes
	Description

	n/a
	
	
	204 No Content
	Upon success, an empty response body shall be returned.

	NOTE:	In addition common data structures as listed in table 6.x.7-1 are supported.


[bookmark: _Toc27585591]
[bookmark: _Toc36457601][bookmark: _Toc45028519][bookmark: _Toc45029354][bookmark: _Toc67682128][bookmark: _Toc82680756]6.x.6	Data Model
[bookmark: _Toc11338862][bookmark: _Toc27585592][bookmark: _Toc36457602][bookmark: _Toc45028520][bookmark: _Toc45029355][bookmark: _Toc67682129][bookmark: _Toc82680757]6.x.6.1	General
This clause specifies the application data model supported by the API.
Table 6.x.6.1-1 specifies the structured data types defined for the Nudm_SSAU service API. For simple data types defined for the Nudm_SSAU service API see table 6.x.6.3.2-1.
Table 6.x.6.1-1: Nudm_SSAU specific Data Types
	Data type
	Clause defined
	Description

	AuthUpdateNotification
	6.x.6.2.2
	

	AuthUpdateInfo
	6.x.6.2.3
	



Table 6.x.6.1-2 specifies data types re-used by the Nudm_SSAU service API from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Nudm_SSAU service API.
Table 6.x.6.1-2: Nudm_SSAU re-used Data Types
	Data type
	Reference
	Comments

	AuthorizationInfo
	6.6.6.2.6
	

	AuthorizationData
	6.6.6.2.2
	

	Dnn
	3GPP TS 29.571 [7]
	Data Network Name with Network Identifier only.

	Snssai
	3GPP TS 29.571 [7]
	



[bookmark: _Toc11338863][bookmark: _Toc27585593][bookmark: _Toc36457603][bookmark: _Toc45028521][bookmark: _Toc45029356][bookmark: _Toc67682130][bookmark: _Toc82680758]6.x.6.2	Structured data types
[bookmark: _Toc11338864][bookmark: _Toc27585594][bookmark: _Toc36457604][bookmark: _Toc45028522][bookmark: _Toc45029357][bookmark: _Toc67682131][bookmark: _Toc82680759]6.x.6.2.1	Introduction
This clause defines the structures to be used in resource representations.
[bookmark: _Toc11338865][bookmark: _Toc27585595][bookmark: _Toc36457605][bookmark: _Toc45028523][bookmark: _Toc45029358][bookmark: _Toc67682132][bookmark: _Toc82680760]6.x.6.2.2	Type: AuthUpdateNotification
Table 6.x.6.2.2-1: Definition of type AuthUpdateNotification
	Attribute name
	Data type
	P
	Cardinality
	Description

	serviceType
	ServiceType
	M
	1
	Specific service for which the authorization is updated

	snssai
	Snssai
	M
	1
	Identifies the Single Network Slice.

	dnn
	Dnn
	M
	1
	Identifies the DNN, shall contain the Network Identifier only.

	authUpdateInfoList
	array(AuthUpdateInfo)
	M
	1..N
	List of AuthUpdateInfo.



[bookmark: _Toc27585597][bookmark: _Toc36457607][bookmark: _Toc45028525][bookmark: _Toc45029360][bookmark: _Toc67682134][bookmark: _Toc82680762]6.x.6.2.3	Type: AuthUpdateInfo
Table 6.x.6.2.4-1: Definition of type AuthUpdateInfo
	Attribute name
	Data type
	P
	Cardinality
	Description

	authorizationData
	AuthorizationData
	M
	1
	This IE shall include the Authorization data.

	invalidityInd
	boolean
	O
	0..1
	Indicates whether the authorized Service Specific authoration data is still valid or not.
true: the authorized Service Specific authoration data is not valid.
false or absent: the authorized Service Specific authoration data is valid.


[bookmark: _Toc11338867]
[bookmark: _Toc27585600][bookmark: _Toc36457610][bookmark: _Toc45028528][bookmark: _Toc45029363][bookmark: _Toc67682137][bookmark: _Toc82680765]6.x.6.3	Simple data types and enumerations
[bookmark: _Toc11338868][bookmark: _Toc27585601][bookmark: _Toc36457611][bookmark: _Toc45028529][bookmark: _Toc45029364][bookmark: _Toc67682138][bookmark: _Toc82680766]6.x.6.3.1	Introduction
This clause defines simple data types and enumerations that can be referenced from data structures defined in the previous clauses.
[bookmark: _Toc11338869][bookmark: _Toc27585602][bookmark: _Toc36457612][bookmark: _Toc45028530][bookmark: _Toc45029365][bookmark: _Toc67682139][bookmark: _Toc82680767]6.x.6.3.2	Enumeration: ServiceType
Table 6.x.6.3.2-1: Enumeration ServiceType
	Enumeration value
	Description

	"AF_GUIDANCE_FOR_URSP"
	AF guidance for URSP allowed for the subscription



[bookmark: _Toc11338870][bookmark: _Toc27585603][bookmark: _Toc36457613][bookmark: _Toc45028531][bookmark: _Toc45029366][bookmark: _Toc67682140][bookmark: _Toc82680768]6.x.7	Error Handling
[bookmark: _Toc11338871][bookmark: _Toc27585604][bookmark: _Toc36457614][bookmark: _Toc45028532][bookmark: _Toc45029367][bookmark: _Toc67682141][bookmark: _Toc82680769]6.x.7.1	General
HTTP error handling shall be supported as specified in clause 5.2.4 of 3GPP TS 29.500 [4].
[bookmark: _Toc11338872][bookmark: _Toc27585605][bookmark: _Toc36457615][bookmark: _Toc45028533][bookmark: _Toc45029368][bookmark: _Toc67682142][bookmark: _Toc82680770]6.x.7.2	Protocol Errors
Protocol errors handling shall be supported as specified in clause 5.2.7 of 3GPP TS 29.500 [4].
[bookmark: _Toc11338873][bookmark: _Toc27585606][bookmark: _Toc36457616][bookmark: _Toc45028534][bookmark: _Toc45029369][bookmark: _Toc67682143][bookmark: _Toc82680771]6.x.7.3	Application Errors
The common application errors defined in the Table 5.2.7.2-1 in 3GPP TS 29.500 [4] may also be used for the Nudm_ServiceSpecificAuthorization service. The following application errors listed in Table 6.x.7.3-1 are specific for the Nudm_ServiceSpecificAuthorization service.
Table 6.x.7.3-1: Application errors
	Application Error
	HTTP status code
	Description

	UNKNOWN_5GS_SUBSCRIPTION
	403 Forbidden
	No 5GS subscription is associated with the user.

	USER_NOT_FOUND
	404 Not Found
	The user does not exist in the HPLMN

	DNN_NOT_ALLOWED
	403 Forbidden
	DNN not authorized for the user

	MTC_PROVIDER_NOT_ALLOWED
	403 Forbidden
	MTC Provider not authorized 

	AF_INSTANCE_NOT_ALLOWED
	403 Forbidden
	This AF instance is not authorized 

	SNSSAI_NOT_ALLOWED
	403 Forbidden
	This SNSSAI is not authorized to this user 

	[bookmark: _Hlk83887506]SERVICE_TYPE_NOT_ALLOWED
	403 Forbidden
	This serviceType is not authorized to this user.



[bookmark: _Toc11338874][bookmark: _Toc27585607][bookmark: _Toc36457617][bookmark: _Toc45028535][bookmark: _Toc45029370][bookmark: _Toc67682144][bookmark: _Toc82680772]6.x.8	Feature Negotiation
The optional features in table 6.x.8-1 are defined for the Nudm_SSAU API. They shall be negotiated using the extensibility mechanism defined in clause 6.6 of 3GPP TS 29.500 [4].
Table 6.x.8-1: Supported Features
	Feature number
	Feature Name
	Description
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[bookmark: _Toc11338875][bookmark: _Toc27585608][bookmark: _Toc36457618][bookmark: _Toc45028536][bookmark: _Toc45029371][bookmark: _Toc67682145][bookmark: _Toc82680773]6.x.9	Security
As indicated in 3GPP TS 33.501 [6] and 3GPP TS 29.500 [4], the access to the Nudm_SSAU API may be authorized by means of the OAuth2 protocol (see IETF RFC 6749 [18]), based on local configuration, using the "Client Credentials" authorization grant, where the NRF (see 3GPP TS 29.510 [19]) plays the role of the authorization server.
If OAuth2 is used, an NF Service Consumer, prior to consuming services offered by the Nudm_SSAU API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in 3GPP TS 29.510 [19], clause 5.4.2.2.
NOTE:	When multiple NRFs are deployed in a network, the NRF used as authorization server is the same NRF that the NF Service Consumer used for discovering the Nudm_SSAU service.
The Nudm_SSAU API defines a single scope "nudm-ssau" for OAuth2 authorization (as specified in 3GPP TS 33.501 [6]) for the entire API, and it does not define any additional scopes at resource or operation level.

* * * Next Change * * * *

A.x	Nudm_SSAU API
openapi: 3.0.0

info:
  version: '1.0.0-alpha.1'
  title: 'Nudm_SSAU'
  description: |
    Nudm Service Specific Authorization Service.
    Â© 2021, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.

externalDocs:
  description: 3GPP TS 29.503 Unified Data Management Services, version 17.5.0
  url: 'http://www.3gpp.org/ftp/Specs/archive/29_series/29.503/'

servers:
  - url: '{apiRoot}/nudm-ssau/v1'
    variables:
      apiRoot:
        default: https://example.com
        description: apiRoot as defined in clause clause 4.4 of 3GPP TS 29.501.

security:
  - oAuth2ClientCredentials:
    - nudm-ssau
  - {}

paths:
  /{ueIdentity}/{serviceType}/authorize:
    post:
      summary: Authorization for the Service specific parameters in the request.
      operationId: ServiceSpecificAuthorization
      tags:
        - Service specific authorization request
      parameters:
        - name: ueIdentity
          in: path
          description: Represents the scope of the UE for which the Service Specific Parameters are authorized. Contains the GPSI of the user or the external group ID.
          required: true
          schema:
            type: string
            pattern: '^(msisdn-[0-9]{5,15}|.+|extid-[^@]+@[^@]+|extgroupid-[^@]+@[^@]+)$'
        - name: serviceType
          in: path
          description: Represents the specific service for which the Service Specific Parameters are authorized. 
          required: true
          schema:
            $ref: '#/components/schemas/ServiceType'
      requestBody:
        content:
          application/json:
            schema:
              $ref: 'TS29503_Nudm_NIDDAU.yaml#/components/schemas/AuthorizationInfo'
        required: true
      responses:
        '200':
          description: Expected response to a valid request
          content:
            application/json:
              schema:
                $ref: 'TS29503_Nudm_NIDDAU.yaml#/components/schemas/AuthorizationData'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '501':
          $ref: 'TS29571_CommonData.yaml#/components/responses/501'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          description: Unexpected error
      callbacks:
        authUpdateNotification:
          '{request.body#/authUpdateCallbackUri}':
            post:
              requestBody:
                required: true
                content:
                  application/json:
                    schema:
                      $ref: '#/components/schemas/AuthUpdateNotification'
              responses:
                '204':
                  description: Expected response to a valid request


components:
  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '{nrfApiRoot}/oauth2/token'
          scopes:
            nudm-ssau: Access to the nudm-ssau API

  schemas:

# COMPLEX TYPES:
#
    AuthUpdateNotification:
      type: object
      required:
        - serviceType
        - snssai
        - dnn
        - authUpdateInfoList
      properties:
        serviceType:
          $ref: '#/components/schemas/ServiceType'
        snssai:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Snssai'
        dnn:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Dnn'
        authUpdateInfoList:
          type: array
          items:
            $ref: '#/components/schemas/AuthUpdateInfo'
          minItems: 1

    AuthUpdateInfo:
      type: object
      required:
        - authorizationData
      properties:
        authorizationData:
          $ref: 'TS29503_Nudm_NIDDAU.yaml#/components/schemas/AuthorizationData'
        invalidityInd:
          type: boolean



# SIMPLE TYPES:



# ENUMS:

    ServiceType:
      anyOf:
        - type: string
          enum:
          - AF_GUIDANCE_FOR_URSP
        - type: string


* * * End of Changes * * * *
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