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1. Introduction
<Introduction part (optional)>
2. Reason for Change
TS 23.256 defines the NEF authentication service as Nnef_Authentication not Nnef_Auth.
The <apiName> is defined as "nnef-authentication" or "nnef-auth" in several places, it is proposed to define the name as nnef-authentication.
3. Conclusions
<Conclusion part (optional)>
4. Proposal
It is proposed to agree the following changes to 3GPP TS 29.256 v0.4.0.

* * * First Change * * * *
[bookmark: _Toc510696586][bookmark: _Toc35971378][bookmark: _Toc63347605][bookmark: _Toc70168768][bookmark: _Toc85878881]5.1	Introduction
The table 5.1-1 shows the UAS-NF/NEF Services and Service Operations:
Table 5.1-1 List of UAS-NF/NEF Services
	Service Name
	Service Operations
	Operation Semantics
	Example Consumer(s)
	Mapped Service Operation 

	Nnef_Authentication
	[bookmark: _Hlk71455476]AuthenticateAuthorize
	Request/Response
	AMF, SMF
	Nnef_Authentication_AuthenticateAuthorize

	
	Notificationy
	Subscribe/Notify
	AMF, SMF
	Nnef_Authentication_AuthNotifyNotification



* * * Next Change * * * *
[bookmark: _Toc510696587][bookmark: _Toc35971379][bookmark: _Toc63347606][bookmark: _Toc70168769][bookmark: _Toc85878882]5.2	Nnef_Authentication Service

* * * Next Change * * * *
5.2.2.1	Introduction
The Nnef_Authentication service supports following service operations:
-	AuthenticateAuthorize
-	AuthNotifyNotification
Editor's note:	Service names alignment with SA2 is FFS.

* * * Next Change * * * *
[bookmark: _Toc510696598][bookmark: _Toc35971390][bookmark: _Toc63347617][bookmark: _Toc70168780][bookmark: _Toc85878887]6.1	Nnef_Authentication Service API
[bookmark: _Toc510696599][bookmark: _Toc35971391][bookmark: _Toc63347618][bookmark: _Toc70168781][bookmark: _Toc85878888]6.1.1	Introduction
The Nnef_Authentication shall use the Nnef_Authentication API.
The API URI of the Nnef_Authentication API shall be:
{apiRoot}/<apiName>/<apiVersion>/
The request URIs used in HTTP requests from the NF service consumer towards the NF service producer shall have the Resource URI structure defined in clause 4.4.1 of 3GPP TS 29.501 [5], i.e.:
{apiRoot}/<apiName>/<apiVersion>/<apiSpecificResourceUriPart>
with the following components:
-	The {apiRoot} shall be set as described in 3GPP TS 29.501 [5].
-	The <apiName> shall be "nnef-authentication".
-	The <apiVersion> shall be "v1".
-	The <apiSpecificResourceUriPart> shall be set as described in clause 6.1.3.

* * * Next Change * * * *
[bookmark: _Toc35971392][bookmark: _Toc63347619][bookmark: _Toc70168782][bookmark: _Toc85878889]6.1.2	Usage of HTTP
[bookmark: _Toc510696601][bookmark: _Toc35971393][bookmark: _Toc63347620][bookmark: _Toc70168783][bookmark: _Toc85878890]6.1.2.1	General
HTTP/2, IETF RFC 7540 [8], shall be used as specified in clause 5 of 3GPP TS 29.500 [4].
HTTP/2 shall be transported as specified in clause 5.3 of 3GPP TS 29.500 [4].
The OpenAPI [9] specification of HTTP messages and content bodies for the Nnef_Authentication API is contained in Annex A.

* * * Next Change * * * *
[bookmark: _Toc510696608][bookmark: _Toc35971399][bookmark: _Toc63347626][bookmark: _Toc70168789][bookmark: _Toc85878896]6.1.3.1	Overview
The structure of the Resource URIs of the Nnef_Authentication API is shown in Figure 6.1.3.1-1


Figure 6.1.3.1-1: Resource URI structure of the Nnef_Authentication API
Table 6.1.3.1-1 provides an overview of the resources and applicable HTTP methods.
Table 6.1.3.1-1: Resources and methods overview
	Resource name
	Resource URI
	HTTP method or custom operation
	Description

	uav-authentications 
	/uav-authentications
	POST
	A UAV authentication




* * * Next Change * * * *
[bookmark: _Toc510696629][bookmark: _Toc35971420][bookmark: _Toc63347647][bookmark: _Toc70168810][bookmark: _Toc85878904]6.1.5.1	General
This clause specifies the notifications provided by the Nnef_Authentication service.
Notifications shall comply to clause 6.2 of 3GPP TS 29.500 [4] and clause 4.6.2.3 of 3GPP TS 29.501 [5].

* * * Next Change * * * *
[bookmark: _Toc510696633][bookmark: _Toc35971428][bookmark: _Toc63347655][bookmark: _Toc70168818][bookmark: _Toc85878911]6.1.6.1	General
This clause specifies the application data model supported by the API.
Table 6.1.6.1-1 specifies the data types defined for the Nnef_Authentication service based interface protocol.

Table 6.1.6.1-1: Nnef_Authentication specific Data Types
	Data type
	Clause defined
	Description
	Applicability

	[bookmark: _Hlk71560146]UAVAuthInfo
	6.1.6.2.2
	Information within Authenticate Request
	

	AuthNotification
	6.1.6.2.3
	Information within notification
	

	UAVAuthResponse
	6.1.6.2.4
	Information within Authenticate Response
	

	AuthResult
	6.1.6.3.3
	Enumeration indicating authentication result
	

	NotifType
	6.1.6.3.4
	Enumeration Notification type
	



Table 6.1.6.1-2 specifies data types re-used by the Nnef_Authentication service based interface protocol from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Nnef_Authentication service based interface.
Table 6.1.6.1-2: Nnef_Authentication re-used Data Types
	Data type
	Reference
	Comments
	Applicability

	IpAddr
	3GPP TS 29.571 [15]
	IP address
	

	Pei
	3GPP TS 29.571 [15]
	Permanent Equipment Identifier
	

	Uri
	3GPP TS 29.571 [15]
	Uri
	

	Gpsi
	3GPP TS 29.571 [15]
	GPSI
	

	ExtSnssai
	3GPP TS 29.571 [15]
	Ext Snssai
	

	Dnn
	3GPP TS 29.571 [15]
	DNN information
	

	UserLocation
	3GPP TS 29.571 [15]
	User location
	

	NFType
	3GPP TS 29.510 [14]
	NF Type 
	




* * * Next Change * * * *
[bookmark: _Toc35971444][bookmark: _Toc63347671][bookmark: _Toc70168834][bookmark: _Toc85878921]6.1.7.1	General
For the Nnef_Authentication API, HTTP error responses shall be supported as specified in clause 4.8 of 3GPP TS 29.501 [5]. Protocol errors and application errors specified in table 5.2.7.2-1 of 3GPP TS 29.500 [4] shall be supported for an HTTP method if the corresponding HTTP status codes are specified as mandatory for that HTTP method in table 5.2.7.1-1 of 3GPP TS 29.500 [4].
In addition, the requirements in the following clauses are applicable for the Nnef_Authentication API.
[bookmark: _Toc35971445][bookmark: _Toc63347672][bookmark: _Toc70168835][bookmark: _Toc85878922]6.1.7.2	Protocol Errors
No specific procedures for the Nnef_Authentication service are specified.
[bookmark: _Toc35971446][bookmark: _Toc63347673][bookmark: _Toc70168836][bookmark: _Toc85878923]6.1.7.3	Application Errors
The application errors defined for the <API name> Nnef_Authentication service are listed in Table 6.1.7.3-1.
Table 6.1.7.3-1: Application errors
	Application Error
	HTTP status code
	Description

	AUTHENTICATION_FAILURE
	403 Forbidden
	The UAV authentication is failed

	PEER_NOT_RESPONDING
	504 Gateway Timeout
	No response is received from the remote peer (i.e. USS) when time out.



[bookmark: _Toc63347674][bookmark: _Toc70168837][bookmark: _Toc85878924]6.1.8	Feature negotiation
The optional features in table 6.1.8-1 are defined for the Nnef_Authentication<API name> API. They shall be negotiated using the extensibility mechanism defined in clause 6.6 of 3GPP TS 29.500 [4].
Table 6.1.8-1: Supported Features
	Feature number
	Feature Name
	Description

	
	
	



* * * Next Change * * * *
[bookmark: _Toc532994477][bookmark: _Toc35971448][bookmark: _Toc63347675][bookmark: _Toc70168838][bookmark: _Toc85878925][bookmark: _Hlk525137310]6.1.9	Security
As indicated in 3GPP TS 33.501 [12] and 3GPP TS 29.500 [4], the access to the Nnef_Authentication API may be authorized by means of the OAuth2 protocol (see IETF RFC 6749 [13]), based on local configuration, using the "Client Credentials" authorization grant, where the NRF (see 3GPP TS 29.510 [14]) plays the role of the authorization server.
If OAuth2 is used, an NF Service Consumer, prior to consuming services offered by the Nnef_Authentication API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in 3GPP TS 29.510 [14], clause 5.4.2.2.
NOTE:	When multiple NRFs are deployed in a network, the NRF used as authorization server is the same NRF that the NF Service Consumer used for discovering the Nnef_Authentication service.
[bookmark: _Hlk530142087]The Nnef_Authentication API defines a single scope "nnef-authentication" for the entire service, and it does not define any additional scopes at resource or operation level.

* * * Next Change * * * *
[bookmark: _Toc63347679][bookmark: _Toc70168842][bookmark: _Toc85878928]A.2	Nnef_Authentication API
[bookmark: _Hlk515639407]openapi: 3.0.0

info:
  title: Nnef_Authentication
  version: 1.0.0-alpha.1
  description: |
    NEF Auth Service.
    © 2021, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.

externalDocs:
  description: 3GPP TS 29.256 V0.3.0; 5G System;Uncrewed Aerial Systems Network Function (UAS-NF);Aerial Management Services; Stage 3
  url: http://www.3gpp.org/ftp/Specs/archive/29_series/29.256/

servers:
  - url: '{apiRoot}/nnef-authentication/v1'
    variables:
      apiRoot:
        default: https://example.com
        description: apiRoot as defined in clause 4.4 of 3GPP TS 29.501

security:
  - {}
  - oAuth2ClientCredentials:
    - nnef-authentication

paths:
  /uav-authentications:
    post:
      summary:  UAV authentication
      tags:
        - UAV authentication
      requestBody:
        description: UAV authentication
        required: true
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/UAVAuthInfo'
      responses:
        '200':
          description: UAV Auth response or message exchange
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/UAVAuthResponse'
        '307':
          $ref: 'TS29571_CommonData.yaml#/components/responses/307'
        '308':
          $ref: 'TS29571_CommonData.yaml#/components/responses/308'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/401'
        '504':
          $ref: 'TS29571_CommonData.yaml#/components/responses/504'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'
      callbacks:
        authNotification:
          '{request.body#/authNotification }':
            post:
              requestBody:
                required: true
                content:
                  application/json:
                    schema:
                      $ref: '#/components/schemas/AuthNotification'
              responses:
                '204':
                  description: Successful Notification response
                '307':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/307'
                '308':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/308'
                '400':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/400'
                default:
                  $ref: 'TS29571_CommonData.yaml#/components/responses/default'

components:
  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '{nrfApiRoot}/oauth2/token'
          scopes:
            nnef-authentication: Access to the Nnef_authentication API





  schemas:
#
# STRUCTURED DATA TYPES
#
    UAVAuthInfo:
      description: UAV auth data
      type: object
      required:
        - gpsi
        - serviceLevelId
      properties:
        gpsi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Gpsi'
        serviceLevelId:
          type: string
        authNotificationURI:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Uri'
        ipAddr:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/IpAddr'
        pei:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Pei'
        authServerAddress:
          type: string
        authMsg:
          type: string
        ueLocInfo:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/UserLocation'
        dnn:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Dnn'
        sNssai:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/ExtSnssai'

    UAVAuthResponse:
      description: UAV auth response data
      type: object
      required:
        - gpsi
      properties:
        gpsi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Gpsi'
        serviceLevelId:
          type: string
        authSessCorrId:
          type: string
        authMsg:
          type: string
        authResult:
          $ref: '#/components/schemas/AuthResult'
        uasResourceRelease:
          type: boolean
          default: false

    AuthNotification:
      description: UAV related notification
      type: object
      required:
        - gpsi
        - serviceLevelId
        - notifType
      properties:
        gpsi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Gpsi'
        serviceLevelId:
          type: string
        authSessCorrId:
          type: string
        authMsg:
          type: string
        notifType:
          $ref: '#/components/schemas/NotifType'
        revokeCause:
          type: string
        ipAddr:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/IpAddr'


#
# SIMPLE DATA TYPES
#

#
# ENUMERATIONS
#

    AuthResult:
      anyOf:
        - type: string
          enum:
          - AUTH_SUCCESS
          - AUTH_FAILURE
        - type: string
    NotifType:
      anyOf:
        - type: string
          enum:
          - REAUTH
          - UPDATEAUTH
          - REVOKE
[bookmark: _Toc77761041]        - type: string
* * * End of Changes * * * *

image1.emf
{apiRoot}/nnef-authentication/<apiVersion>

/uav-authentications


Microsoft_Visio_2003-2010_Drawing.vsd
{apiRoot}/nnef-authentication/<apiVersion>


/uav-authentications



