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*******
* * * First Change * * * *
[bookmark: _Toc20126930][bookmark: _Toc27588906][bookmark: _Toc36459702][bookmark: _Toc45029263][bookmark: _Toc56520539][bookmark: _Toc82686492][bookmark: _Toc20127157][bookmark: _Toc27589148][bookmark: _Toc36459954][bookmark: _Toc45029548][bookmark: _Toc56520835][bookmark: _Toc82686854][bookmark: _Toc20126924][bookmark: _Toc27588900][bookmark: _Toc36459696][bookmark: _Toc45029257][bookmark: _Toc56520533][bookmark: _Toc82686486]5.2.2	Resource: AuthenticationSubscription
[bookmark: _Toc20126925][bookmark: _Toc27588901][bookmark: _Toc36459697][bookmark: _Toc45029258][bookmark: _Toc56520534][bookmark: _Toc82686487]5.2.2.1	Description
This resource is modelled with the Document resource archetype (see clause C.1 of 3GPP TS 29.501 [7]).
NOTE 1:	This resource contains security-sensitive attributes, such as the long-term key of the UE (see "encPermanentKey" attribute of the AuthenticationSubscription data type in clause 5.4.2.2). Read/write access can be authorized by means of OAuth2.
NOTE 2:	Although these security-sensitive attributes are stored in an encrypted form in the UDR, operators can consider its storage separately from other types of subscription data. How to achieve this in a secure way is implementation-specific; a description of a typical mechanism can be found in the informative Annex X in 3GPP TS 29.500 [8].
[bookmark: _Toc20126926][bookmark: _Toc27588902][bookmark: _Toc36459698][bookmark: _Toc45029259][bookmark: _Toc56520535][bookmark: _Toc82686488]5.2.2.2	Resource Definition
Resource URI: {apiRoot}/nudr-dr/<apiVersion>/subscription-data/{ueId}/authentication-data/authentication-subscription
This resource shall support the resource URI variables defined in table 5.2.2.2-1.
Table 5.2.2.2-1: Resource URI variables for this resource
	Name
	Definition

	apiRoot
	See 3GPP TS 29.504 [2] clause 6.1.1

	ueId
	Represents the Subscription Identifier of the UE.
It may be the SUPI (see 3GPP TS 23.501 [4], clause 5.9.2) of the UE or a pseudonym in SUPI format (e.g. the GLI or GCI of the UE; see 3GPP TS 23.316 [18], clauses 4.7.3 and 4.7.4). 
	Pattern: See pattern of type Supi in 3GPP TS 29.571 [3].



[bookmark: _Toc20126927][bookmark: _Toc27588903][bookmark: _Toc36459699][bookmark: _Toc45029260][bookmark: _Toc56520536][bookmark: _Toc82686489]5.2.2.3	Resource Standard Methods
[bookmark: _Toc20126928][bookmark: _Toc27588904][bookmark: _Toc36459700][bookmark: _Toc45029261][bookmark: _Toc56520537][bookmark: _Toc82686490]5.2.2.3.1	GET
This method shall support the URI query parameters specified in table 5.2.2.3.1-1.
Table 5.2.2.3.1-1: URI query parameters supported by the GET method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	supported-features
	SupportedFeatures
	O
	0..1
	see  3GPP TS 29.500 [8] clause 6.6



This method shall support the request data structures specified in table 5.2.2.3.1-2 and the response data structures and response codes specified in table 5.2.2.3.1-3.
Table 5.2.2.3.1-2: Data structures supported by the GET Request Body on this resource
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	



Table 5.2.2.3.1-3: Data structures supported by the GET Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	AuthenticationSubscription
	M
	1
	200 OK
	Upon success, a response body containing the AuthenticationSubscription shall be returned. UDR shall include 'snpnId' attribute, if the UE is authorized to access specific SNPN. Otherwise, the UDR shall not include 'snpnId' attribute. This is necessary for SNPN scenarios, see e.g. clause 5.3.2.2.2 in 3GPP TS 29.503 [6]).

	NOTE:	In addition common data structures as listed in table 5.5-1 are supported.



[bookmark: _Toc20126929][bookmark: _Toc27588905][bookmark: _Toc36459701][bookmark: _Toc45029262][bookmark: _Toc56520538][bookmark: _Toc82686491]5.2.2.3.2	PATCH
This method is used to modify the authentication data of UE in the UDR.
This method shall support the URI query parameters specified in table 5.2.2.3.2-1.
Table 5.2.2.3.2-1: URI query parameters supported by the PATCH method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	supported-features
	SupportedFeatures
	O
	0..1
	see 3GPP TS 29.500 [8] clause 6.6



This method shall support the request data structures specified in table 5.2.2.3.2-2 and the response data structures and response codes specified in table 5.2.2.3.2-3.
Table 5.2.2.3.2-2: Data structures supported by the PATCH Request Body on this resource
	Data type
	P
	Cardinality
	Description

	array(PatchItem)
	M
	1..N
	Contains the delta data to the authentication subscription of a UE



Table 5.2.2.3.2-3: Data structures supported by the PATCH Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	n/a
	
	
	204 No Content
	Upon successful modification there is no body in the response message. (NOTE 2)

	PatchResult
	M
	1
	200 OK
	Upon success, the execution report is returned. (NOTE 2)

	ProblemDetails
	O
	0..1
	403 Forbidden
	If one or more attributes are not allowed to be modified according to e.g. policy or local configuration, then
the invalidParams attribute shall contain the JSON pointers of attributes which are not allowed to be modifiedand the cause attribute shall be set to "MODIFICATION_NOT_ALLOWED", see 3GPP TS 29.500 [8] table 5.2.7.2-1.

	NOTE 1:	In addition common data structures as listed in table 5.5-1 are supported.
NOTE 2:	If all the modification instructions in the PATCH request have been implemented, the UDR shall respond with 204 No Content response; if some of the modification instructions in the PATCH request have been discarded, and the NF service consumer has included in the supported-feature query parameter the "PatchReport" feature number, the UDR shall respond with PatchResult.




* * * 2nd Change * * * *
[bookmark: _Toc20127197][bookmark: _Toc27589188][bookmark: _Toc36459994][bookmark: _Toc45029590][bookmark: _Toc56520877][bookmark: _Toc82686910][bookmark: _Toc20127153][bookmark: _Toc27589144][bookmark: _Toc36459950][bookmark: _Toc45029544][bookmark: _Toc56520831][bookmark: _Toc82686850]5.4	Data Model
[bookmark: _Toc20127154][bookmark: _Toc27589145][bookmark: _Toc36459951][bookmark: _Toc45029545][bookmark: _Toc56520832][bookmark: _Toc82686851]5.4.1	General
This clause specifies the application data model supported by the API.
Table 5.4.1-1 specifies the data types defined for the Nudr service based interface protocol.
Table 5.4.1-1: Nudr Subscriber Data specific Data Types
	Data type
	Clause defined
	Description

	AuthenticationSubscription
	5.4.2.2
	A UE's authentication data

	OperatorSpecificDataContainer
	5.4.2.3
	Container for operator specific data

	SmfRegList
	5.4.2.4
	The list of all the SMF registrations of a UE

	SubscriptionDataSubscriptions
	5.4.2.5
	A subscription to notifications.

	DataChangeNotify
	5.4.2.6
	Container for data which have changed and notification was requested when changed.

	IdentityData
	5.4.2.7
	Identity data corresponds to the provided ueId

	ProvisionedDataSets
	5.4.2.8
	Contains the provisioned data sets

	SorData
	5.4.2.9
	Used to store the status of the latest SOR data update

	UpuData
	5.4.2.9A
	Used to store the status of the latest UPU data update

	NssaiAckData
	5.4.2.9B
	Used to store the status of the latest NSSAI data update

	CagAckData
	5.4.2.9C
	Used to store the status of the latest CAG data update

	AmfSubscriptionInfo
	5.4.2.19
	Information the UDR stores and retrieves related to active subscriptions at the AMF(s)

	EeProfileData
	5.4.2.20
	Event Exposure Profile Data

	ContextDataSets
	5.4.2.22
	Contains the context data sets

	SequenceNumber
	5.4.2.23
	Contains the SQN

	MessageWaitingData
	5.4.2.24
	Message Waiting Data list

	SmscData
	5.4.2.25
	Addresses of SM-Service Center entities with SMS waiting to be delivered to the UE

	SmfSubscriptionInfo
	5.4.2.26
	Information the UDR stores and retrieves related to active subscriptions at the SMF(s)

	SmfSubscriptionItem
	5.4.2.27
	Contains info about a single SMF event subscription

	MtcProvider
	5.4.2.28
	MTC provider information

	HssSubscriptionInfo
	5.4.2.29
	Information the UDR stores related to active subscriptions at the HSS(s)

	HssSubscriptionItem
	5.4.2.30
	Contains info about a single HSS event subscription

	EeGroupProfileData
	5.4.2.31
	The Event Exposure Profile Data for a group of UEs

	Pp5gVnGroupProfileData
	5.4.2.32
	The Parameter Provision Profile Data for 5G VN groups

	PpProfileData
	5.4.2.33
	The Parameter Provision Profile Data

	AllowedMtcProviderInfo
	5.4.2.34
	Allowed MTC Providers or AFs Information to provision parameters for UE.

	GroupIdentifiers
	5.4.2.35
	External or Internal Group Identifier with a list of group members

	AuthorizationData
	5.4.2.36
	NIDD Authorization Information

	NiddAuthorizationInfo
	5.4.2.37
	Information the UDR stores and retrieves related to active NIDD authorizations

	PpDataEntryList
	5.4.3.38
	A list of the Provisioned Parameters entries.

	AuthMethod
	5.4.3.3
	Contains the Authentication Method

	DataSetName
	5.4.3.4
	The name of data set

	ContextDataSetName
	5.4.3.6
	The name of context data set

	SqnScheme
	5.4.3.7
	Scheme for generation of Sequence Numbers

	Sign
	5.4.3.8
	Sign of the DIF value

	UeUpdateStatus
	5.4.3.9
	Status of the procedure

	PpDataType
	5.4.3.10
	The data type of the Provisioned Parameters



Table 5.4.1-2 specifies data types re-used by the Nudr service based interface protocol from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Nudr service based interface.
Table 5.4.1-2: Nudr re-used Data Types
	Data type
	Reference
	Comments

	AccessAndMobilitySubscriptionData
	3GPP TS 29.503 [6]
	Access and Mobility Subscription Data

	SmfSelectionSubscriptionData
	3GPP TS 29.503 [6]
	SMF Selection Subscription Data

	SessionManagementSubscriptionData
	3GPP TS 29.503 [6]
	Session Management Subscription Data

	Amf3GppAccessRegistration
	3GPP TS 29.503 [6]
	The complete set of information relevant to the AMF where the UE has registered via 3GPP access.

	AmfNon3GppAccessRegistration
	3GPP TS 29.503 [6]
	The complete set of information relevant to the AMF where the UE has registered via non 3GPP access.

	SmfRegistration
	3GPP TS 29.503 [6]
	The complete set of information relevant to an SMF serving the UE

	SmsfRegistration
	3GPP TS 29.503 [6]
	The complete set of information relevant to the SMSF serving the UE.

	SmsManagementSubscriptionData
	3GPP TS 29.503 [6]
	SMS Management Subscription Data

	SupportedFeatures
	3GPP TS 29.571 [3]
	Used to negotiate the applicability of the optional features

	ProblemDetails
	3GPP TS 29.571 [3]
	Detailed information about the status code.

	PpData
	3GPP TS 29.503 [6]
	Parameter Provision Data

	PpDataEntry
	3GPP TS 29.503 [6]
	Provisioned Parameter Data Entry

	SmsSubscriptionData
	3GPP TS 29.503 [6]
	SMS Subscription Data

	PatchItem
	3GPP TS 29.571 [3]
	Data structure used for JSON patch.

	SdmSubscription
	3GPP TS 29.503 [6]
	A subscription to notifications

	EeSubscription
	3GPP TS 29.503 [6]
	A subscription to Notifications of event exposure

	Uri
	3GPP TS 29.571 [3]
	URI

	TraceData
	3GPP TS 29.571 [3]
	Trace Data

	Dnn
	3GPP TS 29.571 [3]
	Data Network Name

	Snssai
	3GPP TS 29.571 [3]
	Single NSSAI

	VarUeId
	3GPP TS 29.571 [3]
	String represents the SUPI or GPSI.


	NfInstanceId
	3GPP TS 29.571 [3]
	NF Instance Identifier

	NotifyItem
	3GPP TS 29.571 [3]
	Common data type used for data change notification.

	OdbData
	3GPP TS 29.571 [3]
	Operator Determined Barring Data

	EventType
	3GPP TS 29.503 [6]
	Event Type

	ExtGroupId
	3GPP TS 29.503 [6]
	External Group Identifier

	PduSessionId
	3GPP TS 29.571 [3]
	PDU Session ID which identifies a PDU session

	DateTime
	3GPP TS 29.571 [3]
	Date Time

	UpuMac
	3GPP TS 29.509 [15]
	MAC value for protecting UPU procedure (UPU-MAC-IAUSF and UPU-MAC-IUE)

	5GVnGroupConfiguration
	3GPP TS 29.503 [6]
	5G VN Group Configuration data

	PatchResult
	3GPP TS 29.571 [3]
	Patch Result

	SupportedFeatures
	3GPP TS 29.571 [3]
	Supported Features

	AppPortId
	3GPP TS 29.503 [6]
	Application Port Identifier

	LcsPrivacyData
	3GPP TS 29.503 [6]
	LCS Privacy Subscription Data

	LcsMoData
	3GPP TS 29.503 [6]
	LCS Mobile Originated Subscription Data

	MtcProviderInformation
	3GPP TS 29.571 [3]
	An ID uniquely identifying MTC provider information

	EnhancedCoverageRestrictionData
	3GPP TS 29.503 [6]
	Enhanced Coverage Restriction Data

	LocationInfo
	3GPP TS 29.503 [6]
	Location Information

	V2xSubscriptionData
	3GPP TS 29.503 [6]
	V2X Subscription Data

	E164Number
	3GPP TS 29.503 [6]
	E164Number

	NetworkNodeDiameterAddress
	3GPP TS 29.503 [6]
	Diameter Address of an Network Node 

	IpSmGwRegistration
	3GPP TS 29.503 [6]
	The complete set of information relevant to the IP-SM-GW where the UE has registered.

	LcsBroadcastAssistanceTypesData
	3GPP TS 29.503 [6]
	[bookmark: _Hlk40710916]LCS Broadcast Assistance Data Types

	ContextInfo
	3GPP TS 29.503 [6]
	Contains the headers received by an NF.

	NfGroupId
	3GPP TS 29.571 [3]
	NF Group ID

	ProseSubscriptionData
	3GPP TS 29.503 [6]
	ProSe Service Subscription Data

	PlmnId
	3GPP TS 29.571 [3]
	PLMN ID

	PlmnIdNid
	3GPP TS 29.571 [3]
	PLMN Identity and NID for identifying an SNPN

	AppPortId
	3GPP TS 29.503 [6]
	Application Port Id

	AuthorizationInfo
	3GPP TS 29.503 [6]
	Contains NIDD Authorization Information



* * * 3rd Change * * * *
5.4.2.2	Type: AuthenticationSubscription
Table 5.4.2.2-1: Definition of type AuthenticationSubscription
	Attribute name
	Data type
	P
	Cardinality
	Description

	authenticationMethod
	AuthMethod
	M
	1
	String containing the Authentication Method ("5G_AKA", "EAP_AKA_PRIME", "EAP_TLS"...) that shall be used when the UE's device is 5G capable.

If AV generation for HSS is required in UDM, this attribute shall take any 5G AKA-based value (i.e. "5G_AKA" or "EAP_AKA_PRIME").

	encPermanentKey
	string
	C
	0..1
	The encrypted value (hexstring) of the permanent authentication key (K) (see 3GPP TS 33.501 [9]).
It shall be present if the authentication method is "5G_AKA" or "EAP_AKA_PRIME" unless vector generation is to be done in the HSS.

	protectionParameterId
	string
	C
	0..1
	Identifies a parameter set securely stored in the UDM (ARPF) that can be used to decrypt the encPermanentKey (and encOpcKey or encTopcKey if present). Values and their meaning are HPLMN-operator specific.
It shall be present if the authentication method is "5G_AKA" or "EAP_AKA_PRIME" unless vector generation is to be done in the HSS.

	sequenceNumber
	SequenceNumber
	C
	0..1
	String containing the SQN as defined in 3GPP TS 33.102 [10].
It shall be present if the authentication method is "5G_AKA" or "EAP_AKA_PRIME" unless vector generation is to be done in the HSS.

	authenticationManagementField
	string
	C
	0..1
	Hexstring containing the Authentication management field as defined in 3GPP TS 33.501 [9].
It shall be present if the authentication method is "5G_AKA" or "EAP_AKA_PRIME" unless vector generation is to be done in the HSS.
Pattern: '^[A-Fa-f0-9]{4}$'

	algorithmId
	string
	C
	0..1
	Identifies a parameter set securely stored in the UDM (ARPF) that provides details on the algorithm and parameters used to generate authentication vectors. Values and their meaning are HPLMN-operator specific.
It shall be present if the authentication method is "5G_AKA" or "EAP_AKA_PRIME" unless vector generation is to be done in the HSS.

	encOpcKey
	string
	O
	0..1
	Hexstring of the encrypted OPC Key.
Presence indicates that the provided value (decrypted) shall be used instead of the value derived from OP and K.

	encTopcKey
	string
	O
	0..1
	Hexstring of the encrypted TOPC Key.
Presence indicates that the provided value (decrypted) shall be used instead of the value derived from TOP and K.

	hssGroupId
	NfGroupId
	O
	0..1
	Identity of the HSS group associated with the subscription that might be used by the UDM to discover the HSS; see 3GPP TS 29.510 [19].
This attribute may be present if the vectorGenerationInHss attribute is present and set to True.

	vectorGenerationInHss
	boolean
	O
	0..1
	True indicates that the UDM needs to retrieve an Authentication Vector from the HSS;
False and absence indicates that vector generation shall be performed in the UDM.

	n5gcDeviceAuthMethod
	AuthMethod
	O
	0..1
	String containing the Authentication Method that shall be used when the UE's device is Non-5G-Capable behind Cable RGs in private networks or in isolated deployment scenarios with wireline access.
See NOTE.

	rgAuthenticationInd
	boolean
	O
	0..1
	true: indicates that authentication by the home network is not required if authentication has been completed by the W-5GAN. See 3GPP TS 33.501 [9] clause 7b.
false (default): otherwise.

	supi
	Supi
	C
	0..1
	If present, this IE shall contain the UE's SUPI which shall contain an IMSI.
It shall be present if the subscription is allowed to be identified by a pseudonym of the SUPI e.g. by a GCI or GLI that is not the SUPI.

	akmaAllowed
	boolean
	O
	0..1
	This IE indicates whether or not the subscriber is allowed to use AKMA:
- true: subscriber is allowed to use AKMA
- absent or false: subscriber is not allowed to use AKMA

	snpnId
	PlmnIdNid
	O
	0..1
	If present, this attribute identifies an SNPN, which the UE is authorized to access (see step 2c in clause 5.3.2.2.2 of 3GPP TS 29.503 [6], which specifies UDM behavior if the UE performs registration in an SNPN using credentials from the Credentials Holder). 
Absence of this attribute indicates to the UDM that the UE is not authorized to access the SNPN.

	NOTE:	The attribute n5gcDeviceAuthMethod is used for EAP-TLS, which is described in the informative annex O of 3GPP TS 33.501 [9] and is not mandatory to support.



* * * 4th Change * * * *
A.2	Nudr_DataRepository API for Subscription Data
For the purpose of referencing entities in the Open API file defined in this Annex, it shall be assumed that this Open API file is contained in a physical file named "TS29505_Subscription_Data.yaml".

openapi: 3.0.0
info:
  version: '-'
  title: 'Unified Data Repository Service API file for subscription data'
  description: |
    Unified Data Repository Service (subscription data).
    The API version is defined in 3GPP TS 29.504.
    © 2021, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.

externalDocs:
  description: 3GPP TS 29.505 V17.4.0; 5G System; Usage of the Unified Data Repository Service for subscription data; Stage 3
  url: 'http://www.3gpp.org/ftp/Specs/archive/29_series/29.505/'

paths:

  /subscription-data/{ueId}/authentication-data/authentication-subscription:
    get:
      summary: Retrieves the authentication subscription data of a UE
      operationId: QueryAuthSubsData
      tags:
        - Authentication Data (Document)
      security:
        - {}
        - oAuth2ClientCredentials:
          - nudr-dr
        - oAuth2ClientCredentials:
          - nudr-dr
          - nudr-dr:subscription-data:authentication-subscription:read
      parameters:
        - name: ueId
          in: path
          description: UE id
          required: true
          schema:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'
        - name: supported-features
          in: query
          description: Supported Features
          schema:
             $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
      responses:
        '200':
          description: Expected response to a valid request
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/AuthenticationSubscription'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'

    patch:
      summary: modify the authentication subscription data of a UE
      operationId: ModifyAuthenticationSubscription
      tags:
        - Authentication Subscription (Document)
      security:
        - {}
        - oAuth2ClientCredentials:
          - nudr-dr
        - oAuth2ClientCredentials:
          - nudr-dr
          - nudr-dr:subscription-data:authentication-subscription:modify
      parameters:
        - name: ueId
          in: path
          description: UE id
          required: true
          schema:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'
        - name: supported-features
          in: query
          description: Features required to be supported by the target NF
          schema:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
      requestBody:
        content:
          application/json-patch+json:
            schema:
              type: array
              items:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/PatchItem'
        required: true
      responses:
        '204':
          description: Expected response to a valid request
        '403':
          description: modification is rejected
          content:
            application/problem+json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'
        '200':
          description: Expected response to a valid request
          content:
            application/json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/PatchResult'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'

### Skipped for clarity ###

components:
  schemas:
    AuthenticationSubscription:
      description: A UE's authentication data.
      type: object
      required:
        - authenticationMethod
      properties:
        authenticationMethod:
          $ref: '#/components/schemas/AuthMethod'
        encPermanentKey:
          type: string
        protectionParameterId:
          type: string
        sequenceNumber:
          $ref: '#/components/schemas/SequenceNumber'
        authenticationManagementField:
          type: string
          pattern: '^[A-Fa-f0-9]{4}$'
        algorithmId:
          type: string
        encOpcKey:
          type: string
        encTopcKey:
          type: string
        vectorGenerationInHss:
          type: boolean
          default: false
        hssGroupId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/NfGroupId'
        n5gcAuthMethod:
          $ref: '#/components/schemas/AuthMethod'
        rgAuthenticationInd:
          type: boolean
          default: false
        supi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'
        akmaAllowed:
          type: boolean
          default: false
        snpnId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/PlmnIdNid'


### Skipped for clarity ###

* * * End of Changes * * * *


