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1. Introduction
During the L2TP study, feedbacks from SA2 and SA3 were expected, and thus several Editor’s Notes were added to the TR29.820. In previous meetings, SA2/SA3 had provided feedback in their LS (see SA2 reply LS in S2-2103232 / C4-212415, and SA3 reply LS in S3-212365/ C4-214154), however these Editor’s Note(s) still remain in the TR29.820 and should be removed.
1) In clause 5.6.2:
Editor's Note:	SA3 feedback might be required on security/authentication related aspects when establishing L2TP tunnels. 
Action: It is proposed to remove this editor’s note. In the reply LS (S3-212365/ C4-214154), SA3 has clarified that existing security mechanism (NDS/IP specified in TS33.501/33.401/33.210) between CP and UP should be used, and SA3 will not specify any additional security mechanism for L2TP.
2) In clause 6.8.5.3:
Editor's Note:	The listed alternatives is just for information, and it is up to SA3 to decide which solution to use. 
Action: It is proposed to remove this editor’s note, and clarify the SA3 recommendation. As per stated in LS (S3-212365/ C4-214154), NDS/IP security mechanism should be used in this case, and SA3 will not define any additional mechanism for L2TP.
3) In clause 6.8.5.4:
Editor's Note: It is suggested to send LS to SA3 to ask for guideline. Based on the feedback, the conclusion is documented.
Action: It is proposed to remove this editor’s note. The security questions had been answered by SA3, in the reply LS (S3-212365/ C4-214154).
4) In clause 7.5.2:
Editor's Note:	The above conclusion depends on SA2's feedback.
Editor's Note: Whether a security mechanism is required to transfer sensitive information depends on SA3's feedback. 
Action: It is proposed to remove these editor’s notes, and clarify the security aspects as SA3 suggested. SA2 has specified the L2TP support in TS23.501/TS23.502, and sent reply LS (S2-2103232 / C4-212415). SA3 has provided their opinion in reply LS (S3-212365/ C4-214154), and will not specify additional security mechanism for L2TP.

2. Proposal
It is proposed to agree the following changes to 3GPP TS 29.536 v1.0.0.

[bookmark: _Hlk61529092]* * * First Change * * * *
[bookmark: _Toc56438064][bookmark: _Toc56438206][bookmark: _Toc56438280][bookmark: _Toc57274619][bookmark: _Toc66461562][bookmark: _Toc70926354][bookmark: _Toc89673000]5.6.2	Key issue definition
This key issue will address: 
-	The information used by the CP Function to determine whether an L2TP tunnel is required for a PDN connection / PDU session.
-	The information which is required to be communicated from the CP to the UP to setup a L2TP control connection (an L2TP tunnel) and L2TP sessions (one L2TP session per PDU session/PDN connection) from the UP function to an LNS and how this information should be communicated considering the current security/authentication aspects of L2TP.
Editor's Note:	SA3 feedback might be required on security/authentication related aspects when establishing L2TP tunnels. 
-	The information which is required to be communicated from the UP to the CP to indicate the success/failure of a L2TP control connection (an L2TP tunnel)/L2TP session setup.
-	The enhancements (if any) which are required to the PFCP protocol to be able to send this information, considering security aspects.
-	How can the UP inform the CP in the 5GS about the failures related to an existing L2TP tunnel, and how L2TP sessions associated with the tunnel are affected. 
-	How to handle the use cases when the LNS assigns the UE IP address.
-	Whether and how to handle the possibility of multiple CP functions (e.g. pertaining to a PGW/SMF SET) creating L2TP sessions (corresponding to PDU sessions/PDN connections) over a L2TP tunnel, i.e. the L2TP tunnel is shared by multiple PDU sessions/PDN connections but controlled by different CP functions.
* * * Next Change * * * *
[bookmark: _Toc66461615][bookmark: _Toc70926407][bookmark: _Toc89673053]6.8.5	Security Considerations for L2TP Tunnel and Session Management 
[bookmark: _Toc66461616][bookmark: _Toc70926408][bookmark: _Toc89673054]6.8.5.1	Security handling during an L2TP Tunnel Establishment
During an L2TP Tunnel establishment, LAC and LNS use CHAP-like tunnel authentication mechanism to authenticate each other as specified in clause 5.1.1 of IETF RFC 2661 [6]. If an LAC or LNS wishes to authenticate the identity of the peer it is contacting or being contacted by, a Challenge AVP is included in the SCCRQ or SCCRP message. If a Challenge AVP is received in an SCCRQ or SCCRP, a Challenge Response AVP MUST be sent in the following SCCRP or SCCCN, respectively. If the expected response and response received from a peer does not match, establishment of the tunnel MUST be disallowed.
To participate in tunnel authentication, a single shared secret MUST exist between the LAC and LNS, i.e. the UP Function needs to have the same shared secret as at the LNS to generate a CHAP Challenge or Challenge Response towards the LNS. The UP Function should be able to receive this shared secret from the CP Function, which receives such information from a radius server. 
Such shared secret is retrieved by the CP Function from RADIUS via the encrypted "Tunnel-Password" AVP in the Radius Access-Accept message (see clause 3.5 of IETF RFC 2868 [9]). The CP Function possesses a shared secret, that is also known to the RADIUS server, to be able to decrypt the "Tunnel-Password" AVP. The CP Function, then, sends this shared secret decrypted from the "tunnel-password" to the UP Function, and the UP Function generates a Challenge or Challenge Response using this secret included in SCCRQ or SCCCN to the LNS to establish L2TP Tunnel.
When the CP Function sends the L2TP tunnel password to the UP Function over N4 via PFCP, whether the tunnel password should be sent in a protected manner, e.g. encrypted, and how is the encryption achieved needs SA3 to provide further guideline.
[bookmark: _Toc66461617][bookmark: _Toc70926409][bookmark: _Toc89673055]6.8.5.2	Security handling during an L2TP Session Establishment
In order to setup an L2TP session for a PDN connection or a PDU Session, either PAP or CHAP authentication mechanisms may be used. The PPP authentication mechanisms of PAP and CHAP are described in detail in IETF RFC 1334 [12]. 
Any PPP-based configuration information, e.g. for PAP or CHAP, is received from the UE, which is included in the PCO, e.g. in the PDU Session Establishment Request message or Create Session Request sent towards the CP Function. The clause 10.5.6.3 in 3GPP TS 24.008 [11] specifies that the UE can send the PAP/CHAP authentication information as configuration protocol option lists in PCO to the CP Function. 
The PAP authentication information from the UE in PCO consists of username and password. However, when CHAP authentication is being used by the UE, the UE sends the CHAP Challenge and Response in the PCO, which can be used by the UP Function (as Proxy Authen Challenge and Proxy Authen Challenge Response included in the ICCN message) and send towards the LAC to verify. 
Whether such authentication information received from UE via PCO which is related to establish a L2TP session, should be sent in a protected manner, e.g. encrypted, and how is the encryption achieved needs SA3 to provide further guideline.
[bookmark: _Hlk61429529][bookmark: _Toc66461618][bookmark: _Toc70926410][bookmark: _Toc89673056]6.8.5.3	Potential alternative solutions
A security mechanism may be required to send aforementioned information (Tunnel-Password (for L2TP tunnel), User name and password for PAP, Challenge and Challenge Response for CHAP (for L2TP session) as described in 6.8.5.1 and 6.8.5.2 from the CP function to the UP function, based on operator policy, e.g. when the CP function and UP function are in different security domains. The following is a list of alternatives that can be considered:
-	Relying on the Network domain security, e.g. using IPSec, as specified in 3GPP TS 33.210 [10]. If so, there is no need to develop any further security mechanism to protect the aforementioned information.
-	Using DTLS over N4/Sxb when supporting L2TP, as described in IETF RFC 6347 [13].
-	Using partial encryption of the sensitive data like RADIUS for tunnel password, as described in IETF RFC 2868, clause 3.5, where CP function and UP function is configured with a shared secret. 
Editor's Note:	The listed alternatives is just for information, and it is up to SA3 to decide which solution to use. 
[bookmark: _Toc66461619][bookmark: _Toc70926411][bookmark: _Toc89673057]6.8.5.4	Conclusions
Editor's Note: It is suggested to send LS to SA3 to ask for guideline. Based on the feedback, the conclusion is documented.
As per suggested in SA3 LS (S3-212365), the NDS/IP mechanism (as specified in 3GPP TS 33.210 [10]) shall be used, if the information transferred from the CP function to the UP function needs to be protected.
* * * Next Change * * * *
[bookmark: _Toc66461646][bookmark: _Toc70926450][bookmark: _Toc89673101]7.5.2	Conclusions
The following conclusions are agreed:
-	the PFCP protocol extensions to support L2TP tunneling over N6/SGi for 5GC/EPS is to be standardized based on the solution#8 as described in 6.8 in Rel-17.
-	The normative requirements related to transfer L2TP Tunnel Information and L2TP Session Information from the CP function to the UP function together with a short description of L2TP function is to be specified in 3GPP TS 29.244 [3] based the clauses 6.8.1, 6.8.2 and 6.8.3.
-	Existing NDS/IP security mechanism (as specified in 3GPP TS 33.210 [10]) shall be used, if the information transferred from the CP function to the UP function needs to be protected.
Editor's Note:	The above conclusion depends on SA2's feedback.
Editor's Note: Whether a security mechanism is required to transfer sensitive information depends on SA3's feedback. 
* * * End of Changes * * * *

