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*******
* * * First Change * * * *
[bookmark: _Toc20213232][bookmark: _Toc27752141][bookmark: _Toc27752776][bookmark: _Toc82554481]7.2.1	Echo Request
A GTP-U peer may send an Echo Request on a path to the other GTP-U peer to find out if it is alive (see clause Path Failure). Echo Request messages may be sent for each path in use. A path is considered to be in use if at least one PDP context, EPS Bearer, PDU Session, MBMS UE context, or MBMS bearer context uses the path to the other GTP-U peer. When and how often an Echo Request message may be sent is implementation specific but an Echo Request shall not be sent more often than every 60 s on each path. This doesn't prevent resending an Echo Request with the same sequence number according to the T3-RESPONSE timer.
Even if there is no path in use, a GTP-U peer shall be prepared to receive an Echo Request at any time and it shall reply with an Echo Response.  The optional Private Extension contains vendor or operator specific information.
Handling of the Recovery Time Stamp is specified in 3GPP TS 23.007 [3] and 3GPP TS 23.527 [33].
Table 7.2.1-1: Information Elements in an Echo Request
	Information element
	Presence requirement
	Reference

	Recovery Time Stamp
	Optional
	8.x

	Private Extension
	Optional
	8.6



For the GTP-U tunnel setup between two nodes for forwarding user traffic, e.g. between eNodeBs for direct forwarding over X2, Echo Request path maintenance message shall not be sent except if the forwarded data and the normal data are sent over the same path.

* * * Next Change * * * *
[bookmark: _Toc20213233][bookmark: _Toc27752142][bookmark: _Toc27752777][bookmark: _Toc82554482]7.2.2	Echo Response
The message shall be sent as a response to a received Echo Request.
The Restart Counter value in the Recovery information element shall not be used, i.e. it shall be set to zero by the sender and shall be ignored by the receiver. The Recovery information element is mandatory due to backwards compatibility reasons.
Handling of the Recovery Time Stamp is specified in 3GPP TS 23.007 [3] and 3GPP TS 23.527 [33].
The optional Private Extension contains vendor or operator specific information.
Table 7.2.2-1: Information Elements in an Echo Response
	Information element
	Presence requirement
	Reference

	Recovery
	Mandatory
	8.2

	Recovery Time Stamp
	Optional
	8.x

	Private Extension
	Optional
	8.6



* * * Next Change * * * *
[bookmark: _Toc20213236][bookmark: _Toc27752145][bookmark: _Toc27752780][bookmark: _Toc82554485]7.3.1	Error Indication
When a GTP-U node receives a G-PDU for which no EPS Bearer context, PDP context, PDU Session, MBMS Bearer context, or RAB exists, the GTP-U node shall discard the G-PDU. If the TEID of the incoming G-PDU is different from the value 'all zeros' the GTP-U node shall also return a GTP error indication to the originating node. GTP entities may include the "UDP Port" extension header (Type 0x40), in order to simplify the implementation of mechanisms that can mitigate the risk of Denial-of-Service attacks in some scenarios.
Handling of the received Error Indication and the Recovery Time Stamp is specified in 3GPP TS 23.007 [3] and 3GPP TS 23.527 [33].
The information element Tunnel Endpoint Identifier Data I shall be the TEID fetched from the G-PDU that triggered this procedure.

The information element GTP-U Peer Address shall be the destination address (e.g. destination IP address, MBMS Bearer Context) fetched from the original user data message that triggered this procedure. A GTP-U Peer Address can be a GGSN, SGSN, RNC, PGW, SGW, ePDG, eNodeB, TWAN, MME, gNB, N3IWF, or UPF address. The TEID and GTP-U peer Address together uniquely identify the related PDP context, RAB, PDU session or EPS bearer in the receiving node.
The optional Private Extension contains vendor or operator specific information.
Table 7.3.1-1: Information Elements in an Error Indication
	Information element
	Presence requirement
	Reference

	Tunnel Endpoint Identifier Data I
	Mandatory
	8.3

	GTP-U Peer Address
	Mandatory
	8.4

	Recovery Time Stamp
	Optional
	8.x

	Private Extension
	Optional
	8.6




* * * Next Change * * * *
[bookmark: _Toc20213239][bookmark: _Toc27752148][bookmark: _Toc27752783][bookmark: _Toc82554492][bookmark: _Toc51845218][bookmark: _Toc51845549][bookmark: _Toc51847069][bookmark: _Toc57022700][bookmark: _Toc90119035]8.1	Information Element Types
A GTP-U Signalling message may contain several information elements. The TLV (Type, Length, Value) or TV (Type, Value) encoding format shall be used for the GTP information elements. The information elements shall be sorted, with the Type fields in ascending order, in the signalling messages. The Length field contains the length of the information element excluding the Type and Length field.
For all the length fields, bit 8 of the lowest numbered octet is the most significant bit and bit 1 of the highest numbered octet is the least significant bit.
Within information elements, certain fields may be described as spare. These bits shall be transmitted with the value defined for them. To allow for future features, the receiver shall not evaluate these bits.
The most significant bit in the Type field is set to 0 when the TV format is used and set to 1 for the TLV format.


Figure 8.1-1: Type field for TV and TLV format
The complete range of information element types defined for GTPv1 is defined in 3GPP TS 29.060 [6]. The table below includes those applicable to GTP user plane.
Table 8.1-1: Information Elements
	IE Type Value
	Format
	Information Element
	Reference

	0-13
	TV
	Reserved in 3GPP TS 29.060 [6]
	

	14
	TV
	Recovery
	8.2

	15
	TV
	Reserved in 3GPP TS 29.060 [6]
	

	16
	TV
	Tunnel Endpoint Identifier Data I
	8.3

	17-132
	TV/TLV
	Reserved in 3GPP TS 29.060 [6]
	

	133
	TLV
	GSN Address. See NOTE 1.
	8.4

	134-140
	TLV
	Reserved in 3GPP TS 29.060 [6]
	

	141
	TLV
	Extension Header Type List
	8.5

	142-229
	TLV
	Reserved in 3GPP TS 29.060 [6]
	

	230
	TLV
	GTP-U Tunnel Status Information
	8.7

	23x
	TLV
	Recovery Time Stamp
	8.x

	23y1-237
	TLV
	Spare. For future use.
	

	238-254
	TLV
	Reserved in 3GPP TS 29.060 [6]
	

	255
	TLV
	Private Extension
	8.6

	NOTE 1:	This IE is named as " GTP-U Peer Address" in the rest of this specification.



* * * Next Change * * * *
[bookmark: _Toc9598011][bookmark: _Toc82519296][bookmark: _Toc19717410][bookmark: _Toc27490911][bookmark: _Toc27557204][bookmark: _Toc27724121][bookmark: _Toc36031195][bookmark: _Toc36043115][bookmark: _Toc36814440][bookmark: _Toc44689298][bookmark: _Toc44924052][bookmark: _Toc51861022][bookmark: _Toc57930793][bookmark: _Toc57931423][bookmark: _Toc90386911]8.x	Recovery Time Stamp
The Recovery Time Stamp IE is coded as shown in Figure 8.x-1. It indicates the UTC time when the GTP-U entity started. Octets 4 to 7 are encoded in the same format as the first four octets of the 64-bit timestamp format as defined in clause 6 of IETF RFC 5905 [26].
NOTE:	The encoding is defined as the time in seconds relative to 00:00:00 on 1 January 1900.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = aa (decimal)
	

	
	2 to 3
	Length = n
	

	
	4 to 7
	Recovery Time Stamp value
	

	
	8 to (n+3)
	These octet(s) is/are present only if explicitly specified
	



Figure 8.x-1: Recovery Time Stamp



* * * End of Changes * * * *
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