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1. Reason for Change
As per S2-2109159, highlighted parts are added/updated
[bookmark: _Toc82016553]4.4.1.1.2.3	Nnef_Authentication_Notification service operation
Service operation name: Nnef_Authentication_Notification
Description: Re-authenticate, update authorization data or revoke the UUAA authorization of a UAV.
NOTE: This notification corresponds to an implicit subscription by Nnef_Authentication_AuthenticateAuthorize service operation.
Input, Required: Authentication Session Correlation Id, Service Level Device Identity, 3GPP UAV ID, Notify reason (revoke, re-authentication, or authorization data update).
Input, Conditional Required: cause of revocation (in cased the notify reason is revoke), Authorization Data container (in case the Notify reason is authorization data update).
Input, Optional: None.
Output, Required: Acknowledge indication.
Output, Optional: None.
.
Therefore, these need to be aligned in stage3 specs

2. Proposal
It is proposed to agree the following changes to 3GPP TS 29.256 v1.0.0

[bookmark: _Hlk61529092] 
* * * First Change * * * *
[bookmark: _Toc18837097][bookmark: _Toc22039907][bookmark: _Toc22625361][bookmark: _Toc25075689][bookmark: _Toc26198908][bookmark: _Toc34167785][bookmark: _Toc34737248][bookmark: _Toc34737345][bookmark: _Toc34737528][bookmark: _Toc34738497][bookmark: _Toc34748801][bookmark: _Toc36462360][bookmark: _Toc43206571][bookmark: _Toc45030939][bookmark: _Toc56516068][bookmark: _Toc58594193][bookmark: _Toc67685415][bookmark: _Toc89679186][bookmark: _Toc85462069][bookmark: _Toc88667330][bookmark: _Toc89676256]5.2.2.3.1	General
The AuthNotify service operation is used during the following procedure:
-	USS Initiated reauthentication (see 3GPP TS 23.256 [6], clause 5.2.4)
-	USS Initiated update authorization data or revoke authorization of the UAV
The AuthNotify service operation is invoked by the NEF(UAS-NF) to inform a NF Service Consumer (e.g. AMF, SMF, SMF+PGW-C), when USS triggers reauthentication, update authorization data or revoke authorization of the UAV. NEF(UAS-NF) shall determine the NF service consumer based on the previously stored UUAA context during the successful UUAA procedure as defined in clause 5.2.2.2.
The NEF(UAS-NF) shall send the AuthNotify request by sending the HTTP POST method towards the Notification URI as shown in Figure 5.2.2.3.1-1.


Figure 5.2.2.3.1-1: AuthNotify Service Operation
1.	The NEF(UAS-NF) shall send a POST request towards the Notification URI received in the Authenticate service operation request (See clause 5.2.2.2.1). The NEF(UAS-NF) shall be able to determine the NF type of the NF service consumer by nfType IE received in the Authenticate service operation request. The request body shall contain a "AuthNotification" object containing the reauthentication information or update authorization information or revoke authorization indication.
When the procedure is used for reauthentication or reauthorization/update authorization information, the AuthNotification object includes:
- the gpsi IE set to the GPSI (in the format of External Identifier) of the given UAV required to be reauthenticated;
[bookmark: _Hlk80688384]- serviceLevelId IE set to the Service Level Device Identity of the UAV;
[bookmark: _Hlk79407374]- authMsg IE contains the service-level AA message;
- ipAddr IE set to the IP Address associated with the PDU session if the NF service consumer is SMF or SMF+PGW-C; and
- authSessCorrId IE set to the authentication session correlation id;
- notifType IE set to REAUTH used for reauthentication and/or notifType IE set to UPDATEAUTH used for update authorization data.
Editor's NOTEs:	Notification type is yet to be defined in SA2
When the procedure is used for authorization revocation, the AuthNotification object includes:
- the gpsi IE set to the GPSI (in the format of External Identifier) of the given UAV;
- serviceLevelId IE set to the Service Level Device Identity of the UAV;
- authSessCorrId IE set to the authentication session correlation id;
- ipAddr IE set to the IP Address associated with the PDU session if the NF service consumer is SMF or SMF+PGW-C;
- revokeCausecauseOfRevocation IE set to cause of revocation received from USS; and
- notifType IE set to REVOKE.
2a.	On success, "204 No content" shall be returned without response body.
2b.	On failure or redirection, one of the HTTP status code listed in Table 6.1.5.2.3.1-3 shall be returned. For a 4xx/5xx response, the response body should contain a "ProblemDetails" object.
If the NF service consumer cannot successfully fulfil the received HTTP POST request due to an internal error or an error in the HTTP POST request, the NF service consumer shall send an HTTP error response as specified in clause 6.1.7.



* * * next Change * * * *
6.1.6.2.3	Type: AuthNotification
Table 6.1.6.2.3-1: Definition of type AuthNotification
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	gpsi
	Gpsi
	M
	1
	GPSI of the UAV
	

	serviceLevelId
	string
	M
	1
	Service Level Device Identity of the UAV
	

	authMsg
	RefToBinaryData
	CO
	0..1
	Contains the service-level AA message.
This IE may be present if the notifType is set to "UPDATEAUTH".

	

	ipAddr
	IpAdd
	O
	0..1
	When present, this IE indicates the IP address associated with the PDU session.
This IE may be present if the NF Service Consumer is the SMF or SMF+PGW-C.
	

	authSessCorrId
	string
	MO
	0..1
	When present, this IE shall contain the authentication Session Correlation Id.

	

	notifType
	NotifType
	M
	1
	This IE shall contain the notification type.
	

	revokeCause
	string
	C
	0..1
	This IE shall contain the cause of revocation received from the USS.
This IE may be present if the NnotifType is set to "REVOKE".

	




* * * next Change * * * *

[bookmark: _Toc89679220]6.1.6.3.4	Enumeration: NotifType
The enumeration NotifType represents the type of notification. It shall comply with the provisions defined in table 6.1.6.3.4-1.
Table 6.1.6.3.4-1: Enumeration NotifType
	Enumeration value
	Description
	Applicability

	"REAUTH"
	The UAV needs to be reauthenticated.
	

	"UPDATEAUTH"
	Authorization data needs to be updated to UAV.
	

	"REVOKE "
	Revoke UAV authentication and authorization
	




* * * next Change * * * *
[bookmark: _Toc63347679][bookmark: _Toc70168842][bookmark: _Toc89679228]A.2	Nnef_Authentication API
openapi: 3.0.0

info:
  title: Nnef_Authentication
  version: 1.0.0-alpha.1
  description: |
    NEF Auth Service.
    © 2021, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.

externalDocs:
  description: 3GPP TS 29.256 V1.0.0; 5G System;Uncrewed Aerial Systems Network Function (UAS-NF);Aerial Management Services; Stage 3
  url: http://www.3gpp.org/ftp/Specs/archive/29_series/29.256/

servers:
  - url: '{apiRoot}/nnef-authentication/v1'
    variables:
      apiRoot:
        default: https://example.com
        description: apiRoot as defined in clause 4.4 of 3GPP TS 29.501

(...)
    AuthNotification:
      description: UAV related notification
      type: object
      required:
        - gpsi
        - serviceLevelId
        - notifType
        - authSessCorrId
      properties:
        gpsi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Gpsi'
        serviceLevelId:
          type: string
        authSessCorrId:
          type: string
        authMsg:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/RefToBinaryData'
        notifType:
          $ref: '#/components/schemas/NotifType'
        revokeCause:
          type: string
        ipAddr:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/IpAddr'

(...)

* * * End of Changes * * * *
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