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1. Reason for Change
As per S2-2109159, highlighted parts are added
[bookmark: _Toc82016552]4.4.1.1.2.2	Nnef_Authentication_AuthenticateAuthorize service operation
Service operation name: Nnef_Authentication_AuthenticateAuthorize
Description: Provides the authentication and authorization result of the Service Level device Identity.
Input, Required: Notification endpoint, Service Level Device Identity (i.e. CAA-Level UAV ID), GPSI.
Input, Conditional Required: DNN, S-NSSAI (in case the consumer NF is SMF)
Input, Optional: Authorization Server Address (i.e. USS Address), PEI, UE IP address (in case the consumer NF is SMF), authentication/authorization container provided by UE, UAV location.
Output, Required: Success/Failure indication, Authorization Data container, Authentication Session Correlation Id
Output, Conditional Required: Indication whether the PDU sessions associated with the "DNN(s) subject to aerial services" can be released [Required for re-authentication failure].
.
Therefore, these need to be aligned in stage3 specs

2. Proposal
It is proposed to agree the following changes to 3GPP TS 29.256 v1.0.0

[bookmark: _Hlk61529092] 
* * * First Change * * * *
[bookmark: _Toc85462069][bookmark: _Toc88667330][bookmark: _Toc89676256]5.2.2.2.1	General
The AuthenticateAuthorize service operation is used during the following procedure:
-	UUAA-MM and UUAA-SM procedures (see 3GPP TS 23.256 [6], clause 5.2.2 and clause 5.2.3, respectively)
-	C2 authorization (see 3GPP TS 23.256 [6], clause 5.2.5)
The Authenticate service operation is invoked by an NF Service Consumer (e.g. an AMF, SMF, SMF+PGW-C) towards the NEF(UAS-NF), when UUAA-MM is done at 5GS registration or UUAA-SM is done at PDU session establishment, respectively.
The NF Service Consumer (e.g. the AMF or the SMF or the SMF+PGW-C) shall send the authentication message to NEF(UAS-NF) by sending the HTTP POST request towards the UAV Authentications resource as shown in Figure 5.2.2.2.1-1.


Figure 5.2.2.2.1-1: AuthenticateAuthorize Service Operation
1.	The NF Service Consumer shall send a POST request to the resource representing the UAV Authentications resource of the NEF(UAS-NF) with a "UAVAuthInfo" object in the request body, including:
-	gpsi IE set to GPSI (in the format of External Identifier) of the UAV;
-	serviceLevelId IE set to Service Level Device Identity;
-	authMsg IE contains the service-level AA message;
-	authNotificationURI IE provides the notification URI to receive notifications related to authentication;
-	authServerAddress IE provides the Authorization Server Address, e.g. Authorization Server FQDN. This IE is not included for intermediate round-trip authentication messages;
-	nfType IE carries the NF type of the  NF service consumer (e.g. AMF or SMF or SMF+PGW-C); and
-	userLocInfo IE provides the user location information (e.g. cell Id).
If the NF Service Consumer is SMF or SMF+PGW-C, the "UAVAuthInfo" also may include:
-	ipAddr IE carries the IP Address associated with the PDU session;
-	pei IE carries the PEI;
-	dnn IE carries the DNN which can be used by NEF(UAS-NF) later on to create a subscription at SMF; and
-	sNssai IE carries the S-NSSAI which can be used by NEF(UAS-NF) later on to create a subscription at SMF.
2a.	On success, the NEF(UAS-NF) shall store the result and return "200 OK".
For intermediate round-trip messages, the payload body (i.e. UAVAuthResponse) shall contain the GPSI of the UAV and Service Level Device Identity. The payload body optionally includes "authMsg".
For the final NEF(UAS-NF) to NF service consumer message, the payload body (i.e. UAVAuthResponse) shall contain the GPSI of the UAV, authSessCorrId attribute and "authResult" attribute. If the UAV is authenticated successfully, the NEF(UAS-NF) shall set the "authResult" attribute to "AUTH_SUCCESS". The payload body optionally contains the authorized Service Level Device Identity and "authMsg" payload delivering configuration information to the UAV. The AMF forwards the message transparently to UE over NAS MM.
2b.	On failure or redirection, one of the HTTP status codes listed in Table 6.1.7.3-1 shall be returned. For a 4xx/5xx response, the message body containing a ProblemDetails structure with the "cause" attribute set to one of the application errors listed in Table 6.1.7.3-1.
If the NEF(UAS NF) cannot successfully fulfil the received HTTP POST request due to an internal error or an error in the HTTP POST request, the NEF(UAS NF) shall send the HTTP error response as specified in clause 6.1.7. 
If the UAV authentication is failed, the NEF(UAS NF) shall reject the request with an HTTP "403 Forbidden" response message including the "cause" attribute of the ProblemDetails data structure set to "AUTHENTICATION_FAILURE". NEF(UAS-NF) may shall also include an indication of uasResourceRelease if received from the USS in case of reauthentication failure.
In above steps, while there is no expected response from the USS in the case of time out, the NEF(UAS-NF) shall return HTTP status code "504 Gateway Timeout", with the message body containing a ProblemDetails structure with the "cause" attribute set to "PEER_NOT_RESPONDING".



* * * next Change * * * *

[bookmark: _Toc510696636][bookmark: _Toc35971431][bookmark: _Toc63347658][bookmark: _Toc70168821][bookmark: _Toc89679215]6.1.6.2.2	Type: UAVAuthInfo
Table 6.1.6.2.2-1: Definition of type UAVAuthInfo
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	[bookmark: _Hlk79407407]gpsi
	Gpsi
	M
	1
	GPSI of the UAV
	

	[bookmark: _Hlk79407517]serviceLevelId
	string
	M
	1
	[bookmark: _Hlk71618417]Service Level Device Identity of the UAV
	

	ipAddr
	IpAddr
	O
	0..1
	This IE may be present if the NF Service Consumer is the SMF or SMF+PGW-C.

When present, this IE indicates the IP address associated with the PDU session.
	

	authMsg
	RefToBinaryData
	O
	0..1
	Contains the service-level AA message.
	

	[bookmark: _Hlk79408228]pei
	Pei
	O
	0..1
	This IE may be present if the NF Service Consumer is the SMF or SMF+PGW-C.

When present, PEI associated with the UAV.
	

	[bookmark: _Hlk79408440]authServerAddress
	string
	O
	0..1
	[bookmark: _Hlk79408460]Provides the Authorization Server Address, e.g. Authorization Server FQDN.
	

	authNotificationURI
	Uri
	C
	0..1
	This IE shall be present in the initial authentication message or SMF+PGW-C.

It carries the notification URI to receive authentication related notifications
	

	dnn
	Dnn
	C
	0..1
	This IE may shall be present if the NF Service Consumer is the SMF or SMF+PGW-C.

When present, this IE indicates DNN associated with the PDU session.
	

	sNssai
	ExtSnssai
	C
	0..1
	This IE may shall be present if the NF Service Consumer is the SMF.

When present, this IE indicates the S-NSSAI associated with the PDU session.
	

	ueLocInfo
	UserLocation
	O
	0..1
	This IE shall contain the UE location information if it is available.
	

	nfType
	NFType
	M
	0..1
	NFType of the NF service consumer.
Possible NFType values supported in this release of the specification are
-	AMF
-	SMF

	



* * * next Change * * * *

6.1.6.2.5	Type: UAVAuthFailure
Table 6.1.6.2.x-1: Definition of type UAVAuthFailure
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	error
	ProblemDetails
	M
	0..1
	Represents the application error information. The application level error cause shall be encoded in the "cause" attribute.
	

	uasResourceRelease
	boolean
	CO
	0..1
	This IE shallmay be present and set to "true" when the NEF(UAS NF)  rejects the reauthentication request with an HTTP "403 Forbidden" response message including the "cause" attribute of the ProblemDetails data structure set to "AUTHENTICATION_FAILURE" to indicate the UAS resource release is requested.
	




* * * next Change * * * *
[bookmark: _Toc63347679][bookmark: _Toc70168842][bookmark: _Toc89679228]A.2	Nnef_Authentication API
openapi: 3.0.0

info:
  title: Nnef_Authentication
  version: 1.0.0-alpha.1
  description: |
    NEF Auth Service.
    © 2021, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.

externalDocs:
  description: 3GPP TS 29.256 V1.0.0; 5G System;Uncrewed Aerial Systems Network Function (UAS-NF);Aerial Management Services; Stage 3
  url: http://www.3gpp.org/ftp/Specs/archive/29_series/29.256/

servers:
  - url: '{apiRoot}/nnef-authentication/v1'
    variables:
      apiRoot:
        default: https://example.com
        description: apiRoot as defined in clause 4.4 of 3GPP TS 29.501
(...)
    UAVAuthResponse:
      description: UAV auth response data
      type: object
      required:
        - gpsi
      properties:
        gpsi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Gpsi'
        serviceLevelId:
          type: string
        authSessCorrId:
          type: string
        authMsg:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/RefToBinaryData'
        authResult:
          $ref: '#/components/schemas/AuthResult'
        uasResourceRelease:
          type: boolean
          default: false

(...)

* * * End of Changes * * * *
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