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1. Reason for Change
CR 23.548 #0001 (approved at SA#94) extends the DNS Context Notify Request with a new a DNS message identifier that the SMF can provide in a subsequent DNS Context Update request to instruct the EASDF to apply the DNS message handling rule only to the corresponding DNS message (that was buffered by the EASDF).
Corresponding protocol extensions need to be defined.

2. Proposal
It is proposed to agree the following changes to 3GPP TS 29.556 v1.0.

[bookmark: _Hlk61529092] 
* * * First Change * * * *
[bookmark: _Toc510696581][bookmark: _Toc35971373][bookmark: _Toc85462053][bookmark: _Toc88667314][bookmark: _Toc89676240][bookmark: _Toc85462069][bookmark: _Toc88667330][bookmark: _Toc89676256]3.1	Definitions
[bookmark: OLE_LINK6][bookmark: OLE_LINK7][bookmark: OLE_LINK8]For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
One-Time DNS Rule: A DNS Rule that applies only once to a specific DNS message earlier buffered in the EASDF and reported to the SMF (see clause 5.2.3.2.4).

* * * Next Change * * * *
[bookmark: _Toc85462073][bookmark: _Toc88667334][bookmark: _Toc89676260]5.2.3.2	DNS message processing model
5.2.3.2.1	DNS Context
The SMF shall control how the EASDF processes DNS messages received for a particular UE's PDU session by creating one single DNS context per PDU session including the following information:
-	the UE IP address and DNN of the PDU session; and
-	one or more DNS rules.
There shall be at most one DNS context created in the EASDF with the same UE IP address and DNN. If the EASDF receives a request to create a DNS context for which another DNS context already exists with the same UE IP address and DNN, the EASDF shall proceed with creating the DNS context and shall delete the earlier existing DNS context with the same UE IP address and DNN.
5.2.3.2.2	DNS Rule
A DNS rule shall apply either to DNS Query messages or DNS Response messages. 
A DNS rule shall contain:
-	the DNS Rule ID uniquely identifying the DNS rule within the DNS context, for a DNS rule other than a One-Time DNS rule;
-	precedence information, indicating the order in which the EASDF shall attempt to match DNS messages against all the DNS rules provisioned in the DNS context, for a DNS rule other than a One-Time DNS rule;
-	for a DNS rule provisioned for DNS Query messages: , 
-	for a DNS rule other than a One-Time DNS rule: 
-	at least one DNS Query Message Detection Template (MDT) or Baseline DNS Query Message Detection Template (BD MDT) ID referring to a BD MDT provisioned in a baseline DNS pattern; such a DNS rule may contain one or more DNS Query MDTs and/or BD MDT IDs referring to BD MDTs provisioned in one or more baseline DNS patterns; or
-	for a One-Time DNS rule:
-	the DNS message identifier uniquely identifying the DNS message buffered in the EASDF;   
-	for a DNS rule provisioned for DNS Response messages:, 
-	for a DNS rule other than a One-Time DNS rule: 
-	at least one DNS Response MDT or Baseline DNS Response MDT ID referring to a BD MDT provisioned in a baseline DNS pattern; such a DNS rule may contain one or more DNS Response MDTs and/or BD MDT IDs referring to BD MDTs provisioned in one or more baseline DNS patterns; or
-	for a One-Time DNS rule: 
-	the DNS message identifier uniquely identifying the DNS message buffered in the EASDF;
-	a list of actions to apply to all DNS messages matching at least one DNS MDT of the DNS rule or one BD MDT referred by the DNS rule.
See clauses 5.2.3.5 and 5.2.3.2.4 for the description of baseline DNS patterns and One-Time DNS rules respectively.
Figure 5.2.3.2-1 provides an overview of DNS contexts, DNS rules (other than One-Time DNS rules) and baseline DNS patterns, depicting one DNS context created with N DNS rules, some of them referring to baseline DNS patterns.



Figure 5.2.3.2-1: Overview of DNS contexts, DNS rules and Baseline DNS Patterns
5.2.3.2.3	Processing flow for incoming DNS messages
Upon receipt of a DNS message, the EASDF shall first identify the DNS context corresponding to the DNS message as follows:
-	for DNS Query message: by using the source IP address of the DNS Query message and by matching it with the UE IP address provisioned in the DNS Query MDTs if any or with the UE IP address provisioned in the DNS context; and
-	for a DNS Response message: by matching the DNS response with the DNS Query (either by the EASDF assigning a specific Transaction ID when forwarding the DNS Query message and by matching the Transaction ID in the DNS Query and DNS Response, or by the EASDF using a unique couple of source IP address and UDP port per DNS context when forwarding the DNS Query message and by matching the DNS Response message using the destination IP address and UDP port) and by retrieving the DNS context that is associated with the DNS query.
Editor's Note: this assumes that there is no NAT modifying the UE source IP address between the PSA and the EASDF, or that the SMF provides the Nated IP address in the DNS Context.
If there is no DNS context matching a DNS Query or Response message, the EASDF should forward the DNS Query message towards a preconfigured DNS server and the DNS response towards the UE.
After finding the DNS context, the EASDF shall look up for a DNS rule matching the DNS message, among all DNS rules provisioned in the DNS Context, starting with the DNS rules with the highest precedence and continuing then with DNS rules with a lower precedence, in decreasing order of precedence. If there is no DNS rule matching the DNS message, the EASDF should forward the DNS Query message towards a preconfigured DNS server/resolver for resolution.
NOTE:	The SMF can provision in the DNS context a DNS rule with the lowest precedence and with a DNS Query MDT or a DNS Response MDT containing a wildcard FQDN, such as to associate a default behavior to all DNS messages not matching any other DNS rule, e.g. forward DNS Query messages to a specific DNS Server.
After having found a matching DNS rule, the EASDF shall stop looking up for other DNS rules and shall apply the list of actions provisioned in the matching DNS rule.
A DNS message matches a DNS rule if it matches at least one MDT of the DNS Rule or one BD MDT referred by the DNS rule.
The DNS message processing models for DNS Query and DNS Response are depicted in Figure 5.2.3.2-2 and 5.2.3.2-3 respectively.


Figure 5.2.3.2-2: DNS Query processing flow in the EASDF


Figure 5.2.3.2-3: DNS Response processing flow in the EASDF
[bookmark: _Toc85462078][bookmark: _Toc88667339][bookmark: _Toc89676265]5.2.3.2.4	Processing of a One-Time DNS Rule applicable to a specific DNS message earlier buffered in the EASDF
The SMF may instruct the EASDF to apply certain actions (e.g. forward or drop a DNS message) to a specific DNS message, that has been earlier buffered in the EASDF and reported to the SMF, by creating a new DNS rule in the DNS context that includes: 
-	the DNS message identifier uniquely identifying the DNS message within the DNS context, as reported earlier by the EASDF in the DNSContext Notify request; and 
-	the requested actions to apply to the DNS message. 
Such a DNS rule shall not contain any DNS Rule ID, precedence, MBT nor BD MDT. 
Upon receipt of an DNSContext Update request that creates such a DNS rule, the EASDF shall apply the requested actions to the specific DNS message identified by the DNS message identifier and then delete the DNS Rule. If there is no buffered DNS message corresponding to the DNS message identifier received in the DNS rule, the EASDF shall reject the request with an error.
NOTE:	A DNS rule that includes a DNS message identifier is referred as a "One-Time" DNS rule throughout this specification since the DNS rule is applied only once for the indicated DNS message and the DNS rule is not further stored by the EASDF.   


* * * Next Change * * * *
5.2.3.4	Actions applicable to DNS message
[bookmark: _Toc85462079][bookmark: _Toc88667340][bookmark: _Toc89676266]5.2.3.4.1	General
Each DNS rule shall be provisioned with the list of actions to apply to all DNS messages matching the DNS rule.
The SMF may request the EASDF to apply one or more of the following actions:
-	REPORT DNS message content to the SMF.
The SMF may further request the EASDF to send a report only once to the SMF, i.e. only when a first DNS message matches any MDT of the DNS rule. If so, the EASDF shall skip this action (i.e. report to SMF) for any subsequent DNS message matching the DNS rule.
The SMF may further request the EASDF to reset the reporting-once indication, in which case the EASDF shall send (only) one more report at the next DNS message that matches the DNS rule.
-	BUFFER DNS message.
-	FORWARD DNS message.
The SMF may further request the EASDF to set the destination IP address of the DNS Query message to a specific DNS Server address. The DNS Server address may either be included in the DNS rule or in a Baseline DNS Action Information Template (BD AIT); in the latter case, the DNS rule shall refer to the corresponding BD AIT ID. If no DNS Server address is provided by the SMF, the EASDF shall forward the DNS message to a locally pre-configured DNS server/resolver.
The SMF may request the EASDF to include an EDNS Client Subnet (ECS) option in the DNS Query message as defined in IETF RFC 7871 [18]. The information for the EASDF to build the ECS option may either be included in the DNS rule or in a Baseline DNS Action Information Template (BD AIT); in the latter case, the DNS rule shall refer to the corresponding BD AIT ID.
-	DISCARD DNS message.
The SMF may change the list of actions associated to a DNS rule (other than a One-Time DNS rule), e.g. to replace the actions to REPORT and BUFFER DNS Query messages to the SMF by the action to FORWARD the DNS messages. In such a case, any earlier buffered DNS message (matching the DNS rule) and any further incoming DNS message shall be processed according to the new instructions received from the SMF, e.g. they shall all be forwarded. The SMF may alternatively request the EASDF to apply certain actions to a specific DNS message by creating a One-Time DNS rule as defined in clause 5.2.3.2.4. 

[bookmark: _Toc85462080][bookmark: _Toc88667341][bookmark: _Toc89676267]* * * Next Change * * * *
5.2.3.4.2	Event reporting by EASDF
The EASDF shall send a report to the SMF:
-	to report the contents of DNS (Query or Response) messages matching a DNS rule provisioned with the action to report the DNS message contents.
The EASDF shall send reports to the SMF as defined in clause 5.2.2.5. The notification request sent to the SMF may contain one or more reports, for DNS Query and/or DNS Response messages matching one or more DNS rules provisioned in the DNS context or referenced by the DNS context. For each report, the EASDF may provide a DNS message identifier uniquely identifying the DNS message reported to the SMF within the DNS context (see clause 5.2.3.2.4).  

* * * Next Change * * * *

[bookmark: _Toc85462132][bookmark: _Toc88667393][bookmark: _Toc89676319]6.1.6.2.4	Type: DnsRule
Table 6.1.6.2.4-1: Definition of type DnsRule
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	dnsRuleId
	string
	MC
	0..1
	Unique Identifier of the DNS rule within the DNS context

This IE shall be present for a DNS rule other than a One-Time DNS rule.

	

	precedence
	Uint32
	MC
	0..1
	Precedence of the DNS message handling rule.

This IE shall be present for a DNS rule other than a One-Time DNS rule.
 
The lower precedence values indicate higher precedence of the DNS rule, and the higher precedence values indicate lower precedence of the DNS rule when matching a DNS message.

	

	dnsQueryMdtList
	map(DnsQueryMdt)
	C
	1..N
	Map of DNS Query message detection templates.

The key of the map shall be a (unique) valid JSON string per clause 7 of IETF RFC 8259 [12], with a maximum of 32 characters.
(NOTE 3)

	

	baseDnsQueryMdtList
	array(BaselineDnsMdtId)
	C
	1..N
	List of of Baseline DNS Query Message Detection Template IDs. 
(NOTE 3)
	

	dnsRspMdtList
	map(DnsRspMdt)
	C
	1..N
	Map of DNS Response message detection templates.

The key of the map shall be a (unique) valid JSON string per clause 7 of IETF RFC 8259 [12], with a maximum of 32 characters.
(NOTE 4)

	

	baseDnsRspMdtList
	array(BaselineDnsMdtId)
	C
	1..N
	List of of Baseline DNS Response Message Detection Template IDs. (NOTE 4)
	

	dnsMsgId
	string
	C
	0..1
	DNS message identifier

This IE shall be present for a One-Time DNS Rule and it shall be set to the identifier of the DNS message buffered in the EASDF for which the DNS rule shall apply (see clause 5.2.3.2.4).

	

	actionList
	map(Action)
	M
	1..N
	Map of Actions to apply to DNS messages matching the DNS message detection templates.
The key of the map shall be a (unique) valid JSON string per clause 7 of IETF RFC 8259 [12], with a maximum of 32 characters.
	

	NOTE 1:	A DNS rule shall be provisioned either for DNS Query messages or for DNS Response messages. 
NOTE 2:	A DNS rule including the dnsMsgId IE shall be considered as a One-Time DNS Rule (see clause 5.2.3.2.4).
NOTE 3:	For a DNS rule other than a One-Time DNS rule provisioned for DNS Query messages, at least one of the dnsQueryMdtList and baseDnsQueryMdtList IEs shall be present. 
NOTE 4:	For a DNS Rule other than a One-Time DNS rule provisioned for DNS Response messages, at least one of the dnsRspMdtList and baseDnsRspMdtList IEs shall be present.


* * * Next Change * * * *
[bookmark: _Toc85462141][bookmark: _Toc88667402][bookmark: _Toc89676328][bookmark: _Toc85462205][bookmark: _Toc88667466][bookmark: _Toc89676392][bookmark: _Hlk64365599]6.1.6.2.13	Type: DnsContextEventReport
Table 6.1.6.2.13-1: Definition of type DnsContextEventReport
	Attribute name
	Data type
	P
	Cardinality
	Description

	dnsRuleId
	Uint32
	C
	0..1
	Identifies the DNS rule that triggered the report. This IE shall be present if the report is triggered by an event matching a DNS rule.

	dnsQueryReport
	DnsQueryReport
	O
	0..1
	DNS Query Report

	dnsRspReport
	DnsRspReport
	O
	0..1
	DNS Response Report

	dnsMsgId
	string
	O
	0..1
	DNS message identifier
When present, this IE shall be set to a unique identifier of the DNS message for which the event is reported (see clause 5.2.3.2.4)



Editor's note: Further potential requirements on how to control and perform the reporting of events is FFS.

* * * Next Change * * * *
A.2	Neasdf_DNSContext API
openapi: 3.0.0

info:
  version: '1.0.0-alpha.5'
  title: 'Neasdf_DNSContext'
  description: |
    EASDF DNS Context Service.
    © 2021, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.

[…]

    DnsRule:
      description: DNS message handling rule
      type: object
      properties:
        dnsRuleId:
          type: string
        precedence:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Uint32'
        dnsQueryMdtList:
          description: map of DNS query message detection templates where a valid JSON string serves as key
          type: object
          additionalProperties:
            $ref: '#/components/schemas/DnsQueryMdt'
          minProperties: 1
        baseDnsQueryMdtList:
          type: array
          items:
            $ref: '#/components/schemas/BaselineDnsMdtId'
          minItems: 1
        dnsRspMdtList:
          description: map of DNS response message detection templates where a valid JSON string serves as key
          type: object
          additionalProperties:
            $ref: '#/components/schemas/DnsRspMdt'
          minProperties: 1
        baseDnsRspMdtList:
          type: array
          items:
            $ref: '#/components/schemas/BaselineDnsMdtId'
          minItems: 1
        dnsMsgId:
          type: string
        actionList:
          description: map of actions where a valid JSON string serves as key
          type: object
          additionalProperties:
            $ref: '#/components/schemas/Action'
          minProperties: 1
      required:
        - dnsRuleId
        - precedence
        - actionList
      allOf:
        - not:
            required: [ dnsQueryMdtList, dnsRspMdtList ]
        - not:
            required: [ dnsQueryMdtList, baseDnsRspMdtList ]
        - not:
            required: [ baseDnsQueryMdtList, dnsRspMdtList ]
        - not:
            required: [ baseDnsQueryMdtList, baseDnsRspMdtList ]

[…]

    DnsContextEventReport:
      description: DNS context event report
      type: object
      properties:
        dnsRuleId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Uint32'
        dnsQueryReport:
          $ref: '#/components/schemas/DnsQueryReport'
        dnsRspReport:
          $ref: '#/components/schemas/DnsRspReport'
        dnsMsgId:
          type: string

[…]

* * * End of Changes * * * *
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