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* * * First Change * * * *
5.x	Nnssaaf_AIW Service
[bookmark: _Toc510696588][bookmark: _Toc35971380][bookmark: _Toc67903504]5.x.1	Service Description
[bookmark: _Toc510696589][bookmark: _Toc35971381][bookmark: _Toc67903505]The Nnssaaf_AIW service permits the NF Service Consumer (i.e. the AUSF) to initiate primary authentication and authorization for a specific UE. The NSSAAF acts as an NF Service Producer, while the AUSF acts as an NF Service Consumer.
Following functionalities are provided by the Nnssaaf service:
-	Initiate primary authentication and authorization for a specific UE towards an AAA Server (AAA-S) offered by Credentials Holder (CH);
-	Initiate primary authentication and authorization for a specific UE towards an AAA Server (AAA-S) offered by Default Credentials Server (DCS).
The Nnssaaf_AIW service supports the following service operations.
Table 5.x.1-1: Service operations supported by the Nnssaaf_AIW service
	Service Operations
	Description
	Operation
Semantics
	Example Consumer(s)

	Authenticate
	Authentication and Authorization service to the consumer NF by relaying EAP or EAP-TTLS inner method messages towards an AAA Server and performing related protocol conversion, if necessary.
	Request/Response
	AUSF



5.x.2	Service Operations
[bookmark: _Toc510696590][bookmark: _Toc35971382][bookmark: _Toc67903506]5.x.2.1	Introduction
[bookmark: _Toc510696591][bookmark: _Toc35971383][bookmark: _Toc67903507]See Table 5.x.1-1 for an overview of the service operations supported by the Nnssaaf_AIW service.
5.x.2.2	Authenticate service operation
[bookmark: _Toc510696592][bookmark: _Toc35971384][bookmark: _Toc67903508]5.x.2.2.1	General
This clause provides a general description of the service operation.
[bookmark: _Toc510696593][bookmark: _Toc35971385][bookmark: _Toc67903509]5.x.2.2.2	Authenticate
The AIW service operation permits the NF Service Consumer (i.e. the AUSF) to initiate primary authentication and authorization for a specific UE towards an AAA Server (AAA-S) offered by Credentials Holder (CH) or Default Credentials Server (DCS). See clause 5.30.2.9 and clause 5.30.2.10 in 3GPP TS 23.501 [2] and also clause 14.4 in 3GPP TS 33.501 [14]. The NSSAAF provides Authentication and Authorization service to the requester NF by relaying EAP messages towards an AAA-S or AAA-P (AAA Proxy) and performing related protocol conversion as necessary, as specified in clause 5.2.20.3 of 3GPP TS 23.502 [3], and clause 14 of 3GPP TS 33.501 [8].
The NF Service Consumer (i.e. the AUSF) shall send a POST request to the resource representing primary authentication and authorization toward AAA-S collection to request the NSSAAF to create the corresponding resource context and perform primary authentication and authorization for a specific UE towards an AAA-S offered by Credentials Holder or Default Credentials Server.



Figure 5.x.2.2.1-1: Authentication and Authorization towards an AAA-S offered by CH or DCS
1.	The NF Service Consumer (AUSF) shall send a POST request to the NSSAAF, targeting the collecition resource collection "…/v1/ch-dcs-authentications" to initiate the authentication and authorization process towards an AAA-S offered by CH or DCS.
[bookmark: _PERM_MCCTEMPBM_CRPT24020005___3]The payload of the body shall contain the authentication information (AuthInfo), which includes:
-	UE ID (i.e. SUPI)
2.	The NSSAAF creates authentication context for the UE, and starts the authentication and authorization procedure towards the AAA-S.
3a.	On success, "201 Created" shall be returned. The "Location" header shall contain the URI of the created resource ".../v1/ch-dcs-authentications/{authCtxId}". The payload body shall contain the authentication context (AuthContext), which includes the EAP message generated by the AAA-S. The NF Service Consumer (i.e. the AUSF) shall forward the received EAP message to the UE in NAS message.
[bookmark: _GoBack]3b.	On failure or redirection, one of the HTTP status code listed in Table 6.1.7.3-1 shall be returned. For a 4xx/5xx response, the message body containing a ProblemDetails structure with the "cause" attribute set to one of the application error listed in Table 6.1.7.3-1. If the UE is not authorized, the NSSAAF shall use the "AUTH_REJECTED" application error code.
4. To be edited

* * * End of Changes * * * *
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