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	Reason for change:
	PFCP does not support removing the C-TAG from DL traffic received on N6; it only allows removing an S-TAG or an S-TAG+C-TAG.  

TS 23.501 specifies though that the SMF may instruct the UPF to remove a C-TAG from DL traffic received on N6:   

[bookmark: _Toc27846576][bookmark: _Toc36187701][bookmark: _Toc45183605][bookmark: _Toc47342447][bookmark: _Toc51769147][bookmark: _Toc91148237]5.6.10.2	Support of Ethernet PDU Session type
…
The SMF may receive a list of allowed VLAN tags from DN-AAA (for a maximum of 16 VLAN tags) or may be locally configured with allowed VLAN tags values. The SMF may also be configured with instructions on VLAN handling (e.g. the VLAN tag to be inserted or removed, S-TAG to be inserted or removed). Taking this into account, the SMF determines the VLAN handling for the PDU Session, and instructs the UPF to accept or discard the UE traffic based on the allowed VLAN tags, as well as to handle VLAN tags (addition/removal) via PDR (Outer header removal) and FAR (UPF applying Outer header creation of a Forwarding policy). For example:
-	The UPF may insert (for uplink traffic) and remove (for downlink traffic) a S-TAG on N6 or N19 or internal interface ("5G VN internal") for the traffic from and to the UE.
-	The UPF may insert (for uplink traffic) and remove (for downlink traffic) a VLAN tag on the N6 interface while there is no VLAN in the traffic to and from the UE.
Note also that PFCP allows to instruct a UPF to insert a C-TAG to UL traffic sent on N6.

Besides, there is also one typo in clause 8.2.95.



	
	

	Summary of change:
	The definition of the Outer Header Removal Description values is corrected to support the removal of the C-TAG value from DL traffic received on N6.
 
Typo is corrected in clause 8.2.95.
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* * * First Change * * * *
[bookmark: _Toc27490910][bookmark: _Toc27557203][bookmark: _Toc27724120][bookmark: _Toc36031194][bookmark: _Toc36043114][bookmark: _Toc36814439][bookmark: _Toc44689297][bookmark: _Toc44924051][bookmark: _Toc51861021][bookmark: _Toc57930792][bookmark: _Toc57931422][bookmark: _Toc90386910]8.2.64	Outer Header Removal
The Outer Header Removal IE type shall be encoded as shown in Figure 8.2.64-1. It contains the instructions to remove an Outer Header.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = 95 (decimal)
	

	
	3 to 4
	Length = n
	

	
	[bookmark: _MCCTEMPBM_CRPT05021231___2]5
	Outer Header Removal Description
	

	
	[bookmark: _MCCTEMPBM_CRPT05021232___2]6
	GTP-U Extension Header Deletion
	

	
	7 to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.2.64-1: Outer Header Removal
The Outer Header Removal Description field, when present, shall be encoded as specified in Table 8.2.64-1.
Table 8.2.64-1: Outer Header Removal Description
	Outer Header to be removed from the incoming packet
	Value (Decimal)

	GTP-U/UDP/IPv4 (NOTE 1), (NOTE 2)
	0

	GTP-U/UDP/IPv6 (NOTE 1), (NOTE 2)
	1

	UDP/IPv4 (NOTE 3, NOTE 6)
	2

	UDP/IPv6 (NOTE 3, NOTE 6)
	3

	IPv4 (NOTE 6)
	4

	IPv6 (NOTE 6)
	5

	GTP-U/UDP/IP (NOTE 4)
	6

	VLAN TAG POP (i.e. removal of one VLAN tag, S-TAG or C-TAG) (See NOTE 5)
	7

	VLAN TAGs POP-POP (i.e. removal of 2 VLAN tags, S-TAG and C-TAG) (See NOTE 5)
	8

	Spare, for future use. (See NOTE 7)
	9 to 255

	NOTE 1:	The SGW-U/I-UPF shall store GTP-U extension header(s) required to be forwarded for this packet (as required by the comprehension rules of Figure 5.2.1-2 of 3GPP TS 29.281 [3]) that are not requested to be deleted by the GTP-U Extension Header Deletion field.
NOTE 2:	The SGW-U/I-UPF shall store the GTP-U message type for a GTP-U signalling message which is required to be forwarded, e.g. for an End Marker message.
NOTE 3:	This value may apply to DL packets received by a PGW-U for non-IP PDN connections with SGi tunnelling based on UDP/IP encapsulation (see clause 4.3.17.8.3.3.2 of 3GPP TS 23.401 [14]).
NOTE 4:	The CP function shall use this value to instruct UP function to remove the GTP-U/UDP/IP header regardless it is IPv4 or IPv6.
NOTE 5:	This value may apply to DL packets received by a UPF over N6 for Ethernet PDU sessions over (see clause 5.8.2.11.3 of 3GPP TS 23.501 [28]). The VLAN POP operation removes the VLAN tag from the top of the VLAN stack (outer VLAN tag), i.e. it removes the S-TAG or C-TAG if the user plane packet contains only one VLAN tag, or it removes the S-TAG if the user plane packet contains both a C-TAG and an S-TAG.
NOTE 6:	This value may apply e.g. to DL packets received by a UPF (PDU Session Anchor) over N6, when explicit N6 traffic routing information is provided to the SMF (see clause 5.6.7 of 3GPP TS 23.501 [28]).
NOTE 7:	If the UP function receives an unknown value, it shall reject the request message with the cause set to "Mandatory IE incorrect" together with the Offending IE set to the IE type of Outer Header Removal IE.



The GTP-U Extension Header Deletion field (octet 6) shall be present if it is required to delete GTP-U extension header(s) from incoming GTP-PDUs. Octet 6 shall be absent if all GTP-U extension headers required to be forwarded shall be stored as indicated in NOTE 1 of Table 8.2.64-1.
The GTP-U Extension Header Deletion field, when present, shall be encoded as specified in Table 8.2.64-2. It takes the form of a bitmask where each bit provides instructions on the information to be deleted from the incoming GTP-PDU packet. Spare bits shall be ignored by the receiver.
Table 8.2.64-2: GTP-U Extension Header Deletion
	Octet / Bit
	GTP-U Extension Header to be deleted from incoming packet

	6/1
	PDU Session Container (NOTE)

	NOTE:	This value shall be used for data forwarding during a 5GS to EPS handover for a UPF that supports EPS-5GS interworking (see clause 5.17.3).




* * * Next Change * * * *
[bookmark: _Toc19717440][bookmark: _Toc27490941][bookmark: _Toc27557234][bookmark: _Toc27724151][bookmark: _Toc36031225][bookmark: _Toc36043145][bookmark: _Toc36814470][bookmark: _Toc44689328][bookmark: _Toc44924082][bookmark: _Toc51861052][bookmark: _Toc57930823][bookmark: _Toc57931453][bookmark: _Toc90386941]8.2.95	S-TAG (Service-VLAN tag)
The S-TAG IE type shall be encoded as shown in Figure 8.2.95-1. It shall contain Service-VLAN tag (S-TAG) as defined in IEEE 802.1Q [30]

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = 135 (decimal)
	

	
	3 to 4
	Length = n
	

	
	5
	Spare
	VID
	DEI
	PCP
	

	
	6
	S-VID value
	DEI Flag
	PCP value
	

	
	7
	S-VID value
	

	
	8 to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.2.95-1: S-TAG (Service-VLAN tag)
The following flags are coded within Octet 5:
-	Bit 1 – PCP: If this bit is set to "1", then PCP Value field shall used by the receiver, otherwise the PCP Value field shall be ignored.
-	Bit 2 – DEI: If this bit is set to "1", then DEI flag field shall used by the receiver, otherwise the DEI flag field shall be ignored.
-	Bit 3 – VID: If this bit is set to "1", then VID value field shall used by the receiver, otherwise the VID Value field shall be ignored.
-	Bit 4 to 8 – spare and reserved for future use.
The PCP value, DEI flag and VS-VID Value are specified in IEEE 802.1Q [30] tag format.
Octet 6 / Bit 3 shall contain the most significant bit of the PCP value.
Octet 6 / Bit 8 shall be the most significant bit of the S-VID value and Octet 7 / Bit 1 shall be the least significant bit (see clause 7.1).
NOTE:	The encoding of the S-Tag in PFCP differs from the encoding of the S-Tag defined in IEEE 802.1Q [30].

* * * For Information * * * *
[bookmark: _Toc19717401][bookmark: _Toc27490902][bookmark: _Toc27557195][bookmark: _Toc27724112][bookmark: _Toc36031186][bookmark: _Toc36043106][bookmark: _Toc36814431][bookmark: _Toc44689289][bookmark: _Toc44924043][bookmark: _Toc51861013][bookmark: _Toc57930784][bookmark: _Toc57931414][bookmark: _Toc90386902]8.2.56	Outer Header Creation
The Outer Header Creation IE type shall be encoded as shown in Figure 8.2.56-1. It contains the instructions to create an Outer Header.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = 84 (decimal)
	

	
	3 to 4
	Length = n
	

	
	[bookmark: _MCCTEMPBM_CRPT05021209___2]5 to 6
	Outer Header Creation Description
	

	
	[bookmark: _MCCTEMPBM_CRPT05021210___2]m to (m+3)
	TEID
	

	
	[bookmark: _MCCTEMPBM_CRPT05021211___2]p to (p+3)
	IPv4 Address
	

	
	[bookmark: _MCCTEMPBM_CRPT05021212___2]q to (q+15)
	IPv6 Address
	

	
	[bookmark: _MCCTEMPBM_CRPT05021213___2]r to (r+1)
	Port Number
	

	
	[bookmark: _MCCTEMPBM_CRPT05021214___2]t to (t+2)
	C-TAG
	

	
	[bookmark: _MCCTEMPBM_CRPT05021215___2]u to (u+2)
	S-TAG
	

	
	s to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.2.56-1: Outer Header Creation
The Outer Header Creation Description field, when present, shall be encoded as specified in Table 8.2.56-1. It takes the form of a bitmask where each bit indicates the outer header to be created in the outgoing packet. Spare bits shall be ignored by the receiver.
Table 8.2.56-1: Outer Header Creation Description
	Octet / Bit
	Outer Header to be created in the outgoing packet

	5/1
	GTP-U/UDP/IPv4 (NOTE 1), (NOTE 3)

	5/2
	GTP-U/UDP/IPv6 (NOTE 1), (NOTE 3)

	5/3
	UDP/IPv4 (NOTE 2, NOTE 5)

	5/4
	UDP/IPv6 (NOTE 2, NOTE 5)

	5/5
	IPv4 (NOTE 5)

	5/6
	IPv6 (NOTE 5) 

	5/7
	C-TAG (see NOTE 4)

	5/8
	S-TAG (see NOTE 4)

	6/1
	N19 Indication (NOTE 6)

	6/2
	N6 Indication (NOTE 6)

	6/3
	Low Layer SSM and C-TEID (NOTE 7)

	NOTE 1:	The SGW-U/I-UPF shall also create GTP-U extension header(s) if any has been stored for this packet, during a previous outer header removal (see clause 8.2.64).
NOTE 2:	This value may apply to UL packets sent by a PGW-U for non-IP PDN connections with SGi tunnelling based on UDP/IP encapsulation (see clause 4.3.17.8.3.3.2 of 3GPP TS 23.401 [14]).
NOTE 3:	The SGW-U/I-UPF shall set the GTP-U message type to the value stored during the previous outer header removal.
NOTE 4:	This value may apply to UL packets sent by a UPF for Ethernet PDU sessions over N6 (see clause 5.8.2.11.6 of 3GPP TS 23.501 [28]).
NOTE 5:	This value may apply e.g. to UL packets sent by a UPF (PDU Session Anchor) over N6, when explicit N6 traffic routing information is provided to the SMF (see clause 5.6.7 of 3GPP TS 23.501 [28]). The IPv4 or IPv6 address shall correspond to the IP address of the tunnel endpoint in the data network.
NOTE 6:	When the "N19 Indication" or "N6 Indication" bit in the Outer Header Creation Description field is set to "1", the UPF shall associate an "N19 Indication" or "N6 Indication" internal flag with the packet to indicate that the packet has been received from a N19 or N6 interface respectively. This indication is further used to prevent the packet from being forwarded back over N19 or N6 respectively (see clause 8.2.130).
NOTE 7:	When the "Low Layer SSM and C-TEID" bit in the Outer Header Creation Description field is set to "1", the MB-UPF shall create a GTP-U header with the C-TEID and set the destination IP address and the source IP address as the IP Multicast Distribution Address and the IP Source Address in the Multicast Transport Information IE, which is the Low Layer SSM allocated to the MBS session.



At least one bit of the Outer Header Creation Description field shall be set to "1". Bits 5/1 and 5/2 may both be set to "1" if an F-TEID with both an IPv4 and IPv6 addresses has been assigned by the GTP-U peer. In this case, the UP function shall send the outgoing packet towards the IPv4 or IPv6 address.
The TEID field shall be present if the Outer Header Creation Description requests the creation of a GTP-U header. Otherwise it shall not be present. When present, it shall contain the destination GTP-U TEID to set in the GTP-U header of the outgoing packet.
The IPv4 Address field shall be present if the Outer Header Creation Description requests the creation of an IPv4 header. Otherwise it shall not be present. When present, it shall contain the destination IPv4 address to set in the IPv4 header of the outgoing packet.
The IPv6 Address field shall be present if the Outer Header Creation Description requests the creation of an IPv6 header. Otherwise it shall not be present. When present, it shall contain the destination IPv6 address to set in the IPv6 header of the outgoing packet.
The Port Number field shall be present if the Outer Header Creation Description requests the creation of a UDP/IP header (i.e. it is set to the value 4). Otherwise it shall not be present. When present, it shall contain the destination Port Number to set in the UDP header of the outgoing packet.
The C-TAG field shall be present if the Outer Header Creation Description requests the setting of the C-Tag in Ethernet packet. Otherwise it shall not be present. When present, it shall contain the destination Customer-VLAN tag to set in the Customer-VLAN tag header of the outgoing packet.
The S-TAG field shall be present if the Outer Header Creation Description requests the setting of the S-Tag in Ethernet packet. Otherwise it shall not be present. When present, it shall contain the destination Service-VLAN tag to set in the Service-VLAN tag header of the outgoing packet.

* * * End of Changes * * * *
