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	Reason for change:
	In real network deployments, there are requirement to monitor traffic between certain Network entities. I.e., to filter the traffics between two specified network entities and apply extra business logics like troubleshooting, performance measurement, etc.
In legacy networks, the communications model between network entities mainly based on bi-directional connection. Traffic probe can be applied with the address information of the two ends of the connection, e.g., IP addresses and port numbers of two ends of a TCP/UDP connections, or the originator and terminator of the diameter path.
in 5GC Service Based Architecture, the traffic probe with address information cannot be used due to following reasons:
1/ HTTP is one direction connection with request/response traffic model, communication between two NFs usually use multiple HTTP connections with HTTP client/server pairs. e.g., on N11 interface, AMF invokes SMF PDU session service where SMF act as HTTP server (AMF create HTTP connection towards SMF) and at the same time SMF invoke AMF Communication services (SMF create HTTP connection towards the AMF).
2/ One NF may consume multiple services on another NF, which are exposed on different service access points with different IP address/port numbers. e.g., SMF invokes AMF Communication Service, Event Exposure Service as well as Mobile Terminating service.
3/ For redundancy, message priority handling, even for the same service, multiple HTTP connections will be established between two NFs to transport normal traffics. Furthermore, for HTTP/2 stream ID exhaustion issue, new HTTP connection may be created at any time to replace old HTTP connection.
It is proposed to include the NF Peer information in new HTTP header in the SBI request/response to allow traffic probing.

	
	

	Summary of change:
	1/ Specify new HTTP header

2/ Define syntax of the new HTTP header

3/ Describe the mechanism of SBI message correlation using NF Peer Information.

	
	

	Consequences if not approved:
	Traffic Probing between NF instances not possible.
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	5.2.3.3.1, 5.2.3.3.x(New), 6.13.x(New)
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	This CR's revision history:
	Rev1:

1/ Clarify that SCP can modify the header when forwarding upon (re)selection.

2/ Clarify that SCP/SEPP may insert the header in error response generated by them.

3/ Update header definition to allow either source or destination or both.

4/ Clarify the source/destination value in the response shall swap the value in the request.
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The 3GPP NF Services may support the HTTP custom headers specified in Table 5.2.3.3-1 below. A description of each custom header and the normative requirements on when to include them are also provided in Table 5.2.3.3-1.
Table 5.2.3.3-1: Optional HTTP custom headers
	Name
	Reference
	Description

	3gpp-Sbi-Sender-Timestamp
	Clause 5.2.3.3.2
	This header may be used to indicate the date and time (with a millisecond granularity) at which an HTTP request or response is originated. This may be used e.g. for measuring signalling delays between different NF service instances. 

	3gpp-Sbi-Max-Rsp-Time
	Clause 5.2.3.3.3
	This header may be used in a HTTP request to indicate the duration during which the HTTP client waits for a response. See clause 6.11.2.

	3gpp-Sbi-Correlation-Info
	Clause 5.2.3.3.4
	This header may be used to contain correlation information (e.g. UE identity), that may be used by an operator in various offline network management, performance analysis and troubleshooting tools/applications to identify messages (requests, responses, subscriptions, notifications) related to a particular subscriber. See clause 6.13.

	3gpp-Sbi-Alternate-Chf-Id
	Clause 5.2.3.3.5
	This header may be used to indicate a primary or secondary CHF instance, e.g. when using indirect communication with delegated discovery. See clause 6.10.3.5.

	3gpp-Sbi-Request-Info
	Clause 5.2.3.2.18
	This header may be used to indicate additional information related to a HTTP request, e.g. if the request is involving a reselection towards an alternative NF, and/or if the request is a retransmission of a request towards an (alternative) NF.

	3gpp-Sbi-Notif-Accepted-Encoding
	Clause 5.2.3.3.6
	This header may be used to indicate the content encodings supported by the NF service Consumer when receiving notifications related to the susbscriptions data conveyed by the HTTP request in which the header is included. See clause 6.9.2.1. 

	3gpp-Sbi-Consumer-Info
	Clause 5.2.3.3.7
	This header is used in a service request to create a subscription to indicate the API version(s) and feature(s) of the corresponding NF service(s) for the subscribed event(s) and the accepted encodings for notifications of the subscribed event(s), which are supported by the NF consumer.

The NF consumer may include this header when subscribing to an intermediate NF for event(s) which may be detected and reported directly by a target NF, e.g. subscribe to Location Reporting event at AMF via UDM with AMF directly reporting the notifications to the NF consumer. See clause 6.2.2.

	3gpp-Sbi-NF-Peer-Info
	Clause 5.2.3.3.x
	This header is used in HTTP request and responses to indicate the sender NF and receiver NF of the message.

The HTTP client may include this header in HTTP request when traffic probing with peer information is required in the network. The HTTP server should include the received 3gpp-Sbi-NF-Peer-Info header in the HTTP response message.

HTTP intermediaries (e.g. SCP) should forward this header, when relay HTTP messages to next hop, and may update the destination in the header if the receiver NF of the message is (re)selected.





* * * Next Change * * * *
[bookmark: _Toc57022559][bookmark: _Toc74138841][bookmark: _Toc24925935][bookmark: _Toc24926113][bookmark: _Toc24926289][bookmark: _Toc33964149][bookmark: _Toc33980916][bookmark: _Toc36462718][bookmark: _Toc36462914][bookmark: _Toc43026185][bookmark: _Toc49763719][bookmark: _Toc56754420][bookmark: _Toc70341587]5.2.3.3.x	3gpp-Sbi-NF-Peer-Info
This header contains the IDs of the NF (service) instance as HTTP client and the NF (service) instance as HTTP server.
The encoding of the header follows the ABNF as defined in IETF RFC 7230 [12].
3gpp-Sbi-NF-Peer-Info = "3gpp-Sbi-NF-Peer-Info" ":" OWS peerinfo *(";" OWS peerinfo)
peerinfo = peertype "=" token
The following peertype are defined:
- srcinst (Source NF instance): indicates the Source NF Instance ID, as defined in 3GPP TS 29.510 [8];
- srcservinst (Source NF service instance): indicates the Source NF Service Instance ID, as defined in 3GPP TS 29.510 [8];
- dstinst (Destination NF instance): indicates the Destination NF Instance ID, as defined in 3GPP TS 29.510 [8];
- dstservinst (Destination NF service instance): indicates the Destination NF Service Instance ID, as defined in 3GPP TS 29.510 [8];
The header shall contain the source peer information or destination peer information or both.
EXAMPLE:	3gpp-Sbi-NF-Peer-Info: srcinst=54804518-4191-46b3-955c-ac631f953ed8; dstinst=54804518-4191-4453-569c-ac631f74765cd

* * * Next Change * * * *
[bookmark: _Toc57022725][bookmark: _Toc74139030]6.13.x	SBI messages correlation using NF Peer Information
[bookmark: _Toc57022726][bookmark: _Toc74139031]6.13.x.1	General
The procedure enables network analytics tools or probes, to easily identify messages that were exchanged between a specified pair of NF (Service) instances. When supported and configured to be used by operator's policy, an NF as HTTP client or NF as HTTP server may include the NF (Service) instance IDs in 3gpp-Sbi-NF-Peer-Info header, to identify the HTTP requests or responses between the given pair of NF (Service) instances, as further defined in clause 6.13.x.2.
[bookmark: _Toc57022727][bookmark: _Toc74139032]6.13.x.2	Principles
An HTTP client originating a request may include in the request the 3gpp-Sbi-NF-Peer-Info header containing the Source NF (Service) instance ID and if available the Destination NF (Service) instance ID.
Upon receipt of a request that includes the 3gpp-Sbi-NF-Peer-Info, the HTTP server, if it supports this header, should insert the header in the response sent to the HTTP client, with source and destination peer info corresponding to the destination and source peer info in the request respectively (i.e. swap the received source and destination peer info in the response). The HTTP server may include the 3gpp-Sbi-NF-Peer-Info header in a response even when the header is not included in the request received from the HTTP client.
When forwarding a request or response that includes the 3gpp-Sbi-NF-Peer-Info header, the SCP should forward this header and may update the destination peer info if the receiver NF is (re)selected. In an inter-PLMN scenario, the SEPP may remove the header based on operator policies. If an SCP or SEPP generates an error response to a request including this header, the SCP and SEPP, if it supports this header, should insert the header in the response with source and/or destination peer info corresponding to the destination and/or source peer info in the request respectively.
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