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* * * First Change * * * *
[bookmark: _Hlk521616761][bookmark: _Toc24937562][bookmark: _Toc33962377][bookmark: _Toc42883139][bookmark: _Toc49733007][bookmark: _Toc56690628][bookmark: _Toc82688547][bookmark: _Toc24937587][bookmark: _Toc33962402][bookmark: _Toc42883164][bookmark: _Toc49733032][bookmark: _Toc56690653][bookmark: _Toc82688572][bookmark: _Toc11336185][bookmark: _Toc24937603][bookmark: _Toc33962418][bookmark: _Toc42883180][bookmark: _Toc49733048][bookmark: _Toc56690673][bookmark: _Toc82688592][bookmark: _Toc81138588][bookmark: _Toc25156157][bookmark: _Toc34124457][bookmark: _Toc43207571][bookmark: _Toc49857051][bookmark: _Toc56676882][bookmark: _Toc56691405][bookmark: _Toc56698669][bookmark: _Toc81297796][bookmark: _Hlk495573638][bookmark: _Toc25156160][bookmark: _Toc34124460][bookmark: _Toc43207574][bookmark: _Toc49857054][bookmark: _Toc56676885][bookmark: _Toc56691408][bookmark: _Toc56698672][bookmark: _Toc81297799][bookmark: _Toc25156162][bookmark: _Toc34124462][bookmark: _Toc43207576][bookmark: _Toc49857056][bookmark: _Toc56676887][bookmark: _Toc56691410][bookmark: _Toc56698674][bookmark: _Toc81297801][bookmark: _Toc25156164][bookmark: _Toc34124464][bookmark: _Toc43207578][bookmark: _Toc49857058][bookmark: _Toc56676889][bookmark: _Toc56691412][bookmark: _Toc56698676][bookmark: _Toc81297803]5.2.2.5.3	Subscription to NF Instances in a different PLMN
The subscription to notifications on NF Instances in a different PLMN is done by creating a resource under the collection resource "subscriptions", in the NRF of the Home PLMN.
For that, step 1 in clause 5.2.2.5.2 is executed (send a POST request to the NRF in the Serving PLMN); this request shall include the identity of the PLMN of the home NRF in the SubscriptionData parameter in the request body.
If the NRF in Serving PLMN knows that Oauth2-based authorization is required for accessing the NFManagement service of the NRF in Home PLMN, e.g. by learning this during an earlier Bootstrapping procedure or local configuration, and if the request received at the NRF in Serving PLMN does not include an access token, the NRF in Serving PLMN may reject the request with a 401 Unauthorized as specified in clause 6.7.3 of 3GPP TS 29.500 [x].
Then, steps 1-2 in Figure 5.2.2.5.3-1 are executed, between the NRF in the Serving PLMN and the NRF in the Home PLMN. In this step, the presence of the PLMN ID in the SubscriptionData parameter is not required. The NRF in the Home PLMN returns a subscriptionID identifying the created subscription.
Finally, step 2 in clause 5.2.2.5.2 is executed; a new subscriptionID shall be generated by the NRF in the Serving PLMN as indicated in step 2 of Figure 5.2.2.5.3-1, and shall be sent to the NF Service Consumer in the Serving PLMN.


Figure 5.2.2.5.3-1: Subscription to NF Instances in a different PLMN
1.	The NRF in Serving PLMN shall send a POST request to the resource URI in the NRF in Home PLMN representing the "subscriptions" collection resource. The request body shall include the SubscriptionData as received by the NRF in Serving PLMN from the NF Service Consumer in the Serving PLMN (see 5.2.2.5.2), containing the data about the type of notifications that the NF Service Consumer is interested in receiving and the callback URI where the NF Service Consumer shall be prepared to receive the notifications from the NRF (see NFStatusNotify operation in 5.2.2.6).
2a.	On success, "201 Created" shall be returned. The NRF in Serving PLMN should not keep state for this created subscription and shall send to the NF Service Consumer in Serving PLMN (step 2 in 5.2.2.5.2) a subscriptionID that shall consist on the following structure: <MCC>+<MNC>+"-"+<OriginalSubscriptionID>
EXAMPLE:	If the NRF in a Home PLMN (where MCC = 123, and MNC=456) creates a subscription with value "subs987654", the subscriptionID that the NRF in Serving PLMN would send to the NF Service Consumer in Serving PLMN is: "123456-subs987654"
The URI in the Location header that the NRF in Serving PLMN returns to the NF Service Consumer in Serving PLMN shall contain a <subscriptionId> modified as described above and, if it is as an absolute URI, an apiRoot pointing to the address of the NRF in Serving PLMN.
2b.	On failure or redirection:
-	If the creation of the subscription fails at the NRF due to errors in the SubscriptionData JSON object in the request body, the NRF shall return "400 Bad Request" status code with the ProblemDetails IE providing details of the error.
-	If the creation of the subscription fails at the NRF due to NRF internal errors, the NRF shall return "500 Internal Server Error" status code with the ProblemDetails IE providing details of the error.
-	In the case of redirection, the NRF shall return 3xx status code, which shall contain a Location header with an URI pointing to the endpoint of another NRF service instance.


* * * Next Change * * * *
5.3.2.2.3	Service Discovery in a different PLMN
The service discovery in a different PLMN is done by querying the "nf-instances" resource in the NRF of the Home PLMN.
For that, step 1 in clause 5.3.2.2.2 is executed (send a GET request to the NRF in the Serving PLMN); this request shall include the identity of the PLMN of the home NRF in a query parameter of the URI.
If the NRF in Serving PLMN knows that Oauth2-based authorization is required for accessing the NF Discovery service of the NRF in Home PLMN, e.g. by learning this during an earlier Bootstrapping procedure or local configuration, and if the request received at the NRF in Serving PLMN does not include an access token, the NRF in Serving PLMN may reject the request with a 401 Unauthorized as specified in clause 6.7.3 of 3GPP TS 29.500 [x].    
Then, steps 1-2 in Figure 5.3.2.2.3-1 are executed, between the NRF in the Serving PLMN and the NRF in the Home PLMN. In this step, the presence of the PLMN ID of the Home NRF in the query parameter of the URI is not required. The NRF in the Home PLMN returns a status code with the result of the operation. The NRF in the Serving PLMN shall be configured with:
-	a telescopic FQDN (see 3GPP TS 23.003 [12] and 3GPP TS 29.500 [4]) of the NRF in the Home PLMN, if TLS protection between the NRF and the SEPP in the serving PLMN relies on using telescopic FQDN; or
NOTE:	This is required for the NRF in the serving PLMN to route the NF discovery request to the NRF in the HPLMN through a SEPP in the serving PLMN and the SEPP to terminate the TLS connection with a wildcard certificate.
-	with the SEPP FQDN (or the FQDN of the SCP if the communication between the NRF and the SEPP goes through an SCP), if TLS protection between the NRF and the SEPP in the serving PLMN relies on using the 3gpp-Sbi-Target-apiRoot header.
See clause 6.1.4.3 of 3GPP TS 29.500 [4].
Finally, step 2 in clause 5.3.2.2.2 is executed; a status code is returned to the NF Service Consumer in Serving PLMN in accordance to the result received from NRF in Home PLMN.


Figure 5.3.2.2.3-1: Service Discovery in a different PLMN
Steps 1 and 2 are similar to steps 1 and 2 in Figure 5.3.2.2.2-1, where the originator of the service invocation is the NRF in Serving PLMN, and the recipient of the service invocation is the NRF in the Home PLMN.

* * * Next Change * * * *
5.5.2.2.1	General
This service operation is used by an NF Service Consumer to request bootstrapping information from the NRF.


Figure 5.5.2.2.1-1: Bootstrapping Request
1.	The NF Service Consumer shall send a GET request to the "Bootstrapping Endpoint".
The "Bootstrapping Endpoint" URI shall be constructed as:
{nrfApiRoot}/bootstrapping
where {nrfApiRoot} represents the concatenation of the "scheme" and "authority" components of the NRF, as defined in IETF RFC 3986 [17]; see also the definition of NRF FQDN and NRF URI in 3GPP TS 23.003 [12], clause 28.3.2.3.
2a.	On success, "200 OK" shall be returned, the payload body of the GET response shall contain the requested bootstrapping information.
EXAMPLE:
GET https://nrf.example.com/bootstrapping
Accept: application/3gppHal+json


HTTP/2 200 OK
Content-Type: application/3gppHal+json

{
  "status": "OPERATIVE",
  "_links": {
    "self": {
      "href": "https://nrf.example.com/bootstrapping"
    },
    "manage": {
      "href": "https://nrf.example.com/nnrf-nfm/v1/nf-instances"
    },
    "subscribe": {
      "href": "https://nrf.example.com/nnrf-nfm/v1/subscriptions"
    },
    "discover": {
      "href": "https://nrf.example.com/nnrf-disc/v1/nf-instances"
    },
    "authorize": {
      "href": "https://nrf.example.com/oauth2/token"
    }
  },
  "nrfFeatures": {
    "nnrf-nfm": "1",
    "nnrf-disc": "D",
    "nnrf-oauth2": "0"
  },
  "oauth2Required": {
    "nnrf-nfm": "true",
    "nnrf-disc": "false",
  }
}

2b. On failure or redirection:
-	Upon failure, the NRF shall return "400 Bad Request" status code, including in the response payload a JSON object that provides details about the specific error(s) that occurred.
-	In the case of redirection, the NRF shall return 3xx status code, which shall contain a Location header with an URI pointing to the endpoint of another NRF service instance.

* * * Next Change * * * *
[bookmark: _Toc11336237][bookmark: _Toc24937828][bookmark: _Toc33962648][bookmark: _Toc42883417][bookmark: _Toc49733285][bookmark: _Toc56690935][bookmark: _Toc82688881]6.4.6.2.2	Type: BootstrappingInfo
Table 6.4.6.2.2-1: Definition of type BootstrappingInfo
	Attribute name
	Data type
	P
	Cardinality
	Description

	status
	Status
	O
	0..1
	Status of the NRF (operative, non-operative, ...)
The NRF shall be considered as operative if this attribute is absent.


	_links
	map(LinksValueSchema)
	M
	1..N
	Map of LinksValueSchema objects, where the keys are the link relations, as described in Table 6.4.6.3.3.1-1, and the values are objects containing an "href" attribute, whose value is an absolute URI corresponding to each link relation.


	nrfFeatures
	map(SupportedFeatures)
	O
	1..N
	Map of features supported by the NRF, where the keys of the map are the NRF services (as defined in clause 6.1.6.3.11), and where the value indicates the features supported by the corresponding NRF services.
When present, the NRF shall indicate all the features of all the services it supports.
(NOTE)

	oauth2Required
	map(boolean)
	O
	1..N
	When present, this IE shall indicate whether the NRF requires Oauth2-based authorization for accessing its services.
The key of the map shall be the name of an NRF service, e.g. "nnrf-nfm" or "nnrf-disc".

The value of each entry of the map shall be encoded as follows:
- true: OAuth2 based authorization is required.
- false: OAuth2 based authorization is not required.

The absence of this IE means that the NRF has not provided any indication about its usage of Oauth2 for authorization.

	NOTE:	The absence of the nrfFeatures attribute in the BootstrappingInfo shall not be interpreted as if the NRF does not support any feature.




* * * Next Change * * * *
[bookmark: _Toc11336379][bookmark: _Toc24937839][bookmark: _Toc33962659][bookmark: _Toc42883428][bookmark: _Toc49733296][bookmark: _Toc56690946][bookmark: _Toc82688892]A.5	Nnrf_Bootstrapping API
openapi: 3.0.0

info:
  version: '1.1.0-alpha.2'
  title: 'NRF Bootstrapping'
  description: |
    NRF Bootstrapping.
    © 2021, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.

[…]

    BootstrappingInfo:
      description: Information returned by NRF in the bootstrapping response message
      type: object
      required:
        - _links
      properties:
        status:
          $ref: '#/components/schemas/Status'
        _links:
          type: object
          description: 'Map of link objects where the keys are the link relations defined in 3GPP TS 29.510 clause 6.4.6.3.3'
          additionalProperties:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/LinksValueSchema'
          minProperties: 1
        nrfFeatures:
          type: object
          description: 'Map of features supported by the NRF, where the keys are the NRF services as defined in 3GPP TS 29.510 clause 6.1.6.3.11'
          additionalProperties:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
          minProperties: 1
        oauth2Required:
          type: object
          description: 'Map indicating whether the NRF requires Oauth2-based authorization for accessing its services. The key of the map shall be the name of an NRF service, e.g. "nnrf-nfm" or "nnrf-disc"'
          additionalProperties:
            type: boolean
          minProperties: 1

[…]

* * * End of Changes * * * *
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