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13.5 Security capability negotiation between SEPPs
When a SEPP notices that it does not have an agreed security mechanism for N32 protection with a peer SEPP or if the security capabilities of the SEPP have been updated, the SEPP shall perform security capability negotiation with the peer SEPP in order to determine, which security mechanism to use for protecting NF service related signalling over N32. Certificate based authentication shall follow the profiles given in 3GPP TS 33.210 [3], clause 6.2."
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Therefore, an update is required in TS 29.573 where the same parameter exchange procedure can be reused for renegotiation.
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If renegotiation fails, then SEPP can still reuse the previously negotiated capability
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5.2.3.2	Parameter Exchange Procedure for Cipher Suite Negotiation
The parameter exchange procedure for cipher suite negotiation shall be performed after the security capability negotiation procedure if the selected security policy is PRINS. If there is a change in the cipher suite and the SEPP wants to renegotiate it, then the SEPP may reuse the parameter exchange procedure to override what was exchanged before. 

The procedure is described in Figure 5.2.3.2-1 below.




Figure 5.2.3.2-1: Parameter Exchange Procedure for Cipher Suite Negotiation
1.	The initiating SEPP issues a HTTP POST request towards the responding SEPP with the request body containing the "SecParamExchReqData" IE carrying the following information
-	Supported cipher suites;
	The supported cipher suites shall be an ordered list with the cipher suites mandated by 3GPP TS 33.501 [6] appearing at the top of the list.
	The initiating SEPP also provides a N32-f context identifier for the responding SEPP to use towards the initiating SEPP for subsequent JOSE Protected Message Forwarding procedures over N32-f (see clause 5.3.3) when the responding SEPP acts as the forwarding SEPP.
2a.	On successful processing of the request, the responding SEPP shall respond to the initiating SEPP with a "200 OK" status code and a POST response body that contains the following information
-	Selected cipher suite
	The responding SEPP compares the initiating SEPP's supported cipher suites to its own supported cipher suites and selects, based on its local policy, a cipher suite, which is supported by both the SEPPs. The responding SEPP's supported cipher suites shall be an ordered list with the cipher suites mandated by 3GPP TS 33.501 [6] appearing at the top of the list. The selected cipher suite is applicable for both the directions of communication between the SEPPs.
	The responding SEPP also provides a N32-f context identifier for the initiating SEPP to use towards the responding SEPP for subsequent JOSE Protected Message Forwarding procedures over N32-f (see clause 5.3.3) when the initiating SEPP acts as the forwarding SEPP.
	If the receiving SEPP already has a previously negotiated cipher suite, the SEPP shall overwrite it with the new one.

2b.	On failure, the responding pP-SEPP shall respond to the initiating SEPP with an appropriate 4xx/5xx status code as specified in clause 6.1.4.3. If the SEPP already has a previously negotiated cipher suite, the SEPP shall continue to use the same.

NOTE :	If a SEPP already has a previously negotiated cipher suite and a new cipher suite is also received, the SEPP shall start applying the new cipher suite immediately and also continue with the old cipher suite for a limited time period. This allows messages with old policies to be completed gracefully.


* * * Next Change * * * *


[bookmark: _Toc24986310][bookmark: _Toc34205738][bookmark: _Toc39061922][bookmark: _Toc43277164][bookmark: _Toc49847494][bookmark: _Toc56419469][bookmark: _Toc73197104]5.2.3.3	Parameter Exchange Procedure for Protection Policy Exchange
The parameter exchange procedure for protection policy exchange may be performed after the Parameter Exchange Procedure for Cipher Suite Negotiation (see clause 5.2.3.2). If a HTTP/2 connection does not exist towards the peer SEPP at the time of initiating this procedure, the HTTP/2 connection shall be established. If there is a change in the protection policy exchange and the SEPP wants to renegotiate it, then the SEPP may reuse the parameter exchange procedure for the protection policy exchange to override what was exchanged before. If the parameter exchange procedure for the protection policy exchange is not performed then the protection policies between the SEPP shall be exchanged out of bands.
The procedure is described in Figure 5.2.3.3-1 below.




Figure 5.2.3.3-1: Parameter Exchange Procedure for Protection Policy Exchange
1.	The initiating SEPP issues a HTTP POST request towards the responding SEPP with the request body containing the "SecParamExchReqData" IE carrying the following information
-	Protection policy information
The protection policy information contains:
-	API to IE mapping containing the mapping information of list of leaf IEs for each:
-	Request/response and Subscribe / Unsubscribe service operation, identified by the API URI and method; and/or
-	Callbacks (e.g Notification service operation), identified by the value of the 3GPP custom HTTP header "3gpp-Sbi-Callback" (see clause 5.2.3 of 3GPP TS 29.500 [4]).
-	List of IE types that are to be protected across N32-f (i.e the data type encryption policy as specified in clause 13.2.3.2 of 3GPP TS 33.501 [6]); and
-	Modification policy: Against each leaf IE in the API to IE mapping information, a boolean flag indicating whether that IE is allowed to be modified by an IPX on the side of the SEPP sending the protection policy information.

If the initiating SEPP connects to several IPXs, an isModifiable IE may be included to indicate an IE is allowed to be modified by all IPX(s) or an map type of isModifiableByIpx IE may be included to indicate an IE is allowed to be modified by an IPX identified by the key of ipxProviderId IE if this IE is allowed to be modified by some of (but not all) the IPX(s), as specified in clause 13.2.3.4 of 3GPP TS 33.501 [6].
2a.	On successful processing of the request, the responding SEPP shall respond to the initiating SEPP with a "200 OK" status code and a POST response body that contains the following information
-	Selected protection policy information
The Selected protection policy information contains the IEs allowed to be modified by an IPX on the side of the responding SEPP. If the responding SEPP connects to several IPXs, an isModifiable IE may be included to indicate an IE is allowed to be modified by all IPX(s) or an map type of isModifiableByIpx IE may be included to indicate an IE is allowed to be modified by an IPX identified by the key of ipxProviderId IE if this IE is allowed to be modified by some of (but not all) the IPX(s), as specified in clause 13.2.3.4 of 3GPP TS 33.501 [6].
The initiating SEPP shall store the modification policy which are sent from responding SEPP in selected protection policy information and the responding SEPP shall store the modification policy which are sent from the initiating SEPP in the protection policy information. The SEPP receving the subsequent message transfers over N32-f shall check whether the modifications performed by the IPXs were permitted by the respective modification policy.
The SEPPs shall store the encryption policy in selected protection policy information and shall apply this policy for subsequent message transfers over N32-f. The encryption policy in selected protection policy is applicable for both the directions of communication between the SEPPs.
	If the receiving SEPP already has a previously negotiated protection policy information, the SEPP shall overwrite it with the new one.
The HTTP/2 connection used for the N32 handshake procedures may be terminated after the completion of this procedure.
2b.	On failure, the responding SEPP shall respond to the initiating SEPP with an appropriate 4xx/5xx status code as specified in clause 6.1.4.3. If the SEPP already has previously negotiated protection policy information, the SEPP shall continue to use the same.
NOTE :	If a SEPP already has a previously negotiated cipher suite and a new cipher suite is also received, the SEPP shall start applying the new cipher suite immediately and also continue with the old cipher suite for a limited time period. This allows messages with old policies to be completed gracefully.

An illustration of how the protection policy is stored and looked up in the SEPP is provided in figure 5.2.3.3-2


Figure 5.2.3.3-2: Protection Policy Storage and Lookup in SEPP
During the N32-f message forwarding, the SEPP looks at a HTTP request or response it receives from an NF service consumer or NF service producer and then uses the above tables to decide which IEs and headers in the message it shall cipher and integrity protect and which IEs it shall allow the IPXes to modify.

* * * Next Change * * * *
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The initiating SEPP shall initiate a Security Information list exchange procedure towards the responding SEPP to exchange the Security Information lists that contain information on IPX public keys or certificates that are needed to verify IPX modifications at the receiving SEPP as specified in clause 13.2.2.2 of 3GPP TS 33.501 [6]. If there is a change in the security information list and the SEPP wants to renegotiate it, then the SEPP may reuse the parameter exchange procedure for the security information list exchange to override what was exchanged before
The procedure is described in Figure 5.2.3.4-1 below.




Figure 5.2.3.4-1: Parameter Exchange Procedure for Security Information List exchange
1.	The initiating SEPP issues a HTTP POST request towards the responding SEPP with the request body containing the "SecParamExchReqData" IE carrying the following information:
-	IPX provider identifier connected to the initiating SEPP;
-	List of raw public keys or certificates for that IPX.
2a.	On successful processing of the request, the responding SEPP shall respond to the initiating SEPP with a "200 OK" status code and a POST response body that contains the "SecParamExchRspData" IE carrying the following information:
-	IPX provider identifier connected to the responding SEPP;
-	List of raw public keys or certificates for that IPX.
	If the receiving SEPP already has a previously negotiated security information list, the SEPP shall overwrite it with the new one.

2b.	On failure, the responding SEPP shall respond to the initiating SEPP with an appropriate 4xx/5xx status code as specified in clause 6.1.4.3. If the SEPP already has previously negotiated security information list, the SEPP shall continue to use the same.

NOTE :	If a SEPP already has a previously negotiated cipher suite and a new cipher suite is also received, the SEPP shall start applying the new cipher suite immediately and also continue with the old cipher suite for a limited time period. This allows messages with old policies to be completed gracefully.


* * * End of Changes * * * *
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