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* * * First Change * * * *
[bookmark: _Toc42953840][bookmark: _Toc43463157][bookmark: _Toc49847769][bookmark: _Toc56497898][bookmark: _Toc74989544][bookmark: _Toc58584930][bookmark: _Toc56684900][bookmark: _Toc49733043][bookmark: _Toc42883175][bookmark: _Toc33962413][bookmark: _Toc24937598]5.2.2.3.1	General
The Re-Authentication Notification service operation shall be used by the NSSAAF to notify the AMF to re-initiate slice-specific authentication and authorization for a given UE, as specified in clause 4.2.9.3 of 3GPP TS 23.502 [3], and clause 16.4 of 3GPP TS 33.501 [8].
When a UE is served by two different AMFs for 3GPP and Non-3GPP access and NSSAAF receives Reauthentication Notification for an S-NSSAI, NSSAAF may decide to send notification to one of the AMF first, as specified in clause 4.2.9.3 of 3GPP TS 23.502 [3]. If EAP authentication succeeds in that AMF then NSSAAF does not notify to the other AMF.
The NSSAAF shall notify the NF Service Consumer (i.e. the AMF) by using the HTTP POST method as shown in Figure 5.2.2.3.1-1.


Figure 5.2.2.3.1-1: Re-authentication Notification
1.	The NSSAAF shall send a POST request to the callback URI used to receiving re-authentication notification, which is either provided by the NF Service Consumer (i.e. the AMF), or retrieved from the AMF profile stored in the NRF.
	The HTTP payload body of the POST request shall contain the SliceAuthReauthNotification data structure, within which:
- the notificationType set to the SliceAuthNotificationType of "SLICE_RE_AUTH";
- the gpsi set to the GPSI of the given UE required to be re-authenticated;
- the snssai set to the S-NSSAI required to be re-authenticated;
-	the supi set to the SUPI of the given UE required to be re-authenticated.
NOTE:	The NSSAAF can obtain the SUPI of the UE in the response of a previous Nudm_UECM_Get used by the NSSAAF to retrieve the AMF ID.
2a.	On success, "204 No Content" shall be returned and the payload body of the POST response shall be empty.
After responding the request, the NF Service Consumer (i.e. the AMF) shall send NAS message to the UE to trigger re-authentication and re-authorization for the given slice.
The AMF then decides to execute the Slice-Specific Authentication and Authorization if needed as described in clause 5.2.2.2.1.
2b.	On failure or redirection, one of the HTTP status code listed in Table 6.1.7.3-1 shall be returned. If the NSSAAF is not able to handle the request, but knows that another NSSAAF is able to handle it, it shall reply with an HTTP 3xx redirect error response pointing to the URI of the new NSSAAF. 
If the NSSAAF is not able to handle the request as the S-NSSAI to be re-authenticated is not part of Allowed-NSSAI, it may reply with “403 Forbidden”, with “cause” attribute set to “SLICE_NOT_ALLOWED”. 
For a 4xx/5xx response, the message body shall contain a ProblemDetails structure with the "cause" attribute set to one of the application error listed in Table 6.1.7.3-1.
* * * Next Change * * * *
[bookmark: _Toc42953842][bookmark: _Toc43463159][bookmark: _Toc49847771][bookmark: _Toc56497900][bookmark: _Toc74989546][bookmark: _Toc532994458][bookmark: _Toc35971425][bookmark: _Toc42953874][bookmark: _Toc43463191][bookmark: _Toc49847803][bookmark: _Toc56497932][bookmark: _Toc74989578]5.2.2.4.1	General
The Revocation Notification service operation shall be used by the NSSAAF to notify the AMF to revoke slice-specific authentication and authorization result, as specified in clause 4.2.9.4 of 3GPP TS 23.502 [3], and clause 16.5 of 3GPP TS 33.501 [8], and may trigger the AMF to release the corresponding PDU sessions associated to the indicated slice.
When a UE is served by two different AMFs for 3GPP and Non-3GPP access and NSSAAF receives Reauthentication Notification for an S-NSSAI, NSSAAF may decide to send notification to one of the AMF first, as specified in clause 4.2.9.3 of 3GPP TS 23.502 [3]. If EAP authentication fails in that AMF then NSSAAF can send Revocation Notification to the other AMF.
The NSSAAF shall notify the NF Service Consumer (i.e. the AMF) by using the HTTP POST method as shown in Figure 5.2.2.4.1-1.


Figure 5.2.2.4.1-1: Revocation Notification
1.	The NSSAAF shall send a POST request to the revocation notification callback URI, which is either provided by the NF Service Consumer (i.e. the AMF), or retrieved from the AMF profile stored in the NRF.
	The HTTP payload body of the POST request shall contain the SliceAuthRevocNotification data structure, within which:
- the notificationType set to the SliceAuthNotificationType of "SLICE_REVOCATION";
- the gpsi set to the GPSI of the given UE for whom the slice-specific authorization revocation is required;
- the snssai set to the S-NSSAI for which the slice-specific authorization revocation is required;
-	the supi set to the SUPI of the given UE for whom the slice-specific authorization revocation is required.
NOTE:	The NSSAAF can obtain the SUPI of the UE in the response of a previous Nudm_UECM_Get used by the NSSAAF to retrieve the AMF ID.
2a.	On success, "204 No Content" shall be returned and the payload body of the POST response shall be empty.
On receiving the request, the NF Service Consumer (i.e. the AMF) shall revoke the slice-specific authentication and authorization result for the given UE. If there is PDU session associated to the given slice, the AMF shall trigger the PDU session release to the SMF, with appropriate cause value.
The AMF shall remove the "status" for the given slice in "nssaaStatusList" attribute (see 3GPP TS 29.518 [16]).
2b.	On failure or redirection, one of the HTTP status code listed in Table 6.1.7.3-1 shall be returned. If the NSSAAF is not able to handle the request, but knows that another NSSAAF is able to handle it, it shall reply with an HTTP 3xx redirect error response pointing to the URI of the new NSSAAF. For a 4xx/5xx response, the message body shall contain a ProblemDetails structure with the "cause" attribute set to one of the application error listed in Table 6.1.7.3-1.
* * * Next Change * * * *
6.1.5.2.3.1	POST
This method shall support the request data structures specified in table 6.1.5.2.3.1-1 and the response data structures and response codes specified in table 6.1.5.2.3.1-1.
Table 6.1.5.2.3.1-2: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	SliceAuthReauthNotification
	M
	1
	SliceAuthReauthNotification which carries the re-authentication notification for a given UE.



Table 6.1.5.2.3.1-3: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response codes
	Description

	ProblemDetailsn/a
	O
	0..1
	403 Forbidden
	This case represents when the S-NSSAI being re-authenticated is not part of Allowed-NSSAI.
The "cause" attribute may be used to indicate one of the following application errors:
- SLICE_NOT_ALLOWED

	NOTE:	The mandatory HTTP error status codes for the POST method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] also apply.



* * * Next Change * * * *
[bookmark: _Toc35971446][bookmark: _Toc42953899][bookmark: _Toc43463216][bookmark: _Toc49847828][bookmark: _Toc56497957][bookmark: _Toc74989603]6.1.7.3	Application Errors
The application errors defined for the Nnssaaf_NSSAA  service are listed in Table 6.1.7.3-1.
Table 6.1.7.3-1: Application errors
	Application Error
	HTTP status code
	Description

	RESOURCE_TEMP_MOVED
	307 Temporary Redirect
	Indicates that the NSSAAF is not able to handle the request, but points to the URI of another NSSAAF.

	RESOURCE_MOVED
	308 Permanent Redirect
	Indicates that the NSSAAF is not able to handle the request, but points to the URI of another NSSAAF.

	SLICE_AUTH_REJECTED
	403 Forbidden
	The user cannot be authenticated, e.g. authentication request rejected by the AAA-S.

	CONTEXT_NOT_FOUND
	404 Not Found
	The NSSAAF cannot find the resource corresponding to the URI provided by the NF Service Consumer, i.e. the resource identified by the authCtxId does not exist in the NSSAAF.

	USER_NOT_FOUND
	404 Not Found
	The user does not exist in the HPLMN.

	UPSTREAM_SERVER_ERROR
	504 Gateway Timeout
	Error happens in reaching the remote peer (i.e. the AAA-S).

	NETWORK_FAILURE
	504 Gateway Timeout
	The request is rejected due to a network problem.

	TIMED_OUT_REQUEST
	504 Gateway Timeout
	No response is received from the remote peer (i.e. the AAA-S) when time out.

	SLICE_NOT_ALLOWED
	403 Forbidden
	The slice cannot be re-authenticated, because, e.g. the S-NSSAI is not part of Allowed-NSSAI



* * * Next Change * * * *
[bookmark: _Toc42953904][bookmark: _Toc43463221][bookmark: _Toc49847833][bookmark: _Toc56497962][bookmark: _Toc74989608]A.2	Nnssaaf_NSSAA API
[bookmark: _Hlk515634373][bookmark: _Hlk515642979]openapi: 3.0.0
info:
  title: Nnssaaf_NSSAA
  version: 1.0.3
  description: |
    Network Slice-Specific Authentication and Authorization Service.
    © 2021, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.
[bookmark: _Hlk514243590]externalDocs:
  description: 3GPP TS29.526, NSSAA Service, version 16.4.0.
  url: http://www.3gpp.org/ftp/Specs/archive/29_series/29.526/
servers:
  - url: '{apiRoot}/nnssaaf-nssaa/v1'
    variables:
      apiRoot:
        default: https://example.com
        description: apiRoot as defined in clause 4.4 of 3GPP TS 29.501
security:
  - {}
  - oAuth2ClientCredentials:
    - nnssaaf-nssaa
paths:
  /slice-authentications:
    post:
      summary: Create slice authentication context
      operationId: CreateSliceAuthenticationContext
      tags:
        - Slice Authentication Context Creation
      requestBody:
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/SliceAuthInfo'
        required: true
      responses:
        '201':
          description: SliceAuthContext
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/SliceAuthContext'
          headers:
            Location:
              description: 'Contains the URI of the newly created resource according to the structure: {apiRoot}/nnssaaf-nssaa/v1/slice-authentications/{authCtxId}'
              required: true
              schema:
                type: string
        '307':
          $ref: 'TS29571_CommonData.yaml#/components/responses/307'
        '308':
          $ref: 'TS29571_CommonData.yaml#/components/responses/308'
        '400':
          description: Bad Request from the AMF
          content:
            application/problem+json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'
        '403':
          description: Forbidden due to slice authentication rejected
          content:
            application/problem+json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'
        '404':
          description: User does not exist
          content:
            application/problem+json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'
        '504':
          description: Network error or remote peer error
          content:
            application/problem+json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'
      callbacks:
        reauthenticationNotification:
          '{request.body#/reauthNotifUri}':
            post:
              requestBody:
                required: true
                content:
                  application/json:
                    schema:
                      $ref: '#/components/schemas/SliceAuthReauthNotification'
              responses:
                '204':
                  description: slice re-authentication notification response
                '307':
                  description: Temporary Redirect
                  content:
                    application/json:
                      schema:
                        $ref: 'TS29571_CommonData.yaml#/components/schemas/RedirectResponse'
                  headers:
                    Location:
                      description: 'The URI pointing to the resource located on the redirect target'
                      required: true
                      schema:
                        type: string
                '308':
                  description: Permanent Redirect
                  content:
                    application/json:
                      schema:
                        $ref: 'TS29571_CommonData.yaml#/components/schemas/RedirectResponse'
                  headers:
                    Location:
                      description: 'The URI pointing to the resource located on the redirect target'
                      required: true
                      schema:
                        type: string
                '400':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/400'
                '403':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/403'
                '404':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/404'
                '500':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/500'
                '503':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/503'
                default:
                  description: Unexpected error
[…]
[…]
Skipped for clarity

* * * End of Changes * * * *
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