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[bookmark: _Toc73971657][bookmark: _Toc19777497][bookmark: _Toc27740794][bookmark: _Toc36054173][bookmark: _Toc44874049][bookmark: _Toc51863027][bookmark: _Toc57980456][bookmark: _Toc58578779][bookmark: _Toc19717279][bookmark: _Toc27490769][bookmark: _Toc27557062][bookmark: _Toc27723979][bookmark: _Toc36031051][bookmark: _Toc36042971][bookmark: _Toc36814296][bookmark: _Toc44689150][bookmark: _Toc44923904][bookmark: _Toc51860874][bookmark: _Toc57930645][bookmark: _Toc57931275]5.31.1	General
Stage 2 requirements for the support of Layer 2 Tunneling Protocol (L2TP) are specified in clause 5.8.2.16X of 3GPP TS 23.501 [28], clause 4.3.2.4x of 3GPP TS 23.502 [29] and clause 5.5 of 3GPP TS 23.214 [2].
It is optional for both the CP function and the UP function to support the L2TP feature. 
L2TP is specified in IETF RFC 2661 [67]. An L2TP Tunnel is setup between a L2TP Access Concentrator (LAC) and a L2TP Network Server (LNS) pair controlling the connection, that may contain one or more L2TP Sessions. More than one L2TP tunnel can be established between a LAC-LNS pair. 
The UP function shall act as the LAC.
The CP function may request the UPF to setup an L2TP Session for a PDN connection or PDU session between the LAC and the LNS in the Data Network. 
One L2TP tunnel between the UP Function and the L2TP server may be shared by multiple PDN connection / PDU session using the same N6/SGi network instance and L2TP parameters (e.g. LNS address). A single L2TP tunnel may be shared by multiple PDN connections / PDU sessions created by the same CP Function or by different CP Functions.
* * * Next Change * * * *
[bookmark: _Toc19717284][bookmark: _Toc27490774][bookmark: _Toc27557067][bookmark: _Toc27723984][bookmark: _Toc36031056][bookmark: _Toc36042976][bookmark: _Toc36814301][bookmark: _Toc44689155][bookmark: _Toc44923909][bookmark: _Toc51860879][bookmark: _Toc57930650][bookmark: _Toc57931280][bookmark: _Toc73971802]7.5.2.1	General
The PFCP Session Establishment Request shall be sent over the Sxa, Sxb, Sxc and N4 interface by the CP function to establish a new PFCP session context in the UP function.
Table 7.5.2.1-1: Information Elements in a PFCP Session Establishment Request
	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	N4
	

	Node ID
	M
	This IE shall contain the unique identifier of the sending Node.
	X
	X
	X
	X
	Node ID

	CP F-SEID
	M
	This IE shall contain the unique identifier allocated by the CP function identifying the session.
	X
	X
	X
	X
	F-SEID

	Create PDR
	M
	This IE shall be present for at least one PDR to be associated to the PFCP session.

Several IEs with the same IE type may be present to represent multiple PDRs.
See Table 7.5.2.2-1.
	X
	X
	X
	X
	Create PDR

	Create FAR
	M
	This IE shall be present for at least one FAR to be associated to the PFCP session.

Several IEs with the same IE type may be present to represent multiple FARs.
See Table 7.5.2.3-1.
	X
	X
	X
	X
	Create FAR

	Create URR
	C
	This IE shall be present if a measurement action shall be applied to packets matching one or more PDR(s) of this PFCP session.
Several IEs within the same IE type may be present to represent multiple URRs.
See Table 7.5.2.4-1.
	X
	X
	X
	X
	Create URR

	Create QER
	C
	This IE shall be present if a QoS enforcement or QoS marking action shall be applied to packets matching one or more PDR(s) of this PFCP session.
Several IEs within the same IE type may be present to represent multiple QERs.
See Table 7.5.2.5-1.
	-
	X
	X
	X
	Create QER

	Create BAR
	O
	When present, this IE shall contain the buffering instructions to be applied by the UP function to any FAR of this PFCP session set with the Apply Action requesting the packets to be buffered and with a BAR ID IE referring to this BAR. See table 7.5.2.6-1.
	X
	-
	-
	X
	Create BAR

	Create Traffic Endpoint
	C
	This IE may be present if the UP function has indicated support of PDI optimization.
Several IEs within the same IE type may be present to represent multiple Traffic Endpoints.
See Table 7.5.2.7-1.
	X
	X
	X
	X
	Create Traffic Endpoint

	PDN Type
	C
	This IE shall be present if the PFCP session is setup for an individual PDN connection or PDU session (see clause 5.2.1).
When present, this IE shall indicate whether this is an IP or non-IP PDN connection/PDU session or, for 5GC, an Ethernet PDU session. See NOTE 3.
	X
	X
	-
	X
	PDN Type

	SGW-C FQ-CSID
	C
	This IE shall be included according to the requirements in clause 23 of 3GPP TS 23.007 [24].
	X
	X
	-
	-
	FQ-CSID

	MME FQ-CSID
	C
	This IE shall be included when received on the S11 interface or on S5/S8 interface according to the requirements in clause 23 of 3GPP TS 23.007 [24].
	X
	X
	-
	-
	FQ-CSID

	PGW-C/SMF FQ-CSID
	C
	This IE shall be included according to the requirements in clause 23 of 3GPP TS 23.007 [24] and clause 4.6 of 3GPP TS 23.527 [40].
	X
	X
	-
	-
	FQ-CSID

	ePDG FQ-CSID
	C
	This IE shall be included according to the requirements in clause 23 of 3GPP TS 23.007 [24].
	-
	X
	-
	-
	FQ-CSID

	TWAN FQ-CSID
	C
	This IE shall be included according to the requirements in clause 23 of 3GPP TS 23.007 [24].
	-
	X
	-
	-
	FQ-CSID

	User Plane Inactivity Timer
	O
	This IE may be present to request the UP function to send a User Plane Inactivity Report when no user plane packets are received for this PFCP session for a duration exceeding the User Plane Inactivity Timer.
When present, it shall contain the duration of the inactivity period after which a User Plane Inactivity Report shall be generated.
	-
	X
	X
	X
	User Plane Inactivity Timer

	User ID
	O
	This IE may be present, based on operator policy. It shall only be sent if the UP function is in a trusted environment.
See NOTE.
	X
	X
	X
	X
	User ID

	Trace Information
	O
	When present, this IE shall contain the trace instructions to be applied by the UP function for this PFCP session.
	X
	X
	X
	X
	Trace Information

	APN/DNN
	O
	This IE may be present, if related functionalities in the UP function require the APN/DNN information. See NOTE 2.
	X
	X
	-
	X
	APN/DNN

	Create MAR
	C
	This IE shall be present for a N4 session established for a MA PDU session.

Several IEs with the same IE type may be present to represent multiple MARs.
See Table 7.5.2.8-1.
	-
	-
	-
	X
	Create MAR

	PFCPSEReq-Flags
	C
	This IE shall be included if at least one of the flags is set to "1".
-	RESTI (Restoration Indication): this bit shall be set to "1" if the CP function re-establishes an existing PFCP session and the allocation of GTP-U F-TEID and/or UE IP address is performed by the UP function. (NOTE 4)
-	SUMPC (Stop Usage Measurement to Pause Charging): the CP function, e.g. PGW-C or (H-)SMF, shall set this flag if the usage measurement for the URRs which are applicable for charging (i.e. with the "ASPOC" flag set to "1") shall be stopped in the UP function.
	X
	X
	-
	X
	PFCPSEReq-Flags

	Create Bridge Info for TSC
	C
	This IE shall be present for a PFCP session established for TSC to request the UPF to provide Bridge information for TSC. 
	-
	-
	-
	X
	Create Bridge Info for TSC

	Create SRR
	O
	This IE may be present to request the UPF to detect and report events not related to specific PDRs.
Several IEs within the same IE type may be present to represent multiple SRRs.
See Table 7.5.2.9-1.
	-
	-
	-
	X
	Create SRR

	Provide ATSSS Control Information
	C
	This IE shall be present for N4 session establishment for a MA PDU session.
When present, this IE shall contain the required ATSSS functionalities for this MA PDU session.
See Table 7.5.2.10-1.
	-
	-
	-
	X
	Provide ATSSS Control Information

	Recovery Time Stamp
	O
	This IE may be included to contain the time stamp when the CP function was started. (See clause 19A of 3GPP TS 23.007 [24].)
	X
	X
	X
	X
	Recovery Time Stamp

	S-NSSAI
	O
	This IE may be present, if related functionalities in the UP function require the S-NSSAI information. (NOTE 2)
When present, it shall indicate the S-NSSAI of the PDU session.
	-
	-
	-
	X
	S-NSSAI

	Provide RDS configuration information
	O
	When present, this IE shall contain the RDS configuration information to be applied by the UP function for this PFCP session.
	-
	X
	-
	X
	Provide RDS configuration information

	RAT Type
	O
	This IE may be present to provide the UP Function the current RAT Type for the PDN connection/PDU session to which this PFCP Session is corresponding for statistics purpose. 
	X
	X
	-
	X
	RAT Type

	L2TP Tunnel Information
	C
	This IE shall be present if L2TP tunnel information is received from an AAA server, e.g. Radius/Diameter server or if it is configured in the CP function.

Several IE with the same IE type may be present to provide L2TP Tunnel Information for alternative LNS.

	-
	X
	-
	X
	L2TP Tunnel Information

	L2TP Session Information
	C
	This IE shall be present to include the information to establish a L2TP session, if an L2TP session needs to be established for this PFCP session.

	-
	X
	-
	X
	L2TP Session Information

	Group Id
	O
	This IE may be included by the CP function to indicate the group identifier to which the PFCP session pertains (see clause 5.22).

	-
	X
	-
	X
	Group Id

	NOTE 1:	This can be used for troubleshooting problems in the UP function affecting a subscriber.
NOTE 2:	The CP function may provide additional information (e.g. APN/DNN) to the UP function, e.g. used by the forwarding rules pre-defined in UP function (some forwarding rules are APN specific), used by the UP function for performance measurement, etc.
NOTE 3:	The SGW-C may set PDN type as Non-IP for an Ethernet PDN to allow interworking with a legacy SGW-U.
NOTE 4:	The UP function shall accept the CP function allocated GTP-U F-TEID and/or UE IP address in the PFCP Session Establishment Request message with the RESTI flag set to "1", if the requested GTP-U F-TEID and/or UE IP address is available.



Table 7.5.2.1-2: L2TP Tunnel Information IE in the PFCP Session Establishment Request message
	Octet 1 and 2
	
	L2TP Tunnel Information IE Type = 276 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	N4
	

	LNS Address
	M
	This IE shall be present to include the Tunnel Server Endpoint, i.e. LNS IP address.

	-
	X
	-
	X
	LNS Address

	Tunnel Password
	O
	This IE may be present to include the password to be used to authenticate to a remote server.

	-
	X
	-
	X
	Tunnel Password

	Tunnel Preference
	C
	This IE shall be present if multiple L2TP Tunnel Information IEs are included in the message. 

If present this IE indicates the order in which the L2TP Tunnel Information IEs shall be used when trying to establish the L2TP session.

	-
	X
	-
	X
	Tunnel Preference



Table 7.5.2.1-3: L2TP Session Information IE in the PFCP Session Establishment Request message
	Octet 1 and 2
	
	L2TP Session Information IE Type = 277 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	N4
	

	Calling Number
	O
	This IE may be present, e.g. to include an MSISDN of the UE.

	-
	X
	-
	X
	Calling Number

	Called Number
	O
	This IE may be present, e.g. to include an APN/DNN.

	-
	X
	-
	X
	Called Number

	Maximum Receive Unit
	O
	This IE may be present to include Maximum Receive Unit for LCP/PPP which may be set to the value of the MTU received from the UE or may be configured in the CP function.

	-
	X
	-
	X
	Maximum Receive Unit

	L2TP Session Indications
	C
	This IE shall be present if the CP function requests the UP function to get a UE IP Address, and/or DNS server information, and/or NBNS server information from the LNS.

	-
	X
	-
	X
	L2TP session Indications

	L2TP User Authentication 
	O
	This IE may be present to include the authentication information to be used during L2TP session establishment.

	-
	X
	-
	X
	L2TP User Authentication 

	NOTE:	The Tunnel Password and L2TP User Authentication IE are transferred with plain text, a Network Domain Security/IP based security mechanism may be deployed between the CP function and the UP function if required by the local policies.


 
Editor's Note: The Tunnel Password and L2TP User Authentication IE are assumed to be transferred with plain text, additional security mechanism can be used, e.g. using IPsec tunnel between CP function and UP function. It is FFS based on SA3 feedback. The L2TP User Authentication IE will include Proxy Authen Type, Proxy Authen ID, Proxy Authen Name, Proxy Authen Challenge, Proxy Authen Response and the encoding of the IEs is FFS.

* * * Next Change * * * *
[bookmark: _Toc73972067][bookmark: _Hlk72359980]8.2.187	L2TP User Authentication
The L2TP User Authentication IE shall be encoded as shown in Figure 8.2.187-1. 
	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = 278 (decimal)
	

	
	3 to 4
	Length = n
	

	
	5 - 6
	Proxy Authen Type Value
	

	
	7
	Spare
	PAI
	PAR
	PAC
	PAN
	

	
	8
	Length of Proxy Authen Name 
	

	
	9 to a
	Proxy Authen Name Value
	

	
	a+1
	Length of Proxy Authen Challenge 
	

	
	(a+2) to b
	Proxy Authen Challenge Value
	

	
	b+1
	Length of Proxy Authen Response
	

	
	(b+2) to c
	Proxy Authen Response Value
	

	
	c+1
	Proxy Authen ID 
	

	
	(c+2) to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.2.187-1: L2TP User Authentication
The following flags are coded within Octet 7:
-	Bit 1 – PAN: If this bit is set to "1", then the Length of Proxy Authen Name and Proxy Authen Name Value shall be present; otherwise, the Length of Proxy Authen Name and Proxy Authen Name Value  shall not be present. 
-	Bit 2 – PAC: If this bit is set to "1", then the Length of Proxy Authen Challenge and Proxy Authen Challenge Value shall be present; otherwise, the Length of Proxy Authen Challenge and Proxy Authen Challenge Value shall not be present.
-	Bit 3 – PAR: If this bit is set to "1", then the Length of Proxy Authen Response and Proxy Authen Response Value shall be present; otherwise, the Length of Proxy Authen Response and Proxy Authen Response Value shall not be present.
-	Bit 4 – PAI: If this bit is set to "1", then the Proxy Authen ID shall be present; otherwise, the Proxy Authen ID shall not be present.
Proxy Authen Type Value, Proxy Authen Name Value, Proxy Authen Challenge Value, Proxy Authen Response Value and Proxy Authen ID shall be encoded as the Attribute Value field for the Proxy Authen Type AVP, Proxy Authen Name AVP, Proxy Authen Challenge AVP, Proxy Authen Response AVP and Proxy Authen ID respectively as specified in IETF RFC 2661 [67].
If Proxy Authen Type Value is 1, then the PAN and PAR flags shall be set. 
If Proxy Authen Type Value is 2, then the PAN, PAC, PAR, and PAI flags shall be set.
If Proxy Authen Type Value is 3, then the PAN, PAR, and PAI flags shall be set.
If Proxy Authen Type Value is 5, then the PAN, PAC, PAR, and PAI flags shall be set.

* * * Next Change * * * *
[bookmark: _Toc73972072]8.2.192	L2TP Session Indications
The L2TP Session Indications IE shall be encoded as shown in Figure 8.2.192-1.
	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = 284 (decimal)
	

	
	3 to 4
	Length = n 
	

	
	5
	Spare
	Spare
	Spare
	Spare
	Spare
	RENSA
	REDSA
	REUIA
	

	
	6 to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.2.192-1: L2TP Session Indications
The following bits within Octet 5 shall indicate:
-	Bit 1 – REUIA (Request UE IP Address): if this bit is set to "1", it indicates to the UP function that the UP function shall request the UE IP address from the LNS.
-	Bit 2 – REDSA (Request DNS Server Address): if this bit is set to "1", it indicates to the UP function that the UP function shall request DNS Server Address from the LNS.
-	Bit 3 – RENSA (Request NBNS Server Address): if this bit is set to "1", it indicates to the UP function that the UP function shall request NBNS Server Address from the LNS.
-	Bit 4 to 8 – Spare, for future use, shall be set to "0" by the sender and discarded by the receiver.
NOTE:	REDSA and RENSA are only applicable for PDN connections/PDU sessions with IPv4 address.

* * * Next Change * * * *
[bookmark: _Toc73972073]8.2.193	DNS Server Address
The DNS Server Address IE shall contain an FQDN or an IPv4/IPv6 address. It shall be encoded as shown in Figure 8.2.193-1.
	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type =  285 (decimal)
	

	
	3 to 4
	Length = n
	

	
	5
	Spare
	DNS Server Address Type
	

	
	56 to 8o
	DNS Server Address value
	

	
	m 9 to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.2.193-1: DNS Server Address
The DNS Server Address Type shall indicate the type of the DNS Server Address value. It shall be encoded as a 4 bits binary integer as specified in Table 8.2.193-2.
Table 8.2.193-2: DNS Server Address Type
	DNS Server Address Type Value (Decimal)
	DNS Server Address Type 

	0
	IPv4 address

	1
	IPv6 address

	2
	FQDN

	3 to 15
	Spare, for future use.



If the DNS Server Address is an IPv4 address, the DNS Server Address value length shall be "4".
If the DNS Server Address is an IPv6 address, the DNS Server Address value length shall be "16".
If the DNS Server Address is an FQDN, the DNS Server Address value encoding shall be identical to the encoding of a FQDN within a DNS message of clause 3.1 of IETF RFC 1035 [27] but excluding the trailing zero byte.
NOTE:	The FQDN field in the IE is not encoded as a dotted string as commonly used in DNS master zone files.

* * * Next Change * * * *
[bookmark: _Toc73972074]8.2.194	NBNS Server Address
The NBNS Server Address IE shall contain an FQDN or an IPv4/IPv6 address. It shall be encoded as shown in Figure 8.2.194-1.
	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type =  286 (decimal)
	

	
	3 to 4
	Length = n
	

	
	5
	Spare
	NBNS Server Address Type
	

	
	56 to 8o
	NBNS Server Address value
	

	
	m9 to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.2.194-1: NBNS Server Address
The NBNS Server Address shall indicate the type of the NBNS Server Address value. It shall be encoded as a 4 bits binary integer as specified in Table 8.2.194-2.
Table 8.2.194-2: NBNS Server Address Type
	NBNS Server Address Type Value (Decimal)
	NBNS Server Address Type 

	0
	IPv4 address

	1
	IPv6 address

	2
	FQDN

	3 to 15
	Spare, for future use.



If the DNS Server Address is an IPv4 address, the DNS Server Address value length shall be "4".
If the DNS Server Address is an IPv6 address, the DNS Server Address value length shall be "16".
If the DNS Server Address is an FQDN, the DNS Server Address value encoding shall be identical to the encoding of a FQDN within a DNS message of clause 3.1 of IETF RFC 1035 [27] but excluding the trailing zero byte.
NOTE:	The FQDN field in the IE is not encoded as a dotted string as commonly used in DNS master zone files.


* * * End of Changes * * * *

