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Differing requirments on whether OAuth is needed to access NRF services
During the development of the GSMA’s permanent reference document FS.36 “5G Interconnect Security Recommendations”, GSMA members within the 5G Interconnect Security (5GIS) work item group have recommended that the Nnrf_AccessToken (OAuth2_Authorization) procedure must be strictly enforced at the NF-to-NRF interface.
However in investigating this, GSMA members have identified a misalignment in the relevant specifications, on the usage of Oauth in how NF service consumers can access NRF services for the first time. That is, according to TS 33.501, Oauth2_Authorization is not required for the NF service consumer to access the NRF services, although according to TS 29.510, Oauth2_Authorization is required if enabled.

Specifcially 3GPP TS 33.501 V17.0.0 (2020-12) states in Section 13.3.1.3:
“NOTE 1: 	When a NF accesses any services (i.e. register, discover or request access token) provided by the NRF, the OAuth 2.0 access token for authorization between the NF and the NRF is not needed.”

While 3GPP TS 29.510 V17.0.0 states in Section 6.1.8: 
“If Oauth2 authorization is used, an NF Service Consumer, prior to consuming services offered by the Nnrf_NFManagement API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in clause 5.4.2.2.”

And in Section 6.2.8: 
“If Oauth2 authorization is used, an NF Service Consumer, prior to consuming services offered by the Nnrf_NFDiscovery API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in clause 5.4.2.2.”


There is therefore a misalignment and ambiguity on whether an OAuth 2.0 access token is required or not. To address this ambiguity, FS.36 currently states: 
To protect against these threats, the Nnrf_AccessToken (OAuth2_Authorization) procedure must be strictly enforced at the NF-to-NRF interface.
NOTE:	According to TS 33.501 [17], Oauth2_Authorization is not required for the NF service consumer to access the NRF services. However further requirements are provided by other 3GPP specifications - according to TS 29.510 [14], Oauth2_Authorization is required. It is currently planned that future clarification in 3GPP specifications (especially TS 29.510) may define in greater detail how authentication and authorization on the NF-NRF interface is to be implemented.
Action Required
[bookmark: _Toc437780036][bookmark: _Toc51656806][bookmark: _Toc74460304]GSMA 5GIS would like to ask the 3GPP CT4 and SA3 groups to resolve this misalignment, so that a definite recommendation on the NF service consumer usage of Oauth2.0 authorization when accessing NRF services can be made. 
Next Meetings
RIFS#98 call	28 Apr 2021
Additional calls will continue after this date at approximately monthly intervals.
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