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* * * First Change * * * *

[bookmark: _Toc51867464][bookmark: _Toc74943021]5.4.2.2.2	Authentication Information Retrieval
Figure 5.4.2.2.2-1 shows a scenario where the NF service consumer (AUSF) retrieves authentication information for the UE from the UDM (see also 3GPP TS 33.501 [6] clause 6.1.2). The request contains the UE's identity (supi or suci), the serving network name,  and may contain resynchronization info.


Figure 5.4.2.2.2-1: NF service consumer requesting authentication information
1.	The NF service consumer sends a POST request (custom method: generate-auth-data) to the resource representing the UE's security information.
2a.	The UDM responds with "200 OK" with the message body containing the authentication data information.
	The AUSF shall store the authentication data information for subsequent authentication processing. If the AUSF is configured to store Kausf (e.g. based on its support of SoRProtection / UPUProtection service operations), the AUSF shall preserve the Kausf and related information (e.g. SUPI) after the completion of the primary authentication.
2b.	If the operation cannot be authorized due to e.g UE does not have required subcription data, none of the CAG IDs in the CAG cell match any of the CAG IDs in the allowed CAG list, access barring or roaming restrictions, HTTP status code "403 Forbidden" should be returned including additional error information in the response body (in "ProblemDetails" element). If the cellCagInfo is not received, the UDM shall not assume the UE is accessing from the PLMN and shall not stop the authenthcation if the UE is allowed to access 5GS via CAG cell(s) only.
On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error information should be returned in the POST response body.

* * * Next Change * * * *

[bookmark: _Toc51867951][bookmark: _Toc74943511]6.3.6.2.2	Type: AuthenticationInfoRequest
Table 6.3.6.2.2-1: Definition of type AuthenticationInfoRequest
	Attribute name
	Data type
	P
	Cardinality
	Description

	servingNetworkName
	ServingNetworkName
	M
	1
	See 3GPP TS 33.501 [6] clause 6.1.1.4

	resynchronizationInfo
	ResynchronizationInfo
	O
	0..1
	Contains RAND and AUTS; see 3GPP TS 33.501 [6] clause 7.5

	supportedFeatures
	SupportedFeatures
	O
	0..1
	See clause 6.3.8

	ausfInstanceId
	NfInstanceId
	M
	1
	NF Instance Id of the AUSF

	cellCagInfo
	array(CagId)
	O
	1..N
	CAG List of the CAG cell.
If the cellCagInfo is absent, the UDM shall not assume the UE is accessing from the PLMN.

	n5gcInd
	boolean
	O
	0..1
	N5GC device Indicator indicates whether the user uses a N5GC device:
See 3GPP TS 33.501 [6]
true: N5GC device
false (default): used device is 5G capable
See NOTE

	NOTE:	The attribute n5gcInd is used for EAP-TLS, which is described in the informative annex O of 3GPP TS 33.501 [6] and is not mandatory to support.



* * * End of Changes * * * *
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