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1. Introduction
This contribution aims to clarify that IANA port number assignment is still strongly recommended roaming/inter-domain interfaces, as described in TR 29.835.
2. Proposal
It is proposed to agree the following changes to 3GPP TR 29.941v1.0.1.

[bookmark: _Hlk61529092]* * * First Change * * * *
[bookmark: _Toc70082173][bookmark: _Toc70927181][bookmark: _Toc73782003][bookmark: _Toc2086436]1	Scope
This clause shall start on a new page.
IETF has indicated to 3GPP that future IANA port number assignment requests for protocol only used inside 3GPP networks will be likely rejected except if there is a strong justification for it. The present document provides guidelines for resolving the problem with allocating port numbers for new 3GPP interfaces, as an alternative to IANA assigned port numbers.
Starting from 3GPP Rel-17, any 3GPP working group can rely on these guidelines when defining new interfaces, which require new default port number allocation.

* * * Next Change * * * *
[bookmark: _Toc70082180][bookmark: _Toc70927188][bookmark: _Toc73782010]4.1	General
Since 2015, IANA had gradually warned 3GPP that a solution should be found to avoid port assignments for protocols only used in 3GPP networks (and not on the public Internet). The last requests were exceptionally granted by the Internet Engineering Steering Group (IESG) only at the conditions that it was the last one(s). Now, it is clear that application for a new port will not be granted without a strong justification and only if:
-	The recommendations given in IETF RFC 7605 [3] have been carefully followed (see Annex C.4);
-	It is proved that there is no other solution than port assignment for service port discovery.
The IETF RFC 7605 [3] provides recommendations to designers of application and service protocols on how to use the transport protocol port number space and when to request a port assignment from IANA. In this document, it is reminded that:
	IANA assigns port numbers so that Internet endpoints do not need pairwise, explicit coordination of the meaning of their port numbers. This is the primary reason for requesting port number assignment by IANA: to have a common agreement between all endpoints on the Internet as to the default meaning of a port number, which provides the endpoints with a default port number for a particular protocol or service.
It is also clarified that:
	Port numbers can also be used for other purposes. Assigned port numbers can simplify end-system configuration, so that individual installations do not need to coordinate their use of arbitrary port numbers. Such assignments may also have the effect of simplifying firewall management, so that a single, fixed firewall configuration can either permit or deny a service that uses the assigned ports.
In typical roaming scenarios, three or more administrative domains can be crossed: visited and home PLMN, one or more IPX providers connecting together via an IPX peering point for traffic exchange between PLMNs. Operators and service providers may even decide to rely on the global connectivity provided by the public Internet for interconnection.
As roaming implies the need for a global configuration of the port to use for a particular protocol, it is strongly recommended for 3GPP to apply to IANA for assigned service name and port number for any protocol potentially supported by roaming interfaces when no other service port discovery (e.g. DNS-based solutions) is applicable.
In non-roaming scenarios, a given interface can still cross multiple domains. For instance, RAN can be supported by an IP-based network distinct from the one supporting the core network even if both are under the same PLMN Another example is the RAN sharing case (i.e. same RAN is used by multiple PLMN's CN) in which the interface between RAN and CN also crosses multiple administrative domains. In such a case, it is also strongly recommended for 3GPP to apply to IANA for assigned service name and port number for any protocol potentially supported by inter-domain interfaces when no other service port discovery (e.g. DNS-based solutions) is applicable.
For 3GPP interfaces that would be used only in intra-domain scenarios, alternative solutions to IANA assigned port numbers are required.
[bookmark: _GoBack]Table 4.1-1 provides brief summary of all the identified alternative solutions, which are within the scope of this specification. 
Table 4.1-1: Solution summary 
	Solution
	Port allocation method
	Applicable transport layer protocol
	Suitable (NOTE 1)
	Comments

	
	
	
	Inter-domain 
	Intra-domain
	

	#1
	Un-assigned
	UDP, TCP, SCTP
	FFS
	Yes
	DNS infrastructure based solution 
The port number is selected dynamically by the interface application locally. DNS server is kept up-to-date with the records like hostnames, IP addresses, locally assigned port numbers, service names supported, etc. for application clients to discover using DNS PTR query.
Further study is necessary to assess if this is suitable for Inter-domain scenario (if both domains can rely on the DNS infrastructure and the targeted domain name under 3gppnetwork.org can be discovered using configuration or based on other information (e.g. SUPI, IMSI)). But if the traffic related to the discovered application/interface needs to be controlled, this will not work as the destination port is unknown to security gateway/firewall.

	#2
	Un-assigned
	UDP, TCP, SCTP
	Part
	Yes
	DNS infrastructure based solution 
This is an alternative to solution#1 in which there is only one logical instance of service <Service> and all clients are expected to use that one logical instance. Application clients can discover the server end point details using DNS SRV query.
Requires DNS infrastructure application clients that support DNS queries.

	#3
	Un-assigned
	UDP, TCP, SCTP
	No
	Yes
	Multicast DNS based solution
Instead of sending the DNS query to a unicast DNS server, the query is sent to a link-local multicast address. The nodes are implemented with mDNS resolver and responder. The node supporting the service responds to the mDNS query.
This solution is not suitable for Inter-domain scenario, because multicast is restricted to local link.

	#4
	Un-assigned
	UDP, TCP, SCTP
	FFS
	Yes
	Unicast DNS based solution
Similar to Solution#3 with only difference that the mDNS query is sent to a pre-configured IP address instead of the link-local multicast address.
If the IP address can be dynamically resolved, e.g. using an FQDN to retrieve an IP from the DNS and inter-domain interface is secured it can be used for Inter-domain scenario. But if DNS has to be used, then this solution has less value than the Solution#1 and the Solution#2.

	#5
	Fixed
	SCTP
	Part
	Yes
	SCTP MUX based solution using standardized PPID
All new interfaces/applications use a common standardized port number and unique standardized SCTP Payload Protocol Identifier (PPID). The server side implements an SCTP multiplexer that distributes the traffic to intended applications based on PPID value.

	#6
	Fixed
	UDP, TCP, SCTP
	Part
	Yes
	3GPP allocated port number solution
IANA does not assign any port number from the Dynamic/Private range [49152 - 65535]. If 3GPP standardizes a subrange [65400 - 65500] from this range for 3GPP interfaces and starts allocating port numbers, this may cause port number clash during the actual deployments.
This solution is suitable for inter-domain scenario with certain limitations.

	#7
	Fixed
	UDP, TCP, SCTP
	No
	Yes
	OAM allocated port number solution
Operator becomes responsible for allocating port numbers via OAM from either the User range [1024-49151] or from the Dynamic/Private range [49152 - 65535]. Operator is also responsible for avoiding port number clashes.

	#8
	Un-assigned
	UDP, TCP, SCTP
	Part
	Yes
	Port Registration and Retrieval via NRF based solution
NRF is enhanced to support the registration of port number information and the retrieval of the port number by an application client. An application client can use the NF Discovery service to retrieve the port number of a specific protocol, by indicating the protocol type.
On client side, this solution requires support of SBI interface to NRF. On server side, NRF will need to support port number registration and discovery for non-SBI interfaces/applications. If the traffic related to the discovered application/interface needs to be controlled, this will not work as the destination port is unknown for security gateway/firewall.

	NOTE 1:	'Part' indicates the solution is partially suitable for the inter-domain scenario and certain limitations need to be considered. 'FFS' indicates further study is necessary to access suitability to Inter-domain scenario.



Annex A on this specification summarizes IANA port allocation policy.  
Annexes B.1 and B.2 provide essential background information and also how IANA classifies different port number ranges. Annex B.3 explains relations between the services and port numbers. 
Annex C explains IANA procedures for Service Name and Port Number registry management.

[bookmark: _Toc49766776][bookmark: _Toc51229982][bookmark: _Toc70082221][bookmark: _Toc70927229][bookmark: _Toc73782051]* * * Next Change * * * *
5.1	General
General statements
As indicated in the subclause 4.1, it is strongly recommended for 3GPP to apply to IANA for assigned service name and port number for any protocol potentially supported by roaming and inter-domain interfaces when no other service port discovery (e.g. DNS-based solutions) is applicable.
When the IANA assignment request cannot be justified, one of the alternative solutions described in clause 4 should be adopted.
* * * End of Changes * * * *

