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	Reason for change:
	As defined in clause 5.30.2.9.2 of 3GPP TS 23.501:

The AUSF in SNPN may support primary authentication and authorization of UEs that use credentials from an AAA Server in a Credentials Holder (CH).
-	If the UDM decides that the primary authentication is performed by AAA Server in CH based on UE subscription data and UE's SUPI, which is de-concealed by UDM from the SUCI received from AUSF, then the UDM instructs AUSF that primary authentication by a AAA server in a CH is required, the AUSF shall discover and select the NSSAAF, and then forward EAP messages to the NSSAAF. The NSSAAF selects AAA Server based on the domain name corresponds to the realm part of the SUPI, relays EAP messages between AUSF and AAA Server (or AAA proxy) and performs related protocol conversion. The AAA server acts as the EAP Server for the purpose of primary authentication.
-	The SUPI is used to identify the UE during primary authentication and authorization towards the AAA sever. SUPI privacy is achieved according to existing methods in Annex I.5 of TS 33.501 [29].
-	The AMF and SMF shall retrieve the UE subscription data from UDM using SUPI.
The UDM shall be able to instruct the AUSF that primary authentication is performed by AAA Server in CH, based on the UE subscription data and SUPI.

	
	

	Summary of change:
	The UDM shall be able to instruct the AUSF that if the primary authentication by an AAA server in a Credentials Holder is required, the AUSF shall perform the authentication with the AAA Server.

	
	

	Consequences if not approved:
	Misalignment with stage 2.
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	Other comments:
	This contribution introduces backward compatible new features to the OpenAPI file Nudm_UEAU API.

	
	

	This CR's revision history:
	Rev1:
· Changes to clause 6.3.6.1 are removed from this CR
· New attribute authAaa is added to AuthenticationInfoResult type
· New enumeration value "NONE" is added to AuthType and its purpose is explained
· A.4 and the cover sheet are updated
Rev2: Further clarificatios are added to authAaa attribute and "NONE" enumeration value usage. Typos are also corrected.
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* * * First Change * * * *

5.4.2.2.2	Authentication Information Retrieval
Figure 5.4.2.2.2-1 shows a scenario where the NF service consumer (AUSF) retrieves authentication information for the UE from the UDM (see also 3GPP TS 33.501 [6] clause 6.1.2). The request contains the UE's identity (supi or suci), the serving network name,  and may contain resynchronization info.


Figure 5.4.2.2.2-1: NF service consumer requesting authentication information
1.	The NF service consumer sends a POST request (custom method: generate-auth-data) to the resource representing the UE's security information.
2a.	The UDM responds with "200 OK" with the message body containing the authentication data information.
	The AUSF shall store the authentication data information for subsequent authentication processing. If the AUSF is configured to store Kausf (e.g. based on its support of SoRProtection / UPUProtection service operations / deriving AKMA key after primary authentication), the AUSF shall preserve the Kausf and related information (e.g. SUPI) after the completion of the primary authentication. If the UDM decides that the primary authentication by an AAA server in a Credentials Holder is required, the AUSF shall perform the authentication with the AAA Server.
2b.	If the operation cannot be authorized due to e.g UE does not have required subcription data, none of the CAG IDs in the CAG cell match any of the CAG IDs in the allowed CAG list, access barring or roaming restrictions, HTTP status code "403 Forbidden" should be returned including additional error information in the response body (in "ProblemDetails" element).
On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error information should be returned in the POST response body.

* * * Next Change * * * *
6.3.6.2.3	Type: AuthenticationInfoResult
Table 6.3.6.2.3-1: Definition of type AuthenticationInfoResult
	Attribute name
	Data type
	P
	Cardinality
	Description

	authType
	AuthType
	M
	1
	Indicates the authentication method

	authenticationVector
	AuthenticationVector
	C
	0..1
	contains an authentication vector if 5G AKA or EAP-AKA's is selected

	supi
	Supi
	C
	0..1
	SUPI shall be present if the request contained the SUCI within the request URI

	akmaInd
	Boolean
	C
	0..1
	When present, this IE shall be set as follows:
-	true: AKMA keys need to be generated for the UE;
-	false (default): AKMA keys are not needed.

	authAaa
	Boolean
	C
	0..1
	When present, this IE shall be set as follows:
-	true: Primary authentication with AAA Server that acts as the EAP server is required, i.e. the AUSF is required to act as EAP proxy towards the AAA Server;
-	false (default): Primary authentication with AAA Server that acts as the EAP server is not required, i.e. the AUSF is required to act as EAP server according to the EAP method defined in authType attribute.
See clause 6.3.6.3.3.

	supportedFeatures
	SupportedFeatures
	O
	0..1
	See clause 6.3.8



* * * Next Change * * * *
6.3.6.3.3	Enumeration: AuthType
Table 6.3.6.3.3-1: Enumeration AuthType
	Enumeration value
	Description

	"EAP_AKA_PRIME"
	EAP-AKA'

	"5G_AKA"
	5G AKA

	"EAP_TLS"
	EAP-TLS. See NOTE 1

	"NONE"
	No specific EAP method type is signalled. See NOTE 2

	NOTE 1:	EAP-TLS is described in the Informative Annex B and Annex O of 3GPP TS 33.501 [6] and is not mandatory to support.
NOTE 2:	NONE indicates that EAP method type is not signalled, because of the following scenario. Primary authentication with AAA Server that acts as the EAP server is required for the UEs that use credentials from an AAA Server in a Credentials Holder, as described in clause 5.30.2.9.2 of 3GPP TS 23.501 [2]. This value is necessary when authAaa attribute is included in the AuthenticationInfoResult type and because authType is a mandatory attribute.



* * * Next Change * * * *
[bookmark: _Toc27585641][bookmark: _Toc36457664][bookmark: _Toc45028583][bookmark: _Toc45029418][bookmark: _Toc67682192][bookmark: _Toc74945214]
A.4	Nudm_UEAU API
openapi: 3.0.0
info:
  version: '1.2.0-alpha.1'
  title: 'Nudm_UEAU'
  description: |
    UDM UE Authentication Service.
    © 2020, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.

 […]
# COMPLEX TYPES:

    AuthenticationInfoRequest:
      type: object
      required:
        - servingNetworkName
        - ausfInstanceId
      properties:
        supportedFeatures:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
        servingNetworkName:
          $ref: '#/components/schemas/ServingNetworkName'
        resynchronizationInfo:
          $ref: '#/components/schemas/ResynchronizationInfo'
        ausfInstanceId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/NfInstanceId'
        cellCagInfo:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/CagId'
          minItems: 1
        n5gcInd:
          type: boolean
          default: false

    AuthenticationInfoResult:
      type: object
      required:
        - authType
      properties:
        authType:
          $ref: '#/components/schemas/AuthType'
        supportedFeatures:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
        authenticationVector:
          $ref: '#/components/schemas/AuthenticationVector'
        supi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'
        akmaInd:
          type: boolean
          default: false
        authAaa:
          type: boolean
          default: false

[…]
# ENUMS:

    AuthType:
      anyOf:
        - type: string
          enum:
          - 5G_AKA
          - EAP_AKA_PRIME
          - EAP_TLS
          - NONE
        - type: string
[…]
* * * End of Changes * * * *
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