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1. Introduction
<Introduction part (optional)>
2. Reason for Change
Provide an evaluation of solutions for UDR Restoration in 3GPP TR 29.821.
The solution referred as "Sol#X" in this pCR is documented in C4-214378.
3. Conclusions
<Conclusion part (optional)>
4. Proposal
It is proposed to agree the following changes to 3GPP TR 29.821 v0.4.0.

* * * First Change * * * *
7	Evaluations
[bookmark: _Toc39050172][bookmark: _Toc73779412]7.1	Evaluation of Solutions for Key Issues#1, 2, 3, 4, 5
[bookmark: _Toc73779413]7.1.1	Overview of the evaluation
Evaluation is performed per categorized procedure step as is shown below from a to f, which is not necessarily linked to categorization of key issues.
a)	Preparation of profile in NF
b)	Notification path from UDR to NF
c)	Notification content
d)	Synchronization trigger
e)	Synchronization procedure
f)	Other
Evaluation starts with an overview table summarizing characteristics of each solution and if it is compliant with architectural requirements, and then goes into detailed investigation of each categories.
Table 7.1-1: Solution characteristics and compliance to architectural requirements
	Solution No
	a)	Preparation
in profile in NF
	b)	Notification path from UDR to NF
	c)	Notification content
	d)	Synchronization trigger
	e)	Synchronization procedure
	f)	Other

	1 
Option A
	Stores UDR Id, registration time (NOTE 4)
	Via NRF to NF (NOTE 4)
	UDR Id, recovery time (NOTE 4)
	e.g. UE periodic registration.
	-
	-

	1 
Option B
	Stores registration time
	Direct to UDM, then via NRF to NF.
	SUPI range, partial recovery time (NOTE 5)
	The same above
	-
	-

	2
	(Sol#1)
	(Sol#1)
	(Sol#1)
	(Sol#1) + AMF event exposure (NOTE 3)
	-
	-

	3
	(Sol#1)
	(Sol#1)
	(Sol#1)
	(Sol#1) + AMF event exposure (NOTE 3)
	-
	-

	4
	(Sol#1)
	(Sol#1)
	(Sol#1)
	(Sol#1) + message from AMF to SMSF (NOTE 3)
	-
	-

	5
	-
	Via NRF to UDM. Then NF fetches from UDM. (NOTE 2)
	Partial update indicator, SUPI range/GPSI range, recovery time (NOTE 5)
	Local policy
	-
	NRF does not store partial update indicator in UDR/UDM NF profile.

	6
	(Sol#5)
	Via NRF to UDM, then via NRF to NF.
	(Sol#5)
	(Sol#5)
	-
	(Sol#5)

	7
	Stores last synchronization time
	Direct to UDM, then via NRF to NF
	impacted resource names, partialLastReplicationTime, and partialRecoveryTime
	Local policy
	Starts with the Update method not to create duplicated resources in UDR
	-

	8
	Stores Reset-ID
	Via NRF to NF (NOTE 4)
	Reset-ID
	Local policy
	-
	-

	9
	Stores (Reset-ID), last synchronization time
	Direct to UDM, then via NRF to NF
	Reset-ID or SUPI range, partialLastReplicationTime, and partialRecoveryTime
	Local policy
	-
	-

	10
	timestamp of last radio contact, registration time
	-
	-
	-
	Includes timestamp of last radio contact, registration time, or flag (UdrRestartInd) to avoid overwrite by an old NF.
	-

	11
	-
	-
	-
	-
	Includes flag (UdrRestartInd) to deal with AMF-AUSF race condition
	-

	12
	timestamp of authentication
	-
	-
	-
	Includes timestamp of authentication for AUSF recovery
	-

	14
	-
	-
	-
	Local policy, in the end, UE periodic registration
	Defers AMF registration to deal with AMF-AUSF race condition
	

	NOTE 1: Hatched cells are not compliant with one of architectural requirements.
NOTE 2: A notification mechanism that relies on NF initiating to fetch (e.g. Sol#5) does not satisfy a requirement "The impact to user experience due to corruption of profiles stored at UDR shall be avoided", when NF is e.g. SMF or SMSF. SMF/SMSF does not get a trigger for synchronization for long.
NOTE 3: Synchronization trigger based on AMF (e.g. Sol#2, 3, 4) does not satisfy a requirement "Burst signaling due to restoration of profiles shall be minimal" with regards to AMF.
NOTE 4: Visibility of UDR to e.g. AMF (e.g. Sol#1A, 8) does not satisfy a requirement "All communication between UDR and serving NFs, e.g. AMF, SMF and SMSF, are always via UDM."
NOTE 5: Using only SUPI range/GPSI range to identify impacted parts does not allow treating e.g. subscription to notifications from UDM to AMF/SMF/SMSF w.r.t. shared data change.


Editor's note:	The table needs to be updated to include further solutions addressing b) notification path from UDR to NF.
[bookmark: _Toc73779414]7.1.2	Preparation of profile in NF
Following is the evaluation for "a) Preparation of profile in NF":
-	Sol#1~4, 7, and 9 propose to use either registration time or last synchronization time to limit number of profiles that require synchronization, by using it together with (partial) recovery time and partialLastReplicationTime, which are explained in step c below. Description of Sol#7 and 9 suggests registration time can be used instead of last synchronization time, if only UDM is considered as a frontend and AMF/SMF/SMSF is a concerned NF. Registration time is already specified between UDM and UDR, although not to AMF/SMF/SMSF.
-	Sol#10 proposes to store timestamp of last radio contact or registration time for later use to avoid overwrite of synchronization message by an old NF (i.e. AMF, SMSF).
-	Sol#12 proposes to store timestamp of authentication for later use to avoid overwrite of synchronization message by an old NF (i.e. AUSF). Timestamp of authentication is already specified.
-	Sol#8 and 9 propose to use Reset ID to identify profiles that require synchronization. The concept of Reset ID is well known from legacy protocols. However the granularity of restoration is pre-set. Even if the impacted profiles turn out to be limited, synchronization signalling burden cannot be reduced beyond granularity of Reset-ID.
-	Sol#X does not require the usage of the NF profile. The usage of the NF profile to include information about potential UDR data inconsistency, including information about impacted subscribers and inconsistency time period, does over complicate the NF profile definition and usage, including information of a different nature than the one included today. As well, the need to use NRF Discovery service to get this Restoration information is outside the purpose of this service.
[bookmark: _Toc73779415]7.1.3	Notification path from UDR to NF (Evaluation of Solutions for Key Issue#6)
Following is the evaluation for "b) Notification path from UDR to NF":
-	Sol#1A and 8 propose a path from UDR via NRF to NF. This path does not satisfy a requirement "All communication between UDR and serving NFs, e.g. AMF, SMF and SMSF, are always via UDM." However some companies observe this option is to be allowed.
-	Sol#1B, 7 and 9 propose a path from UDR direct to UDM, then via NRF to NF.
-	Sol#6 proposes a path from UDR via NRF to UDM, then via NRF to NF.
-	A disadvantage of solution#15 is that it requires consumers of UDR consumers (e.g. AMF) to subscribe at the NRF on changes of an UDR specific resource. With this solution the AMF is not agnostic of UDR existence.
-	A disadvantage of solution #16 is that UDR consumers (e.g. UDM) are involved in the notification path. 
-	An advantage of solution #17 is that a single resource at the NRF is used to create restoration events from any UDR in the network. This single resource can be subscribed by consumers of UDR consumers (e.g. AMF) without the need to keep track of registrations/de-registrations of UDRs/UDMs in the network.
-	Solution #18 has the same advantages as solution #17. In addition it decouples the restoration from NRF functionality. The new DRNF can be co-located with the NRF or with any other NF.
-	Sol#X decouples the new restoration functionality from the NRF functionality. This solution defines a direct path from the UDR to its consumers (UDM, PCF, NEF), and similarly from UDM to its consumers (AMF, SMF, SMSF, NEF). This direct communication is based on existing "default subscription to notification" mechanism that is defined in NF notification receiver profile. In addition, this mechanism is not affected by the UDR potential data loss, since the "default subscription to notification" endpoint is stored in the NF profile of the consumer, that is, it does not rely in e.g., subscriptions stored in the UDR.
Then, this solution minimizes the number of elements in the network that are required to be impacted, that is, only the NF consumers that need to receive the notification as well as the notification senders. The fact that the NF consumers receive directly the indication of "Potential UDR Data Inconsistency" has the advantage that these elements are the ones that has the knowledge to react upon, without the intervention of any other intermediate elements (e.g., NRF).
[bookmark: _Toc73779416]7.1.4	Notification content
Following is the evaluation for "c) Notification content":
-	Sol#1~7 and 9 propose (partial) recovery time to limit number of profiles that require synchronization, by using it with registration time. Recovery time is already specified in the definition of NF profile.
-	Sol#7 and 9 propose partialLastReplicationTime to further limit number of profiles that require synchronization, by using it with registration time and (partial) recovery time.
-	Sol#1B, 5, 6, and 9 propose to use SUPI range(/GPSI range) to identify profiles that require synchronization. The concept of using those to identify impacted profiles is well known from legacy protocols, where the IE was named as User Id List (e.g. 3GPP TS 29.272 [4]) instead of SUPI ranges(/GPSI ranges). However using only SUPI range(/GPSI range) to identify impacted profiles does not allow treating e.g. subscription to notifications from UDM to AMF/SMF/SMSF w.r.t. shared data change.
-	Sol#8 and 9 propose to use Reset ID to identify profiles that require synchronization.
-	Sol#7 proposes to use impacted resource names to identify profiles that require synchronization. It is dubious whether UDR can keep all the information to construct the impacted resource names when the UDR fails and restarts. In addition, mapping of resource names in UDR and resource names in e.g. UDM is not easy. The message content of restoration notification could become complicated.
-	Sol#X is flexible with the inclusion of user identifiers, it allows to include SUPI/GPSI ranges, or Reset ID (like Sol8 and Sol9) or as well UDR Group ID (in case of a partitioned network where the UDR providing service to a partition, identified by UDR Group ID, is potentially suffering a data inconsistency).
[bookmark: _Toc73779417]7.1.5	Synchronization trigger
Following is the evaluation for "d) Synchronization trigger":
-	Sol#1~4 propose to use UE radio contact e.g. UE periodic registration for synchronization trigger.
-	Sol#5~9 propose to use local policy for synchronization trigger.
-	Sol#14 proposes to use local policy and at latest UE radio contact e.g. UE periodic registration for synchronization trigger for Nudm_UECM from AMF when AMF-AUSF race condition exists.
-	Sol#X proposes a mechanism to avoid massive signalling based on marking affected users at reception of the notification request in the NF consumer, and then if any synchronization towards UDR is possible, this will be triggered based on UE activity. For NEF is specifically of importance the notification of UE activity via the UDM, so to avoid extra complexity in the NEF to avoid the need to pace the synchronization requests towards UDR.
[bookmark: _Toc73779418]7.1.6	Synchronization procedure
Following is the evaluation for "e) Synchronization procedure":
-	Sol#7 proposes to start with the Update method (not with the Create method) not to create duplicated resources in UDR.
-	Sol#10 proposes to include timestamp of last radio contact, registration time, or flag (UdrRestartInd) to avoid overwrite of synchronization message by an old NF (i.e. AMF, SMSF).
-	Sol#12 proposes to include timestamp of authentication to avoid overwrite of synchronization message by an old NF (i.e. AUSF).
-	Sol#11 proposes to include flag (UdrRestartInd) to deal with AMF-AUSF race condition, where AUSF temporarily skips check with UE's authentication status. There remains security concern.
-	Sol#14 proposes to defer Nudm_UECM from AMF when AMF-AUSF race condition exists. Potentially synchronization timing is deferred.
[bookmark: _Toc73779419]7.1.7	Other
Following is the evaluation for "f. Other":
-	Sol#X provide following advantages:
-	This solution is valid for a deployment with a monolithic UDM.
-	This solution warranties that only direct consumers of UDR (i.e., UDM, PCF and NEF) are able to receive information about the "Potential UDR Data Inconsistency". In other solutions, this principle is not respected, so an e.g., AMF may receive information about UDR and is forced to interpret that, when the AMF should not know anything about UDR since it does not consume any UDR service.
-	A disadvantage of Sol#X is that, to address roaming cases, this solution requires the UDM to setup and maintain in local non-volatile memory a dynamic list of "service consumers to be restored", e.g., AMFs/SMFs/SMSFs that have registered and NFs that have subscribed to data change notifications or event occurrence notifications. Sharing this list across UDM instances of a UDM set/group may require the use of a UDSF or other implementation-dependent replication technique.
N/A

* * * End of Changes * * * *
