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[bookmark: foreword][bookmark: _Toc2086433][bookmark: _Toc35971368][bookmark: _Toc81065303]
Foreword
[bookmark: spectype3]This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
Y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall	indicates a mandatory requirement to do something
shall not	indicates an interdiction (prohibition) to do something
The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
Should	indicates a recommendation to do something
should not	indicates a recommendation not to do something
may	indicates permission to do something
need not	indicates permission not to do something
The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.
Can	indicates that something is possible
cannot	indicates that something is impossible
The constructions "can" and "cannot" are not substitutes for "may" and "need not".
Will	indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
will not	indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
might	indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
might not	indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
In addition:
is	(or any other verb in the indicative mood) indicates a statement of fact
is not	(or any other negative verb in the indicative mood) indicates a statement of fact
The constructions "is" and "is not" do not indicate requirements.
[bookmark: introduction][bookmark: _Toc510696578][bookmark: _Toc35971370][bookmark: _Toc81065304]1	Scope
The present document specifies the stage 3 protocol and data model for the Neasdf Service Based Interface. It provides stage 3 protocol definitions and message flows, and specifies the API for each service offered by the EASDF.
The 5G System stage 2 architecture and procedures are specified in 3GPP TS 23.501 [2], 3GPP TS 23.502 [3] and 3GPP TS 23.548 [14].
The Technical Realization of the Service Based Architecture and the Principles and Guidelines for Services Definition are specified in 3GPP TS 29.500 [4] and 3GPP TS 29.501 [5].
[bookmark: _Toc510696579][bookmark: _Toc35971371][bookmark: _Toc81065305]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
[bookmark: OLE_LINK1][bookmark: OLE_LINK2][bookmark: OLE_LINK3][bookmark: OLE_LINK4]-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".
[3]	3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[4]	3GPP TS 29.500: "5G System; Technical Realization of Service Based Architecture; Stage 3".
[5]	3GPP TS 29.501: "5G System; Principles and Guidelines for Services Definition; Stage 3".
[6]	OpenAPI: "OpenAPI Specification Version 3.0.0", https://spec.openapis.org/oas/v3.0.0.
[7]	3GPP TR 21.900: "Technical Specification Group working methods".
[8]	3GPP TS 33.501: "Security architecture and procedures for 5G system".
[9]	IETF RFC 6749: "The Oauth 2.0 Authorization Framework".
[10]	3GPP TS 29.510: "5G System; Network Function Repository Services; Stage 3".
[11]	IETF RFC 7540: "Hypertext Transfer Protocol Version 2 (HTTP/2)".
[12]	IETF RFC 8259: "The JavaScript Object Notation (JSON) Data Interchange Format".
[13]	IETF RFC 7807: "Problem Details for HTTP APIs".
[14]	3GPP TS 23.548: "5G System Enhancements for Edge Computing; Stage 2".
[15]	IETF RFC 6902: "JavaScript Object Notation (JSON) Patch".
[16]	3GPP TS 29.571: "5G System; Common Data Types for Service Based Interfaces; Stage 3".
[17]	ECMA-262: "ECMAScript® Language Specification", https://www.ecma-international.org/ecma-262/5.1/.
[18]	IETF RFC 7871: "Client Subnet in DNS Queries".
[bookmark: _Toc510696580][bookmark: _Toc35971372][bookmark: _Toc81065306]3	Definitions, symbols and abbreviations
[bookmark: _Toc510696581][bookmark: _Toc35971373][bookmark: _Toc81065307]3.1	Definitions
[bookmark: OLE_LINK6][bookmark: OLE_LINK7][bookmark: OLE_LINK8]For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
[bookmark: _Toc510696583][bookmark: _Toc35971375][bookmark: _Toc81065308]3.2	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
EASDF	Edge Application Server Discovery Function
ECS	EDNS Client Subnet
[bookmark: _Toc510696584][bookmark: _Toc35971376][bookmark: _Toc81065309]4	Overview
[bookmark: _Toc25073751][bookmark: _Toc34062916][bookmark: _Toc43119884][bookmark: _Toc49767936][bookmark: _Toc56434109][bookmark: _Toc58591014][bookmark: _Toc81065310]4.1	Introduction
Within the 5GC, the EASDF offers services to the SMF via the Neasdf service based interface (see 3GPP TS 23.548 [14], 3GPP TS 23.501 [2] and 3GPP TS 23.502 [3]).
Figure 4.1-1 provides the reference model (in service based interface representation and in reference point representation), with focus on the EASDF and the scope of the present specification.


Figure 4.1-1: Reference model – EASDF
The functionalities supported by the EASDF are listed in clause 5.1.1 of 3GPP TS 23.548 [14].
[bookmark: _Toc510696585][bookmark: _Toc35971377][bookmark: _Toc81065311]5	Services offered by the EASDF
[bookmark: _Toc510696586][bookmark: _Toc35971378][bookmark: _Toc81065312]5.1	Introduction
The EASDF offers to other NFs the following service:
Table 5.1-1: NF Service provided by EASDF
	Service Name
	Description
	Example Consumer

	Neasdf_DNSContext
	This service enables the consumer to create, update and delete DNS context in EASDF, or subscribe to DNS message reporting from EASDF.
	SMF



The Neasdf_DNSContext service is specified in 3GPP TS 23.548 [14].
Table 5.1-2 summarizes the corresponding APIs defined for this specification.
Table 5.1-2: API Descriptions
	Service Name
	Clause
	Description
	OpenAPI Specification File
	apiName
	Annex

	Neasdf_DNSContext
	6.1
	EASDF DNSContext Service
	TS29556_Neasdf_DNSContext.yaml
	neasdf-dnscontext
	A.2




[bookmark: _Toc510696587][bookmark: _Toc35971379][bookmark: _Toc81065313]5.2	Neasdf_DNSContext Service
[bookmark: _Toc510696588][bookmark: _Toc35971380][bookmark: _Toc81065314]5.2.1	Service Description
The Neasdf_DNSContext service operates on the DNS Contexts. The EASDF is acting as NF Service Producer, while the SMF is the NF Service Consumer.
Following functionalities are provided by the Neasdf_DNSContext service:
[bookmark: OLE_LINK83][bookmark: OLE_LINK84]-	Create a DNS context in EASDF;
[bookmark: OLE_LINK40]-	Update the DNS context in EASDF, or instruct EASDF to forward the DNS Response to UE;
-	Delete the DNS context in EASDF;
-	EASDF reports DNS signalling related information to the NF service consumer when receiving DNS Query or DNS Response.
The Neasdf_DNSContext service supports the following service operations.
Table 5.2.1-1: Service operations supported by the Neasdf_DNSContext service
	Service Operations
	Description
	Operation
Semantics
	Example Consumer(s)

	Create
	Create a DNS context in EASDF.
	Request/Response
	SMF

	Update
	Update the DNS context in EASDF, or instruct EASDF to forward the DNS Response to UE.
	Request/Response
	SMF

	Delete
	Delete the DNS context in EASDF.
	Request/Response
	SMF

	Notify
	EASDF reports DNS signalling related information to the NF service consumer when receiving DNS Query or DNS Response.
	Subscribe/Notify
	SMF



[bookmark: _Toc510696589][bookmark: _Toc35971381][bookmark: _Toc81065315]5.2.2	Service Operations
[bookmark: _Toc510696590][bookmark: _Toc35971382][bookmark: _Toc81065316]5.2.2.1	Introduction

See Table 5.2.1-1 for an overview of the service operations supported by the Neasdf_DNSContext service.
[bookmark: _Toc510696591][bookmark: _Toc35971383][bookmark: _Toc81065317]5.2.2.2	Create
[bookmark: _Toc510696592][bookmark: _Toc35971384][bookmark: _Toc81065318]5.2.2.2.1	General
The Create service operation shall be used to create an individual DNS context for a given PDU Session in the EASDF.
It is used in the following procedures:
-	EAS Discovery Procedure with EASDF (see clause 6.2.3.2.2 of 3GPP TS 23.548 [14]).
There shall be only one individual DNS context created in an EASDF per PDU session.
The NF Service Consumer (e.g. SMF) shall create a DNS context by using the HTTP POST method as shown in Figure 5.2.2.2.1-1.



Figure 5.2.2.2.1-1: DNS context creation
1.	The NF Service Consumer shall send a POST request to the resource representing the DNS contexts collection resource of the EASDF. The payload body of the POST request shall contain:
-	the UE IP address and DNN of the related PDU session;
-	a notification URI for receiving EAS information notification, if notification is requested;
-	one or more DNS message handling rules, if available.
Editor's Note: The need and possible use by the EASDF of the DNN in the DNS context are FFS.
2a.	On success, a "201 Created" response shall be returned with the "Location" header containing the URI of the created resource.
The POST response body shall include:
-	the IP address of the EASDF (to be sent by the SMF to the UE).
2b.	On failure, or redirection, one of the HTTP status code listed in Table 6.1.3.2.3.1-3 shall be returned.

[bookmark: _Toc510696595][bookmark: _Toc35971387][bookmark: _Toc81065319]5.2.2.3	Update
[bookmark: _Toc25073769][bookmark: _Toc34062934][bookmark: _Toc43119902][bookmark: _Toc49767954][bookmark: _Toc56434127][bookmark: _Toc58591032][bookmark: _Toc81065320]5.2.2.3.1	General
The Update service operation shall be used to update an individual DNS context previously created in the EASDF. The update operation may apply to the whole DNS context (complete replacement of the data of the existing DNS context by new data), or it may apply to modify a subset of the parameters of the DNS context.
It is used in the following procedures:
-	EAS Discovery Procedure with EASDF (see clause 6.2.3.2.2 of 3GPP TS 23.548 [14]).
To perform a partial update of the DNS context of a given DNS context Id, the NF Service Consumer shall issue an HTTP PATCH request, as shown in Figure 5.2.2.3.1-1. This partial update shall be used to add, delete and/or replace individual parameters of the DNS context.


Figure 5.2.2.3.1-1: DNS context Partial Update
1.	The NF Service Consumer (e.g. SMF) shall send a PATCH request to the resource URI representing the individual DNS context, identified by the {dnsContextId}. The payload body of the PATCH request shall contain the list of operations (add/delete/replace) to be applied to parameters in the individual DNS context.
2a.	On success, "204 No Content" shall be returned.
2b.	On failure or redirection, one of the HTTP status code listed in Table 6.1.3.3.3.2-3 shall be returned.
To perform a complete replacement of the data of the DNS context of a given DNS context Id, the NF Service Consumer shall issue an HTTP PUT request, as shown in Figure 5.2.2.3.1-2:


Figure 5.2.2.3.1-2: DNS context Complete Replacement
1.	The NF service consumer (e.g. SMF) shall send a PUT request to the resource URI representing the individual DNS context, identified by the {dnsContextId}. The payload body of the PUT request shall contain a representation of the individual DNS context to be completely replaced in the EASDF.
2a.	On success, "204 No Content" shall be returned.
2b.	On failure or redirection, one of the HTTP status code listed in Table 6.1.3.3.3.3-3 shall be returned.
[bookmark: _Toc81065321]5.2.2.4	Delete
[bookmark: _Toc81065322]5.2.2.4.1	General
The Delete Service operation shall be used by the NF service consumer (e.g. SMF) to delete the individual DNS context in the EASDF.


Figure 5.2.2.4.1-1: DNS context deletion
1.	The NF Service Consumer (e.g. SMF) shall send a DELETE request to delete the individual DNS context represented by the {dnsContextId}. The request body shall be empty.
2a.	On success, "204 No Content" shall be returned. The response body shall be empty.
2b.	On failure or redirection, one of the HTTP status code listed in Table 6.1.3.3.3.1-3 shall be returned.

[bookmark: _Toc81065323]5.2.2.5	Notify
[bookmark: _Toc81065324]5.2.2.5.1	General
The Notify service operation shall be used to notify the NF Service Consumer (e.g. SMF) about a DNS context related event, e.g. if a received DNS Query message or DNS response message matches a DNS detection template of an DNS rule and the associated action requires to report the message to the NF service producer.
It is used in the following procedures:
-	EAS Discovery Procedure with EASDF (see clause 6.2.3.2.2 of 3GPP TS 23.548 [14]).
The EASDF shall send an HTTP POST request targeting the DNS context notification URI provided by the NF Service Consumer in the Create or Update service operation (see clause 5.2.2.2.1). See also Figure 5.2.2.5.1-1.


Figure 5.2.2.5.1-1: DNS Context Notify
1.	The EASDF shall send a HTTP POST request to the DNS context notification URI, and the payload body of the POST request shall contain a DnsContextNotification data structure, with the DNS message report that was subscribed by the NF Service Consumer.
2a.	On success, "204 No Content" shall be returned and the payload body of the POST response shall be empty.
2b.	On failure or redirection, one of the HTTP status code listed in Table 6.1.5.2.3.1-3 shall be returned.

[bookmark: _Toc510696597][bookmark: _Toc35971389][bookmark: _Toc81065325]6	API Definitions
[bookmark: _Toc510696598][bookmark: _Toc35971390][bookmark: _Toc81065326]6.1	Neasdf_DNSContext Service API
[bookmark: _Toc510696599][bookmark: _Toc35971391][bookmark: _Toc81065327]6.1.1	Introduction
[bookmark: _Toc510696600]The Neasdf_DNSContext shall use the Neasdf_DNSContext API.
The API URI of the Neasdf_DNSContext API shall be:
{apiRoot}/<apiName>/<apiVersion>/
The request URIs used in HTTP requests from the NF service consumer towards the NF service producer shall have the Resource URI structure defined in clause 4.4.1 of 3GPP TS 29.501 [5], i.e.:
{apiRoot}/<apiName>/<apiVersion>/<apiSpecificResourceUriPart>
with the following components:
-	The {apiRoot} shall be set as described in 3GPP TS 29.501 [5].
-	The <apiName> shall be "neasdf-dnscontext".
-	The <apiVersion> shall be "v1".
-	The <apiSpecificResourceUriPart> shall be set as described in clause 5.3.
[bookmark: _Toc35971392][bookmark: _Toc81065328]6.1.2	Usage of HTTP
[bookmark: _Toc510696601][bookmark: _Toc35971393][bookmark: _Toc81065329]6.1.2.1	General
This clause will include a reference to TS 29.500 for the description of the Transport and HTTP/2.0 protocol requirements and for the security requirements.
[bookmark: _Toc510696602]HTTP/2, IETF RFC 7540 [11], shall be used as specified in clause 5 of 3GPP TS 29.500 [4].
HTTP/2 shall be transported as specified in clause 5.3 of 3GPP TS 29.500 [4].
The OpenAPI [6] specification of HTTP messages and content bodies for the <API Name> API is contained in Annex A.
[bookmark: _Toc35971394][bookmark: _Toc81065330]6.1.2.2	HTTP standard headers
[bookmark: _Toc510696603][bookmark: _Toc35971395][bookmark: _Toc81065331]6.1.2.2.1	General
[bookmark: _Toc510696604]See clause 5.2.2 of 3GPP TS 29.500 [4] for the usage of HTTP standard headers.
Add specific information for the API if applicable.
[bookmark: _Toc35971396][bookmark: _Toc81065332]6.1.2.2.2	Content type
This clause will indicate the encoding of HTTP requests/responses and the applicable MIME media type for the related Content-Type header. Adjust the text below if additional payload types are used e.g. for HATEOAS.
[bookmark: _Toc510696605]JSON, IETF RFC 8259 [12], shall be used as content type of the HTTP bodies specified in the present specification as specified in clause 5.4 of 3GPP TS 29.500 [4]. The use of the JSON format shall be signalled by the content type "application/json".
[bookmark: _Hlk525213471][bookmark: _Hlk525213025]"Problem Details" JSON object shall be used to indicate additional details of the error in a HTTP response body and shall be signalled by the content type "application/problem+json", as defined in IETF RFC 7807 [13].
[bookmark: _Toc35971397][bookmark: _Toc81065333][bookmark: _Hlk64030393]6.1.2.3	HTTP custom headers
[bookmark: _Toc489605322][bookmark: _Toc492899753][bookmark: _Toc492900032][bookmark: _Toc492967834][bookmark: _Toc492972922][bookmark: _Toc492973142][bookmark: _Toc492974840][bookmark: _Toc510696606]The mandatory HTTP custom header fields specified in clause 5.2.3.2 of 3GPP TS 29.500 [4] shall be supported, and the optional HTTP custom header fields specified in clause 5.2.3.3 of 3GPP TS 29.500 [4] may be supported.
Add specific information for the API if applicable.
[bookmark: _Toc510696607][bookmark: _Toc35971398][bookmark: _Toc81065334]6.1.3	Resources
[bookmark: _Toc510696608][bookmark: _Toc35971399][bookmark: _Toc81065335][bookmark: _Hlk64365437]6.1.3.1	Overview
Figure 6.1.3.1-1 describes the resource URI structure of the Neasdf_DNSContext API.


Figure 6.1.3.1-1: Resource URI structure of the Neasdf_DNSContext API
Table 6.1.3.1-1 provides an overview of the resources and applicable HTTP methods.
Table 6.1.3.1-1: Resources and methods overview
	Resource name
	Resource URI
	HTTP method 
	Description
(service operation)

	DNS contexts collection
	/dns-contexts
	POST
	Create

	Individual DNS context
	/dns-contexts/{dnsContextId}
	PATCH
	Update (partial update)

	
	
	PUT
	Update (complete replacement)

	
	
	DELETE
	Delete



[bookmark: _Toc510696609][bookmark: _Toc35971400][bookmark: _Toc81065336]6.1.3.2	Resource: DNS contexts collection
[bookmark: _Toc510696610][bookmark: _Toc35971401][bookmark: _Toc81065337]6.1.3.2.1	Description
This resource represents the collection of the individual DNS contexts created in the EASDF.
This resource is modelled with the Collection resource archetype (see clause C.2 of 3GPP TS 29.501 [5]).
[bookmark: _Toc35971402][bookmark: _Toc81065338][bookmark: _Hlk64365469][bookmark: _Toc510696612]6.1.3.2.2	Resource Definition
Resource URI: {apiRoot}/neasdf-dnscontext/<apiVersion>/dns-contexts
This resource shall support the resource URI variables defined in table 6.1.3.2.2-1.
Table 6.1.3.2.2-1: Resource URI variables for this resource
	Name
	Data type
	Definition

	apiRoot
	string
	See clause 6.1.1

	apiVersion
	string
	See clause 6.1.1



[bookmark: _Toc35971403][bookmark: _Toc81065339]6.1.3.2.3	Resource Standard Methods
[bookmark: _Toc510696613][bookmark: _Toc35971404][bookmark: _Toc81065340][bookmark: _Hlk64365502]6.1.3.2.3.1	POST
This method creates an individual DNS context resource in the EASDF.
This method shall support the URI query parameters specified in table 6.1.3.2.3.1-1.
Table 6.1.3.2.3.1-1: URI query parameters supported by the <method 1> method on this resource
	Name
	Data type
	P
	Cardinality
	Description
	Applicability

	n/a
	
	
	
	
	



This method shall support the request data structures specified in table 6.1.3.2.3.1-2 and the response data structures and response codes specified in table 6.1.3.2.3.1-3.
Table 6.1.3.2.3.1-2: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	
	
	
	

	DnsContextCreateData
	M
	1
	Representation of the DNS context to be created in the EASDF



Table 6.1.3.2.3.1-3: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	DnsContextCreatedData
	M
	1
	201 Created
	Successful creation of a DNS context

	RedirectResponse
	O
	0..1
	307 Temporary Redirect
	Temporary redirection. The response shall include a Location header field containing a different URI, or the same URI if this is a redirection triggered by an SCP to the same target resource via another SCP. In the former case, the URI shall be an alternative URI of the resource located on an alternative service instance within the same EASDF or EASDF (service) set.
(NOTE 2)

	RedirectResponse
	O
	0..1
	308 Permanent Redirect
	Permanent redirection. The response shall include a Location header field containing a different URI, or the same URI if this is a redirection triggered by an SCP to the same target resource via another SCP. In the former case, the URI shall be an alternative URI of the resource located on an alternative service instance within the same EASDF or EASDF (service) set.
(NOTE 2)

	NOTE 1:	The manadatory HTTP error status code for the POST method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] also apply.
NOTE 2:	RedirectResponse may be inserted by an SCP, see clause 6.10.9.1 of 3GPP TS 29.500 [4].




Table 6.1.3.2.3.1-4: Headers supported by the 201 response code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	Contains the URI of the newly created resource, according to the structure: {apiRoot}/neasdf-dnscontext/<apiVersion>/dns-contexts/{dnsContextId}




Table 6.1.3.2.3.1-5: Headers supported by the 307 response code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same EASDF or EASDF (service) set, or same URI if this is a redirection triggered by an SCP towards the same target resource via another SCP.

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target EASDF (service) instance ID towards which the request is redirected



Table 6.1.3.2.3.1-6: Headers supported by the 308 response code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same EASDF or EASDF (service) set, or same URI if this is a redirection triggered by an SCP towards the same target resource via another SCP.

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target EASDF (service) instance ID towards which the request is redirected



[bookmark: _Toc510696615][bookmark: _Toc35971406][bookmark: _Toc81065341]6.1.3.2.4	Resource Custom Operations
None.
[bookmark: _Toc510696621][bookmark: _Toc35971412][bookmark: _Toc81065342]6.1.3.3	Resource: Individual DNS context
[bookmark: _Toc25073874][bookmark: _Toc34063050][bookmark: _Toc43120024][bookmark: _Toc49768079][bookmark: _Toc56434252][bookmark: _Toc67687830][bookmark: _Toc81065343][bookmark: _Toc510696622][bookmark: _Toc35971413]6.1.3.3.1	Description
This resource represents an individual DNS context created in the EASDF.
This resource is modelled with the Document resource archetype (see clause C.1 of 3GPP TS 29.501 [5]).
[bookmark: _Toc25073875][bookmark: _Toc34063051][bookmark: _Toc43120025][bookmark: _Toc49768080][bookmark: _Toc56434253][bookmark: _Toc67687831][bookmark: _Toc81065344]6.1.3.3.2	Resource Definition
[bookmark: _Hlk6318174]Resource URI: {apiRoot}/neasdf-dnscontext/<apiVersion>/dns-contexts/{dnsContextId}
This resource shall support the resource URI variables defined in table 6.1.3.3.2-1.
Table 6.1.3.3.2-1: Resource URI variables for this resource
	Name
	Data type
	Definition

	apiRoot
	string
	See clause 6.1.1.

	apiVersion
	string
	See clause 6.1.1.

	dnsContextId
	string
	DNS context Identifier assigned by the EASDF during the Create service operation.



[bookmark: _Toc25073876][bookmark: _Toc34063052][bookmark: _Toc43120026][bookmark: _Toc49768081][bookmark: _Toc56434254][bookmark: _Toc67687832][bookmark: _Toc81065345]6.1.3.3.3	Resource Standard Methods
[bookmark: _Toc81065346][bookmark: _Toc25073877][bookmark: _Toc34063053][bookmark: _Toc43120027][bookmark: _Toc49768082][bookmark: _Toc56434255][bookmark: _Toc67687833]6.1.3.3.3.1	DELETE
This method deletes an individual DNS context resource in the EASDF.
This method shall support the URI query parameters specified in table 6.1.3.3.3.1-1.
Table 6.1.3.3.3.1-1: URI query parameters supported by the DELETE method on this resource
	Name
	Data type
	P
	Cardinality
	Description
	Applicability

	n/a
	
	
	
	
	



This method shall support the request data structures specified in table 6.1.3.3.3.1-2 and the response data structures and response codes specified in table 6.1.3.3.3.1-3.
Table 6.1.3.3.3.1-2: Data structures supported by the DELETE Request Body on this resource
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	



Table 6.1.3.3.3.1-3: Data structures supported by the DELETE Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	n/a
	
	
	204 No Content
	Successful deletion of the DNS context.

	RedirectResponse
	O
	0..1
	307 Temporary Redirect
	Temporary redirection. The response shall include a Location header field containing a different URI, or the same URI if this is a redirection triggered by an SCP to the same target resource via another SCP. In the former case, the URI shall be an alternative URI of the resource located on an alternative service instance within the same EASDF or EASDF (service) set.
(NOTE 2)

	RedirectResponse
	O
	0..1
	308 Permanent Redirect
	Permanent redirection. The response shall include a Location header field containing a different URI, or the same URI if this is a redirection triggered by an SCP to the same target resource via another SCP. In the former case, the URI shall be an alternative URI of the resource located on an alternative service instance within the same EASDF or EASDF (service) set.
(NOTE 2)

	NOTE 1:	The mandatory HTTP error status code for the DELETE method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] also apply.
NOTE 2:	RedirectResponse may be inserted by an SCP, see clause 6.10.9.1 of 3GPP TS 29.500 [4].



Table 6.1.3.3.3.1-4: Headers supported by the 307 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same EASDF or EASDF (service) set, or same URI if this is a redirection triggered by an SCP towards the same target resource via another SCP.

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target EASDF (service) instance ID towards which the request is redirected



Table 6.1.3.3.3.1-5: Headers supported by the 308 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same EASDF or EASDF (service) set, or same URI if this is a redirection triggered by an SCP towards the same target resource via another SCP.

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target EASDF (service) instance ID towards which the request is redirected



[bookmark: _Toc81065347]6.1.3.3.3.2	PATCH
This method updates (partial update) an individual DNS context resource in the EASDF.
This method shall support the URI query parameters specified in table 6.1.3.3.3.2-1.
Table 6.1.3.3.3.2-1: URI query parameters supported by the PATCH method on this resource
	Name
	Data type
	P
	Cardinality
	Description
	Applicability

	n/a
	
	
	
	
	



This method shall support the request data structures specified in table 6.1.3.3.3.2-2 and the response data structures and response codes specified in table 6.1.3.3.3.2-3.
Table 6.1.3.3.3.2-2: Data structures supported by the PATCH Request Body on this resource
	Data type
	P
	Cardinality
	Description

	array(PatchItem)

	M
	1..N
	It contains the list of changes to be made to the DNS context, according to the JSON PATCH format specified in IETF RFC 6902 [15].



Table 6.1.3.3.3.2-3: Data structures supported by the PATCH Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	n/a
	
	
	204 No Content
	Successful update of the DNS context.

	RedirectResponse
	O
	0..1
	307 Temporary Redirect
	Temporary redirection. The response shall include a Location header field containing a different URI, or the same URI if this is a redirection triggered by an SCP to the same target resource via another SCP. In the former case, the URI shall be an alternative URI of the resource located on an alternative service instance within the same EASDF or EASDF (service) set.
(NOTE 2)

	RedirectResponse
	O
	0..1
	308 Permanent Redirect
	Permanent redirection. The response shall include a Location header field containing a different URI, or the same URI if this is a redirection triggered by an SCP to the same target resource via another SCP. In the former case, the URI shall be an alternative URI of the resource located on an alternative service instance within the same EASDF or EASDF (service) set.
(NOTE 2)

	NOTE 1:	The mandatory HTTP error status code for the PATCH method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] also apply.
NOTE 2:	RedirectResponse may be inserted by an SCP, see clause 6.10.9.1 of 3GPP TS 29.500 [4].



Table 6.1.3.3.3.2-4: Headers supported by the 307 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same EASDF or EASDF (service) set, or same URI if this is a redirection triggered by an SCP towards the same target resource via another SCP.

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target EASDF (service) instance ID towards which the request is redirected



Table 6.1.3.3.3.2-5: Headers supported by the 308 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same EASDF or EASDF (service) set, or same URI if this is a redirection triggered by an SCP towards the same target resource via another SCP.

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target EASDF (service) instance ID towards which the request is redirected



[bookmark: _Toc81065348]6.1.3.3.3.3	PUT
This method updates (complete replacement) an individual DNS context resource in the EASDF.
This method shall support the URI query parameters specified in table 6.1.3.3.3.3-1.
Table 6.1.3.3.3.3-1: URI query parameters supported by the PUT method on this resource
	Name
	Data type
	P
	Cardinality
	Description
	Applicability

	n/a
	
	
	
	
	



This method shall support the request data structures specified in table 6.1.3.3.3.3-2 and the response data structures and response codes specified in table 6.1.3.3.3.3-3.
Table 6.1.3.3.3.3-2: Data structures supported by the PUT Request Body on this resource
	Data type
	P
	Cardinality
	Description

	DnsContextCreateData
	M
	1
	DNS Context Data to replace the existing DNS context data 



Table 6.1.3.3.3.3-3: Data structures supported by the PUT Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	n/a
	
	
	204 No Content
	Successful update of the DNS context.

	RedirectResponse
	O
	0..1
	307 Temporary Redirect
	Temporary redirection. The response shall include a Location header field containing a different URI, or the same URI if this is a redirection triggered by an SCP to the same target resource via another SCP. In the former case, the URI shall be an alternative URI of the resource located on an alternative service instance within the same EASDF or EASDF (service) set.
(NOTE 2)

	RedirectResponse
	O
	0..1
	308 Permanent Redirect
	Permanent redirection. The response shall include a Location header field containing a different URI, or the same URI if this is a redirection triggered by an SCP to the same target resource via another SCP. In the former case, the URI shall be an alternative URI of the resource located on an alternative service instance within the same EASDF or EASDF (service) set.
(NOTE 2)

	NOTE 1:	The mandatory HTTP error status code for the PATCH method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] also apply.
NOTE 2:	RedirectResponse may be inserted by an SCP, see clause 6.10.9.1 of 3GPP TS 29.500 [4].



Table 6.1.3.3.3.3-4: Headers supported by the 307 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same EASDF or EASDF (service) set, or same URI if this is a redirection triggered by an SCP towards the same target resource via another SCP.

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target EASDF (service) instance ID towards which the request is redirected



Table 6.1.3.3.3.3-5: Headers supported by the 308 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same EASDF or EASDF (service) set, or same URI if this is a redirection triggered by an SCP towards the same target resource via another SCP.

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target EASDF (service) instance ID towards which the request is redirected



[bookmark: _Toc81065349]6.1.3.3.4	Resource Custom Operations
[bookmark: _Toc25073878][bookmark: _Toc34063054][bookmark: _Toc43120028][bookmark: _Toc49768083][bookmark: _Toc56434256][bookmark: _Toc67687834][bookmark: _Toc81065350]6.1.3.3.4.1	Overview
Table 6.1.3.3.4.1-1: Custom operations
	Operation Name
	Custom operation URI
	Mapped HTTP method
	Description
(Service operation)

	
	
	
	



[bookmark: _Toc81065351]6.1.4	Custom Operations without associated resources
[bookmark: _Toc510696623][bookmark: _Toc35971414][bookmark: _Toc81065352][bookmark: _Hlk64365523]6.1.4.1	Overview
This clause will specify custom operations without any associated resource (i.e. RPC) supported by this API.
Table 6.1.4.1-1: Custom operations without associated resources
	Custom operation URI
	Mapped HTTP method
	Description

	<custom operation URI>
	e.g.POST
	<Operation executed by Custom operation>

	
	
	



[bookmark: _Toc510696624][bookmark: _Toc35971415][bookmark: _Toc81065353]6.1.4.2	Operation: <operation 1>
Where <operation 1> is to be replaced by the name of the custom operation, e.g. Authentication_Information_Request.
It will describe, for each custom operation, the use and the URI of the operation, the HTTP method on which it is mapped, request and response data structures and response codes, and if applicable, HTTP headers specific to the operation.
[bookmark: _Toc510696625][bookmark: _Toc35971416][bookmark: _Toc81065354]6.1.4.2.1	Description
This sublause will describe the custom operation and what it is used for, and the custom operation's URI.
[bookmark: _Toc510696626][bookmark: _Toc35971417][bookmark: _Toc81065355]6.1.4.2.2	Operation Definition
This clause will specify the custom operation and the HTTP method on which it is mapped.
This operation shall support the response data structures and response codes specified in tables 6.1.4.2.2-1 and 6.1.4.2.2-2.
Table 6.1.4.2.2-1: Data structures supported by the <e.g. POST> Request Body on this resource
	Data type
	P
	Cardinality
	Description

	"<type>" or "array(<type>)" or "map(<type>)"
	"M", "C" or "O"
	"0..1", "1", or "M..N", or <leave empty>
	<only if applicable>



Table 6.1.4.2.2-2: Data structures supported by the <e.g. POST> Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	"<type>" or "array(<type>)" or "map(<type>)"
	"M", "C" or "O"
	"0..1", "1" or "M..N", or <leave empty>
	<list applicable codes with name from the applicable RFCs>
	<Meaning of the success case>
or
<Meaning of the error case with additional statement regarding error handling>

	NOTE:	The manadatory HTTP error status code for the <e.g. POST> method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] also apply.



[bookmark: _Toc510696627][bookmark: _Toc35971418][bookmark: _Toc81065356]6.1.4.3	Operation: < operation 2>
And so on if there are more than one custom operations supported by the service. Same structure as in clause 6.1.4.2.
[bookmark: _Toc510696628][bookmark: _Toc35971419][bookmark: _Toc81065357]6.1.5	Notifications
[bookmark: _Toc510696629][bookmark: _Toc35971420][bookmark: _Toc81065358]6.1.5.1	General
[bookmark: _Toc510696630][bookmark: _Toc510696632]This clause specifies the notifications supported by the Neasdf_DNSContext service.
Notifications shall comply to clause 6.2 of 3GPP TS 29.500 [4] and clause 4.6.2.3 of 3GPP TS 29.501 [5].
Table 6.1.5.1-1: Notifications overview
	Notification
	Callback URI
	HTTP method or custom operation
	Description
(service operation)

	DNS Context Notification
	{dnsContextNotifUri}
(Notification URI provided by NF Service Consumer)
	POST
	DNS Context Notify



[bookmark: _Toc35971421][bookmark: _Toc81065359]6.1.5.2	DNS Context Notify
[bookmark: _Toc532994455][bookmark: _Toc35971422][bookmark: _Toc81065360][bookmark: _Toc510696631]6.1.5.2.1	Description
The Event Notification is used by the EASDF to report one or several observed Events to a NF service consumer(e.g. SMF) that has subscribed to such Notifications.
[bookmark: _Toc532994456][bookmark: _Toc35971423][bookmark: _Toc81065361]6.1.5.2.2	Target URI
The Callback URI "{dnsContextnotifUri}" shall be used with the callback URI variables defined in table 6.1.5.2.2-1.
Table 6.1.5.2.2-1: Callback URI variables
	Name
	Definition

	dnsContextnotifUri
	String formatted as URI with the Callback Uri



[bookmark: _Toc532994457][bookmark: _Toc35971424][bookmark: _Toc81065362]6.1.5.2.3	Standard Methods
[bookmark: _Toc532994458][bookmark: _Toc35971425][bookmark: _Toc81065363]6.1.5.2.3.1	POST
This method shall support the request data structures specified in table 6.1.5.2.3.1-1 and the response data structures and response codes specified in table 6.1.5.2.3.1-1.
Table 6.1.5.2.3.1-2: Data structures supported by the POST Request Body
	Data type
	P
	Cardinality
	Description

	DnsContextNotification
	M
	1
	Representation of the DNS context notification



Table 6.1.5.2.3.1-3: Data structures supported by the POST Response Body
	Data type
	P
	Cardinality
	Response codes
	Description

	n/a
	
	
	204 No Content
	Successful notification of the DNS context change

	RedirectResponse
	O
	0..1
	307 Temporary Redirect
	Temporary redirection. The response shall include a Location header field containing a different URI, or the same URI if this is a redirection triggered by an SCP to the same target resource via another SCP. In the former case, the URI shall be an URI pointing to the endpoint of another NF service consumer to which the notification should be sent.
(NOTE 2)

	RedirectResponse
	O
	0..1
	308 Permanent Redirect
	Permanent redirection. The response shall include a Location header field containing a different URI, or the same URI if this is a redirection triggered by an SCP to the same target resource via another SCP. In the former case, the URI shall be an URI pointing to the endpoint of another NF service consumer to which the notification should be sent.
(NOTE 2)

	NOTE 1:	The mandatory HTTP error status codes for the POST method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] also apply.
NOTE 2:	RedirectResponse may be inserted by an SCP, see clause 6.10.9.1 of 3GPP TS 29.500 [4].



Table 6.1.5.2.3.1-4: Headers supported by the 307 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	A URI pointing to the endpoint of another NF service consumer to which the notification should be sent or pointing to the same URI if this is a redirection triggered by an SCP to the same target resource via another SCP.

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the notification is redirected



Table 6.1.5.2.3.1-5: Headers supported by the 308 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	A URI pointing to the endpoint of another NF service consumer to which the notification should be sent or pointing to the same URI if this is a redirection triggered by an SCP to the same target resource via another SCP.

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the notification is redirected



[bookmark: _Toc35971427][bookmark: _Toc81065364]6.1.6	Data Model
[bookmark: _Toc510696633][bookmark: _Toc35971428][bookmark: _Toc81065365]6.1.6.1	General
This clause specifies the application data model supported by the API.
Table 6.1.6.1-1 specifies the data types defined for the Neasdf_DNSContext service based interface protocol.

Table 6.1.6.1-1: Neasdf_DNSContext specific Data Types
	Data type
	Clause defined
	Description
	Applicability

	DnsContextCreateData
	6.1.6.2.2
	Data in DNS Context Create request 
	

	DnsContextCreatedData
	6.1.6.2.3
	Data in DNS Context Create response 
	

	DnsRule
	6.1.6.2.4
	DNS handling rule
	

	DnsQueryTemplate
	6.1.6.2.5
	DNS Query detection template
	

	DnsResponseTemplate
	6.1.6.2.6
	DNS Response detection template
	

	Ipv4AddressRange
	6.1.6.2.7
	IPv4 addresses range
	

	Ipv6PrefixRange
	6.1.6.2.8
	IPv6 addresses range
	

	Action
	6.1.6.2.9
	Action to apply to DNS messages matching a message detection template
	

	DnsContextNotification
	6.1.6.2.10
	DNS context notification
	

	ForwardingParameters
	6.1.6.2.11
	Forwarding instructions 
	

	EcsOption
	6.1.6.2.12
	ECS Option information
	

	DnsContextEventReport
	6.1.6.2.13
	DNS context Event report
	

	DnsQueryReport
	6.1.6.2.14
	DNS Query Event Report 
	

	DNSResponseReport
	6.1.6.2.15
	DNS Response Event Report 
	

	ApplyAction
	6.1.6.3.3
	Action to apply to the DNS packet
	

	ReportType
	6.1.6.3.4
	Type of report being sent by the EASDF to the SMF
	



Table 6.1.6.1-2 specifies data types re-used by the N<NF> service based interface protocol from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Neasdf_DNSContext service based interface.
Table 6.1.6.1-2: Neasdf_DNSContext re-used Data Types
	Data type
	Reference
	Comments
	Applicability

	IPv4Addr
	3GPP TS 29.571 [16]
	IPv4 address
	

	IPv6Prefix
	3GPP TS 29.571 [16]
	IPv6 prefix
	

	Dnn
	3GPP TS 29.571 [16]
	DNN
	

	Uri
	3GPP TS 29.571 [16]
	URI
	

	Uint32
	3GPP TS 29.571 [16]
	Unsigned 32-bit integer
	

	IpAddr
	3GPP TS 29.571 [16]
	IP address
	



Editor's note: the definition and the encoding of all the data types of the Neasdf_DNSContext service are FFS.
[bookmark: _Toc510696634][bookmark: _Toc35971429][bookmark: _Toc81065366]6.1.6.2	Structured data types
[bookmark: _Toc510696635][bookmark: _Toc35971430][bookmark: _Toc81065367]6.1.6.2.1	Introduction
This clause defines the structures to be used in resource representations.
[bookmark: _Toc510696636][bookmark: _Toc35971431][bookmark: _Toc81065368][bookmark: _Hlk64365545]6.1.6.2.2	Type: DnsContextCreateData
Table 6.1.6.2.2-1: Definition of type DnsContextCreateData
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	ueIpv4Addr
	Ipv4Addr
	C
	0..1
	UE IPv4 address (NOTE)
	

	ueIpv6Prefix
	Ipv6Prefix
	C
	0..1
	UE IPv6 prefix (NOTE)
	

	dnn
	Dnn
	M
	1
	DNN of the PDU session
	

	dnsRules
	map(DnsRule)
	O
	1..N
	Map of DNS message handling rules. 
The key of the map shall be a (unique) valid JSON string per clause 7 of IETF RFC 8259 [12], with a maximum of 32 characters.
	

	dnsContextNotifUri
	Uri
	C
	0..1
	Callback URI to receive notifications. 
This IE shall be present if the NF service consumer subscribes to receive DNS context notifications.
	

	NOTE:	At least one of the ueIpv4Addr and ueIpv6Prefix attributes shall be present.



Editor's Note: The need and possible use by the EASDF of the DNN in the DNS context are FFS.

[bookmark: _Toc510696637][bookmark: _Toc35971432][bookmark: _Toc81065369]6.1.6.2.3	Type: DnsContextCreatedData
Table 6.1.6.2.3-1: Definition of type DNSContextCreatedData
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	
	
	
	
	
	



Editor's Note: This is FFS.
[bookmark: _Toc81065370]6.1.6.2.4	Type: DnsRule
Table 6.1.6.2.4-1: Definition of type DnsRule
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	dnsRuleId
	Uint32
	M
	1
	Identifier of the DNS rule
	

	precedence
	Uint32
	M
	1
	Precedence of the DNS message handling rule.
The lower precedence values indicate higher precedence of the DNS rule, and the higher precedence values indicate lower precedence of the DNS rule when matching a DNS message.
	

	dnsQueryTemplate
	DnsQueryTemplate
	C
	0..1
	DNS Query message detection template 
The key of the map shall be a (unique) valid JSON string per clause 7 of IETF RFC 8259 [12], with a maximum of 32 characters.
(NOTE)
	

	dnsResponseTemplate
	DnsResponseTemplate
	C
	0..1
	DNS Response message detection template 
The key of the map shall be a (unique) valid JSON string per clause 7 of IETF RFC 8259 [12], with a maximum of 32 characters.
(NOTE)
	

	actions
	map(Action)
	M
	1..N
	Map of Actions to apply for DNS messages matching the DNS message detection template. 
The key of the map shall be a (unique) valid JSON string per clause 7 of IETF RFC 8259 [12], with a maximum of 32 characters.
	

	NOTE:	Either the dnsQueryTemplate IE or the dnsResponseTemplate IE shall be present.



Editor's note: It is FFS whether the dnsQueryTemplate and dnsResponseTemplate attributes should be defined as maps with a cardinality 1..N.
[bookmark: _Toc81065371]6.1.6.2.5	Type: DnsQueryTemplate
Table 6.1.6.2.5-1: Definition of type DnsQueryTemplate
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	sourceIpv4Addr
	Ipv4Addr
	O
	0..1
	UE IPv4 address (NOTE)
	

	sourceIpv6Prefix
	Ipv6Prefix
	O
	0..1
	UE IPv6 prefix (NOTE)
	

	fqdnList
	array(string)
	O
	1..N
	List of FQDN patterns, where each FQDN pattern is a regular expression according to the ECMA-262 dialect [17]. 
An FQDN value is considered part of the template if and only if the FQDN in the DNS Query fully matches at least one FQDN pattern.
	

	NOTE:	If neither the sourceIpv4Addr IE nor the sourceIpv6Prefix IE is present, the UE IP address in the DNS Context Data shall be assumed.



EXAMPLE:	DNS query template matching all FQDNs "smartmeter-{factoryID}@company.com" where "{factoryID}" can be any string.
JSON: {"fqdnList": ["^smartmeter-.+@company\.com$"]}
[bookmark: _Toc81065372]6.1.6.2.6	Type: DnsResponseTemplate
Table 6.1.6.2.6-1: Definition of type DnsResponseTemplate
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	fqdnList
	array(string)
	O
	1..N
	List of FQDN patterns, where each FQDN pattern is a regular expression according to the ECMA-262 dialect [17]. 
An FQDN value is considered part of the template if and only if the FQDN in the DNS Query fully matches at least one FQDN pattern.
	

	easIpv4AddrRanges
	array(Ipv4AddressRange)
	O
	1..N
	List of EAS IPv4 addresses ranges
	

	easIpv6PrefixRanges
	array(Ipv6PrefixRange)
	O
	1..N
	List of EAS IPv6 prefixes ranges
	



EXAMPLE:	DNS query template matching all FQDNs "smartmeter-{factoryID}@company.com" where "{factoryID}" can be any string.
JSON: { "fqdnList": ["^smartmeter-.+@company\.com$"]}
[bookmark: _Toc24937673][bookmark: _Toc33962488][bookmark: _Toc42883250][bookmark: _Toc49733118][bookmark: _Toc56690743][bookmark: _Toc67730165][bookmark: _Toc81065373]6.1.6.2.7	Type: Ipv4AddressRange
Table 6.1.6.2.7-1: Definition of type IPv4AddressRange
	Attribute name
	Data type
	P
	Cardinality
	Description

	start
	Ipv4Addr
	M
	1
	First value identifying the start of an IPv4 address range

	end
	Ipv4Addr
	M
	1
	Last value identifying the end of an IPv4 address range



[bookmark: _Toc24937674][bookmark: _Toc33962489][bookmark: _Toc42883251][bookmark: _Toc49733119][bookmark: _Toc56690744][bookmark: _Toc67730166][bookmark: _Toc81065374]6.1.6.2.8	Type: Ipv6PrefixRange
Table 6.1.6.2.8-1: Definition of type IPv6PrefixRange
	Attribute name
	Data type
	P
	Cardinality
	Description

	start
	Ipv6Prefix
	M
	1
	First value identifying the start of an IPv6 prefix range

	end
	Ipv6Prefix
	M
	1
	Last value identifying the end of an IPv6 prefix range



[bookmark: _Toc81065375]6.1.6.2.9	Type: Action
Table 6.1.6.2.9-1: Definition of type Action
	Attribute name
	Data type
	P
	Cardinality
	Description

	applyAction
	ApplyAction
	M
	1
	Action to apply to the DNS packet

	forwardingParameters
	ForwardingParameters
	O
	0..1
	Optional forwarding instructions to be applied by the EASDF when the applyAction requests to forward the DNS packet. 



[bookmark: _Toc81065376]6.1.6.2.10	Type: DnsContextNotification
Table 6.1.6.2.10-1: Definition of type DnsContextNotification
	Attribute name
	Data type
	P
	Cardinality
	Description

	eventReportList
	array(DnsContextEventReport)
	O
	1..N
	List of event reports



[bookmark: _Toc81065377]6.1.6.2.11	Type: ForwardingParameters
Table 6.1.6.2.11-1: Definition of type ForwardingParameters
	Attribute name
	Data type
	P
	Cardinality
	Description

	ecsOption
	EcsOption
	O
	0..1
	Information to build optional EDNS Client Subnet (ECS) option in the DNS Query as defined in IETF RFC 7871 [18]

	dnsServerAddress
	IpAddr
	O
	0..1
	DNS Server Address to be used as destination address of the outgoing DNS Query 

	usePreconfiguredDnsServer
	boolean
	O
	0..1
	Boolean indicating whether to forward the DNS Query to a preconfigured DNS server. This IE shall be present and set to "true" if the EASDF shall forward the DNS query to a pre-configured DNS Server address.

True: use pre-configured DNS Server address



[bookmark: _Toc81065378]6.1.6.2.12	Type: EcsOption
Table 6.1.6.2.12-1: Definition of type EcsOption
	Attribute name
	Data type
	P
	Cardinality
	Description

	sourcePrefixLength
	integer
	M
	1
	Leftmost number of significant bits of the IP address as defined for the SOURCE PREFIX-LENGTH in clause 6 of IETF RFC 7871 [18].
Minimum=0. Maximum=128

	scopePrefixLength
	integer
	O
	0..1
	Leftmost number of bits of the IP address that the DNS response covers as defined for the SCOPE PREFIX-LENGTH in clause 6 of IETF RFC 7871 [18]. This attribute shall only be sent in EASDF notification to the SMF.
Minimum=0. Maximum=128

	ipAddr
	IpAddr
	M
	1
	IP address as defined for the ADDRESS in clause 6 of IETF RFC 7871 [18]



[bookmark: _Toc81065379]6.1.6.2.13	Type: DnsContextEventReport
Table 6.1.6.2.13-1: Definition of type DnsContextEventReport
	Attribute name
	Data type
	P
	Cardinality
	Description

	reportType
	ReportType
	M
	1
	Indicates the type of the report being sent

	dnsRuleId
	Uint32
	C
	0..1
	Identifies the DNS rule that triggered the report. This IE shall be present if the report is triggered by an event matching a DNS rule.

	dnsQueryReport
	DnsQueryReport
	C
	0..1
	DNS Query Report
This IE shall be present if the reportType identifies a DNS Query Report.

	dnsResponseReport
	DnsResponseReport
	C
	0..1
	DNS Response Report
This IE shall be present if the reportType identifies a DNS Response Report.



Editor's note: Further potential requirements on how to control and perform the reporting of events is FFS, including whether the reportType attribute is needed in the report.  

[bookmark: _Toc81065380]6.1.6.2.14	Type: DnsQueryReport
Table 6.1.6.2.14-1: Definition of type DnsQueryReport
	Attribute name
	Data type
	P
	Cardinality
	Description

	fqdn
	string
	O
	0..1
	FQDN received in the DNS Query



[bookmark: _Toc81065381]6.1.6.2.15	Type: DnsResponseReport
Table 6.1.6.2.15-1: Definition of type DnsResponseReport
	Attribute name
	Data type
	P
	Cardinality
	Description

	fqdn
	string
	O
	0..1
	FQDN received in the DNS Response

	easIpv4Addresses
	array(IPv4Addr)
	O
	1..N
	EAS IPv4 address(es) received in the DNS Response

	easIpv6Addresses
	array(IPv6Addr)
	O
	1..N
	EAS IPv6 address(es) received in the DNS Response

	ecsOption
	EcsOption
	O
	0..1
	EDNS Client Subnet (ECS) option received in the DNS Response (as defined in IETF RFC 7871 [18])



[bookmark: _Toc510696638][bookmark: _Toc35971433][bookmark: _Toc81065382]6.1.6.3	Simple data types and enumerations
This clause will define simple data types and enumerations that can be referenced from data structures defined in the previous clauses.
[bookmark: _Toc510696639][bookmark: _Toc35971434][bookmark: _Toc81065383]6.1.6.3.1	Introduction
This clause defines simple data types and enumerations that can be referenced from data structures defined in the previous clauses.
[bookmark: _Toc510696640][bookmark: _Toc35971435][bookmark: _Toc81065384]6.1.6.3.2	Simple data types
The simple data types defined in table 6.1.6.3.2-1 shall be supported.
Table 6.1.6.3.2-1: Simple data types
	Type Name
	Type Definition
	Description
	Applicability

	
	<one simple data type, i.e. boolean, integer, number, or string>
	
	



[bookmark: _Toc510696641][bookmark: _Toc35971436][bookmark: _Toc81065385]6.1.6.3.3	Enumeration: ApplyAction
The enumeration ApplyAction represents the action to apply to the DNS packet. It shall comply with the provisions defined in table 6.1.6.3.3-1.
Table 6.1.6.3.3-1: Enumeration ApplyAction
	Enumeration value
	Description
	Applicability

	"BUFFER_AND_REPORT"
	Buffer the DNS query or response and report the DNS message content to the SMF
	

	"FORWARD"
	Forward the DNS query or response, after apply the forwarding parameters if any
	



Editor's note: The above enumeration values are FFS, e.g. whether to combine Buffer and Report, or instead encode a list of unitary actions "Buffer" and "Report" in the DNS rule.  

[bookmark: _Toc510696642][bookmark: _Toc35971437][bookmark: _Toc81065386]6.1.6.3.4	Enumeration: ReportType
The enumeration ReportType indicates the type of report being sent by the EASDF to the SMF. It shall comply with the provisions defined in table 6.1.6.3.4-1.
Table 6.1.6.3.4-1: Enumeration ReportType
	Enumeration value
	Description
	Applicability

	"DNS_QUERY_REPORT"
	Report triggered by the receipt of a DNS Query
	

	"DNS_RESPONSE_REPORT"
	Report triggered by the receipt of a DNS Response
	



[bookmark: _Toc510696643][bookmark: _Toc35971438][bookmark: _Toc81065387]6.1.6.4	Data types describing alternative data types or combinations of data types
[bookmark: _Toc510696644][bookmark: _Toc35971439][bookmark: _Toc81065388]6.1.6.4.1	Type: <TypeName 1>
The data types describing alternative data types or combinations of data types shall represent an OpenAPI schema object using the "oneOf", "anyOf" or "allOf"  keyword to list alternative or to be combined data types (see the OpenAPI specification [4]-not/).
An instance (i.e. a corresponding part of a JSON file to be evaluated against the schema) matches , i.e. a list of mutually exclusive alternative data types., as described using the OpenAPI "oneOf" keyword, if the instance matches against one and only one of the alternative data types.
An instance (i.e. a corresponding part of a JSON file to be evaluated against the schema) matches a list of non-exclusive alternative data types, as described using the OpenAPI "anyOf" keyword, if the instance matches against one or more of the alternative data types.
An instance (i.e. a corresponding part of a JSON file to be evaluated against the schema) matches a list of to be combined data types, as described using the OpenAPI "allOf" keyword, if the instance matches against all of the to be combined data types."Attribute name": Name of attributes that belong to the specified data type. The attribute names within a structured data type shall be unique, and their relative order inside the structured data type shall not imply any specific ordering of the corresponding JSON elements in a JSON object.
"Data type": Data type of the alternative or to be combined data type. If the data type is indicated as "<type>", the alternative or to be combined data type shall be of data type <type>. If the data type is indicated as "array(<type>)", the alternative or to be combined data type shall be an array (see IETF RFC 8259 [3]) that contains elements of data type <type>. If the data type is indicated as "map(<type>)", the alternative or to be combined data type shall be an object (see IETF RFC 8259 [3]) encoded in the corresponding OpenAPI specification as a map which values are of data type <type>. <type> can either be "integer", "number", "string" or "boolean" (as defined in the OpenAPI specification [4]), or a data type defined in a 3GPP specification.
"Cardinality": Defines the allowed number of occurrence of data type <type>. A cardinality of "M..N", is only allowed for data types "array(<type>)" and "map(<type>)" and indicates the number of elements within the array or map; the values M and N can either be the characters "M" and "N", respectively, or integer numbers; with M being greater than or equal 0, and N being greater than 0. For data type "<type>", the cardinality shall be set to "1".
"Description": Describes the meaning and use of the attribute and may contain normative statements.Applicability: If the attribute is only applicable for optional feature(s) negotiated using the mechanism defined in clause 6.6 of 3GPP TS 29.500 [4], the name of the corresponding feature(s) shall be indicated in this column. If no feature is indicated. the attribute can be used with any feature.
Applicability: If the type is only applicable for optional feature(s) negotiated using the mechanism defined in clause 6.6 of 3GPP TS 29.500 [2], the name of the corresponding feature(s) shall be indicated in this column. If no feature is indicated. the type can be used with any feature. If no optional features are defined for an API, the applicability column can be omitted for that API.
[bookmark: _Hlk510623468]Table 6.1.6.4.1-1: Definition of type <Type name 1> as a list of <"mutually exclusive alternatives" / "non-exclusive alternatives" / "to be combined data types">
	Data type
	Cardinality
	Description
	Applicability

	"<type>" or "array(<type>)" or "map(<type>)"
	"1" or "M..N"
	<only if applicable>
	



[bookmark: _Toc510696645][bookmark: _Toc35971440][bookmark: _Toc81065389]6.1.6.4.2	Type: <TypeName 2>
And so on if there are more types to specify.
[bookmark: _Toc510696646][bookmark: _Toc35971441][bookmark: _Toc81065390]6.1.6.5	Binary data
None.
[bookmark: _Toc510696647][bookmark: _Toc35971443][bookmark: _Toc81065391]6.1.7	Error Handling
This clause will include a reference to the general error handling principles specified in TS 29.501, and further specify any general error handling aspect specific to the API, if any Error handling specific to each method (and resource) is specified in clauses 6.1.3. and 6.1.4.
[bookmark: _Toc35971444][bookmark: _Toc81065392]6.1.7.1	General
For the <API Name> API, HTTP error responses shall be supported as specified in clause 4.8 of 3GPP TS 29.501 [5]. Protocol errors and application errors specified in table 5.2.7.2-1 of 3GPP TS 29.500 [4] shall be supported for an HTTP method if the corresponding HTTP status codes are specified as mandatory for that HTTP method in table 5.2.7.1-1 of 3GPP TS 29.500 [4].
In addition, the requirements in the following clauses are applicable for the <API Name> API.
[bookmark: _Toc35971445][bookmark: _Toc81065393]6.1.7.2	Protocol Errors
No specific procedures for the <API name> service are specified.
Or add specific information for the API if applicable.
[bookmark: _Toc35971446][bookmark: _Toc81065394]6.1.7.3	Application Errors
The application errors defined for the <API name>  service are listed in Table 6.1.7.3-1.
Table 6.1.7.3-1: Application errors
	Application Error
	HTTP status code
	Description

	
	
	


[bookmark: _Toc492899751][bookmark: _Toc492900030][bookmark: _Toc492967832][bookmark: _Toc492972920][bookmark: _Toc492973140][bookmark: _Toc493774060][bookmark: _Toc508285804][bookmark: _Toc508287269][bookmark: _Toc510696648][bookmark: _Toc35971447]
[bookmark: _Toc81065395]6.1.8	Feature negotiation
The optional features in table 6.1.8-1 are defined for the <API name> API. They shall be negotiated using the extensibility mechanism defined in clause 6.6 of 3GPP TS 29.500 [4].
Table 6.1.8-1: Supported Features
	Feature number
	Feature Name
	Description

	
	
	



[bookmark: _Toc532994477][bookmark: _Toc35971448][bookmark: _Toc81065396][bookmark: _Hlk525137310][bookmark: _Toc510696649]6.1.9	Security
As indicated in 3GPP TS 33.501 [8] and 3GPP TS 29.500 [4], the access to the <API Name> API may be authorized by means of the OAuth2 protocol (see IETF RFC 6749 [9]), based on local configuration, using the "Client Credentials" authorization grant, where the NRF (see 3GPP TS 29.510 [10]) plays the role of the authorization server.
If OAuth2 is used, an NF Service Consumer, prior to consuming services offered by the <API Name> API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in 3GPP TS 29.510 [10], clause 5.4.2.2.
NOTE:	When multiple NRFs are deployed in a network, the NRF used as authorization server is the same NRF that the NF Service Consumer used for discovering the <API Name> service.
[bookmark: _Hlk530142087]The <API Name> API defines a single scope "<API name in lower letters with underscores>" for the entire service, and it does not define any additional scopes at resource or operation level.
[bookmark: _Toc35971449][bookmark: _Toc81065397]6.2	< Service 2> Service API
And so on if there are more than two services supported by the NF. Same structure as in clause 6.1.
[bookmark: _Toc510696650][bookmark: _Toc35971450][bookmark: _Toc81065398]
Annex A (normative):
OpenAPI specification
[bookmark: _Toc510696651][bookmark: _Toc35971451][bookmark: _Toc81065399][bookmark: _Hlk64365579]A.1	General
[bookmark: _Toc510696652]This Annex specifies the formal definition of the API(s) defined in the present specification. It consists of OpenAPI  specifications in YAML format.
This Annex takes precedence when being discrepant to other parts of the specification with respect to the encoding of information elements and methods within the API(s).
NOTE 1:	The semantics and procedures, as well as conditions, e.g. for the applicability and allowed combinations of attributes or values, not expressed in the OpenAPI definitions but defined in other parts of the specification also apply.
[bookmark: _Toc35971452]Informative copies of the OpenAPI specification files contained in this 3GPP Technical Specification are available on a Git-based repository that uses the GitLab software version control system (see 3GPP TS 29.501 [5] clause 5.3.1 and 3GPP TR 21.900 [7] clause 5B).
[bookmark: _Toc81065400][bookmark: _Hlk64365599]A.2	Neasdf_DNSContext API
[bookmark: _Hlk515639407][bookmark: _Toc510696653]openapi: 3.0.0

info:
  version: '1.0.0-alpha.3'
  title: 'Neasdf_DNSContext'
  description: |
    EASDF DNS Context Service.
    © 2021, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.

externalDocs:
  description: 3GPP TS 29.556 V0.3.0; 5G System; Edge Application Server Discovery Services; Stagees/29.556/

servers:
  - url: '{apiRoot}/neasdf-dnscontext/v1'
    variables:
      apiRoot:
       xample.com
        description:  apiRoot as defined in clause 4.4 of 3GPP TS 29.501.

security:
  - {}
  - oAuth2ClientCredentials:
    - neasdf-dnscontext

paths:

  /dns-contexts:
    post:
      summary:  Create
      tags:
        - DNS contexts collection
      operationId: CreateDnsContext
      requestBody:
        description: representation of the DNS context to be created in the EASDF
        required: true
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/DnsContextCreateData'
      callbacks:
        dnsContextNotification:
          '{$request.body#/dnsContextNotifUri}':
            post:
              requestBody:  # contents of the DNS context Notify request
                required: true
                content:
                  application/json:
                    schema:
                      $ref: '#/components/schemas/dnsContextNotification'
              responses:
                '204':
                  description: successful notification
                '307':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/307'
                '308':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/308'
                '400':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/400'
                '403':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/403'
                '404':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/404'
                '411':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/411'
                '413':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/413'
                '415':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/415'
                '429':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/429'
                '500':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/500'
                '503':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/503'
                default:
                  $ref: 'TS29571_CommonData.yaml#/components/responses/default'

      responses:
        '201':
          description: successful creation of a DNS context
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/DnsContextCreatedData'
          headers:
            Location:
              description: 'Contains the URI of the newly created resource, according to the structure: {apiRoot}/neasdf-dnscontext/<apiVersion>/dns-contexts/{dnsContextId}'
              required: true
              schema:
                type: string
        '307':
          $ref: 'TS29571_CommonData.yaml#/components/responses/307'
        '308':
          $ref: 'TS29571_CommonData.yaml#/components/responses/308'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '411':
          $ref: 'TS29571_CommonData.yaml#/components/responses/411'
        '413':
          $ref: 'TS29571_CommonData.yaml#/components/responses/413'
        '415':
          $ref: 'TS29571_CommonData.yaml#/components/responses/415'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'

  /dns-contexts/{dnsContextId}:
    delete:
      summary:  Delete the DNS Context
      tags:
        - Individual DNS context
      operationId: DeleteDnsContext
      parameters:
        - name: dnsContextId
          in: path
          description:  DNS context Identifier
          required: true
          schema:
            type: string
      responses:
        '204':
          description: successful deletion of an SM context
        '307':
          $ref: 'TS29571_CommonData.yaml#/components/responses/307'
        '308':
          $ref: 'TS29571_CommonData.yaml#/components/responses/308'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '411':
          $ref: 'TS29571_CommonData.yaml#/components/responses/411'
        '413':
          $ref: 'TS29571_CommonData.yaml#/components/responses/413'
        '415':
          $ref: 'TS29571_CommonData.yaml#/components/responses/415'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'

    patch:
      summary: Updates the DNS context
      operationId: UpdateDnsContext
      tags:
        - Individual DNS context
      parameters:
        - name: dnsContextId
          in: path
          description:  DNS context Identifier
          required: true
          schema:
            type: string
        - name: Content-Encoding
          in: header
          description: Content-Encoding, described in IETF RFC 7231
          schema:
            type: string
      requestBody:
        content:
          application/json-patch+json:
            schema:
              type: array
              items:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/PatchItem'
        required: true
      responses:
        '204':
          description: Successful update of the DNS context
          headers:
            Accept-Encoding:
              description: Accept-Encoding, described in IETF RFC 7694
              schema:
                type: string
        '307':
          $ref: 'TS29571_CommonData.yaml#/components/responses/307'
        '308':
          $ref: 'TS29571_CommonData.yaml#/components/responses/308'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '411':
          $ref: 'TS29571_CommonData.yaml#/components/responses/411'
        '413':
          $ref: 'TS29571_CommonData.yaml#/components/responses/413'
        '415':
          $ref: 'TS29571_CommonData.yaml#/components/responses/415'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '501':
          $ref: 'TS29571_CommonData.yaml#/components/responses/501'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'

    put:
      summary: Updates the DNS context (complete replacement)
      operationId: ReplaceDnsContext
      tags:
        - Individual DNS context
      parameters:
        - name: dnsContextId
          in: path
          description:  DNS context Identifier
          required: true
          schema:
            type: string
        - name: Content-Encoding
          in: header
          description: Content-Encoding, described in IETF RFC 7231
          schema:
            type: string
      requestBody:
        required: true
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/DnsContextCreateData'
      responses:
        '204':
          description: Successful update of the DNS context
          headers:
            Accept-Encoding:
              description: Accept-Encoding, described in IETF RFC 7694
              schema:
                type: string
        '307':
          $ref: 'TS29571_CommonData.yaml#/components/responses/307'
        '308':
          $ref: 'TS29571_CommonData.yaml#/components/responses/308'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '411':
          $ref: 'TS29571_CommonData.yaml#/components/responses/411'
        '413':
          $ref: 'TS29571_CommonData.yaml#/components/responses/413'
        '415':
          $ref: 'TS29571_CommonData.yaml#/components/responses/415'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '501':
          $ref: 'TS29571_CommonData.yaml#/components/responses/501'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'


components:
  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '{nrfApiRoot}/oauth2/token'
          scopes:
            neasdf-dnscontext: Access to the neasdf-dnscontext API


  schemas:
#
# STRUCTURED DATA TYPES
#
    DnsContextCreateData:
      description: Data within Create request 
      type: object
      properties:
        ueIpv4Addr:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv4Addr'
        ipv6Addr:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv6Addr'
        dnn:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Dnn'
        dnsRules:
          description: map of DNS message handling rules where a valid JSON string serves as key
          type: object
          additionalProperties:
            $ref: '#/components/schemas/DnsRule'
          minProperties: 1
        dnsContextNotifUri:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Uri'
      required:
        - dnn

    DnsContextCreatedData:
      description: Data within Create response 
      type: object


    DnsRule:
      description: DNS message handling rule 
      type: object
      properties:
        dnsRuleId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Uint32'
        precedence:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Uint32'
        dnsQueryTemplate:
          $ref: '#/components/schemas/DnsQueryTemplate'
        dnsResponseTemplate:
          $ref: '#/components/schemas/DnsResponseTemplate'
        actions:
          description: map of actions where a valid JSON string serves as key
          type: object
          additionalProperties:
            $ref: '#/components/schemas/Action'
          minProperties: 1
      required:
        - dnsRuleId
        - precedence
        - actions

    DnsQueryTemplate:
      description: DNS Query message detection template 
      type: object
      properties:
        sourceIpv4Addr:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv4Addr'
        sourceipv6Addr:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv6Addr'
        fqdnList:
          type: array
          items:
            type: string
          minItems: 1

    DnsResponseTemplate:
      description: DNS Response message detection template 
      type: object
      properties:
        fqdnList:
          type: array
          items:
            type: string
          minItems: 1
        easIpv4AddrRanges:
          type: array
          items:
            $ref: '#/components/schemas/Ipv4AddressRange'
          minItems: 1
        easIpv6PrefixRanges:
          type: array
          items:
            $ref: '#/components/schemas/Ipv6PrefixRange'
          minItems: 1

    Ipv4AddressRange:
      description: Range of IPv4 addresses
      type: object
      properties:
        start:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv4Addr'
        end:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv4Addr'
      required:
        - start
        - end

    Ipv6PrefixRange:
      description: Range of IPv6 prefixes
      type: object
      properties:
        start:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv6Prefix'
        end:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv6Prefix'
      required:
        - start
        - end

    Action:
      description: Action to apply to DNS messages matching a message detection template 
      type: object
      properties:
        applyAction:
          $ref: '#/components/schemas/ApplyAction'
        forwardingParameters:
          $ref: '#/components/schemas/ForwardingParameters'
      required:
        - applyAction

    DnsContextNotificationData:
      description: Data within DNS Context Notify 
      type: object
      properties:
        eventreportList:
          type: array
            $ref: '#/components/schemas/DnsContextEventReport'
          minitems: 1

    ForwardingParameters:
      description: Forwarding instructions
      type: object
      properties:
        ecsOption:
          $ref: '#/components/schemas/EcsOption'
        dnsServerAddress:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/IpAddr'
        usePreconfiguredDnsServer:
          type: boolean

    EcsOption:
      description: ECS Option Information 
      type: object
      properties:
        sourcePrefixLength:
          type: integer
          minimim: 0
          maximum: 128
        scopePrefixLength:
          type: integer
          minimim: 0
          maximum: 128
        ipAddr:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/IpAddr'
      required:
        - sourcePrefixLength
        - ipAddress

    DnsContextEventReport:
      description: DNS context event report 
      type: object
      properties:
        reportType:
          $ref: '#/components/schemas/ReportType'
        dnsRuleId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Uint32'
        dnsQueryReport:
          $ref: '#/components/schemas/DnsQueryReport'
        dnsResponseReport:
          $ref: '#/components/schemas/DnsResponseReport'
      required:
        - reportType


    DnsQueryReport:
      description: DNS Query Event Report
      type: object
      properties:
        fqdn:
          type: string

    DnsResponseReport:
      description: DNS Response Event Report
      type: object
      properties:
        fqdn:
          type: string
        easIpv4Addresses:
          type: array
          items: 
            $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv4Addr'
          minItems: 1
        easIpv6Addresses:
          type: array
          items: 
            $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv6Addr'
          minItems: 1
        ecsOption:
          $ref: '#/components/schemas/EcsOption'

#
# SIMPLE DATA TYPES
#



#
# ENUMERATIONS
#

    ApplyAction:
      anyOf:
      - type: string
        enum:
          - BUFFER_AND_REPORT
          - FORWARD
      - type: string
        description: >
          This string provides forward-compatibility with future
          extensions to the enumeration but is not used to encode
          content defined in the present version of this API.
      description: >
        Action to apply to the DNS packet 

    ReportType:
      anyOf:
      - type: string
        enum:
          - DNS_QUERY_REPORT
          - DNS_RESPONSE_REPORT
      - type: string
        description: >
          This string provides forward-compatibility with future
          extensions to the enumeration but is not used to encode
          content defined in the present version of this API.
      description: >
        Type of report being sent by the EASDF to the SMF
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