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1. Reason for Change
TS 23.528 specifies the following requirements: 
The DNS message handling rule includes information used for DNS message detection and associated action(s). It is defined as following:
-	Precedence of the DNS message handling rule
-	DNS message detection template (includes at least one of the following):
-	DNS message type = DNS Query or DNS Response:
-	If DNS message type = DNS Query:
-	Source IP address (i.e. UE IP address).
-	Array of (FQDN ranges).
-	If DNS message type = DNS Response:
-	Array of FQDN ranges and/or array of EAS IP address ranges.
NOTE 2:	For DNS message type = Query, the UE IP address provided at DNS context creation is considered if not provided explicitly as part of the template.
-	Action(s) (includes at least one action) the possible actions include:
-	Report DNS message content to SMF.
-	Send the DNS message to a preconfigured DNS server/resolver or an indicated DNS server as following (The indicated DNS server is included in the DNS handling rule):
-	Including the information to build optional EDNS Client Subnet option in the DNS message (The information for the EASDF to build the EDNS Client Subnet option is included in the DNS handling rule).
Editor's note:	It is FFS whether the information for the EASDF to build the ECS option may contain more than one IP address to deal with following cases: 1) some EAS may be deployed on the part of the DN with public IP addressing space while other EAS may be deployed on the part of the DN with private IP addressing space, 2) there may be multiple candidate L-PSA (+ULCL) UPF: for example some expensive L-PSA at the DU site related with fairly specific applications that are demanding in terms of delays and some more vanilla L-PSA + ULCL UPF that can provide traffic offload but that are more central and cheaper due to a better pooling effect in a more central location, 3) there may be multiple L-PSA UPFs: for example some applications are supposed to be accessed via one DNAI with one L-PSA UPF and the other applications are supposed to be accessed via another DNAI with another L-PSA UPF.
-	Replacement of the DNS message target address with the indicated DNS Server Address; if no DNS Server Address is provided by the SMF, then the EASDF is to forward the DNS message to a locally preconfigured DNS server/resolver.
-	Buffer the DNS message and report DNS message content to the SMF.
-	Send the buffered DNS response message to UE.

The data model of the DNSContext API needs to be defined to support the above requirements.

2. Proposal
It is proposed to agree the following changes to 3GPP TS 29.556 v0.2.0.


[bookmark: _Hlk61529092]* * * First Change * * * *
[bookmark: _Toc510696579][bookmark: _Toc35971371][bookmark: _Toc73780535][bookmark: _Toc35971427][bookmark: _Toc73780594]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
[bookmark: OLE_LINK1][bookmark: OLE_LINK2][bookmark: OLE_LINK3][bookmark: OLE_LINK4]-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".
[3]	3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[4]	3GPP TS 29.500: "5G System; Technical Realization of Service Based Architecture; Stage 3".
[5]	3GPP TS 29.501: "5G System; Principles and Guidelines for Services Definition; Stage 3".
[6]	OpenAPI: "OpenAPI Specification Version 3.0.0", https://spec.openapis.org/oas/v3.0.0.
[7]	3GPP TR 21.900: "Technical Specification Group working methods".
[8]	3GPP TS 33.501: "Security architecture and procedures for 5G system".
[9]	IETF RFC 6749: "The Oauth 2.0 Authorization Framework".
[10]	3GPP TS 29.510: "5G System; Network Function Repository Services; Stage 3".
[11]	IETF RFC 7540: "Hypertext Transfer Protocol Version 2 (HTTP/2)".
[12]	IETF RFC 8259: "The JavaScript Object Notation (JSON) Data Interchange Format".
[13]	IETF RFC 7807: "Problem Details for HTTP APIs".
[14]	3GPP TS 23.548: "5G System Enhancements for Edge Computing; Stage 2".
[15]	IETF RFC 6902: "JavaScript Object Notation (JSON) Patch".
[16]	3GPP TS 29.571: "5G System; Common Data Types for Service Based Interfaces; Stage 3".
[17]	ECMA-262: "ECMAScript® Language Specification", https://www.ecma-international.org/ecma-262/5.1/.
[x]	IETF RFC 7871: "Client Subnet in DNS Queries".

* * * Next Change * * * *
[bookmark: _Toc510696583][bookmark: _Toc35971375][bookmark: _Toc73780538]3.2	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
EASDF	Edge Application Server Discovery Function
ECS	EDNS Client Subnet


* * * Next Change * * * *
6.1.6	Data Model
[bookmark: _Toc510696633][bookmark: _Toc35971428][bookmark: _Toc73780595]6.1.6.1	General
This clause specifies the application data model supported by the API.
Table 6.1.6.1-1 specifies the data types defined for the Neasdf_DNSContext service based interface protocol.

Table 6.1.6.1-1: Neasdf_DNSContext specific Data Types
	Data type
	Clause defined
	Description
	Applicability

	DnsContextCreateData
	6.1.6.2.2
	Data in DNS Context Create request 
	

	DnsContextCreatedData
	6.1.6.2.3
	Data in DNS Context Create response 
	

	DnsRule
	6.1.6.2.4x
	DNS handling rule
	

	DnsQueryTemplate
	6.1.6.2.x5
	DNS Query detection template
	

	DnsResponseTemplate
	6.1.6.2.x6
	DNS Response detection template
	

	Ipv4AddressRange
	6.1.6.2.7x
	IPv4 addresses range
	

	Ipv6PrefixRange
	6.1.6.2.8x
	IPv6 addresses range
	

	Action
	6.1.6.2.x9
	Action to apply to DNS messages matching a message detection template
	

	DnsContextNotification
	6.1.6.2.10
	DNS context notification
	

	ForwardingParameters
	6.1.6.2.x
	Forwarding instructions 
	

	EcsOption
	6.1.6.2.x
	ECS Option information
	

	DnsContextEventReport
	6.1.6.2.x
	DNS context Event report
	

	DnsQueryReport
	6.1.6.2.x
	DNS Query Event Report 
	

	DNSResponseReport
	6.1.6.2.x
	DNS Response Event Report 
	

	ApplyAction
	6.1.6.3.3
	Action to apply to the DNS packet
	

	ReportType
	6.1.6.3.4
	Type of report being sent by the EASDF to the SMF
	



Table 6.1.6.1-2 specifies data types re-used by the N<NF> service based interface protocol from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Neasdf_DNSContext service based interface.
Table 6.1.6.1-2: Neasdf_DNSContext re-used Data Types
	Data type
	Reference
	Comments
	Applicability

	IPv4Addr
	3GPP TS 29.571 [16]
	IPv4 address
	

	IPv6Prefix
	3GPP TS 29.571 [16]
	IPv6 prefix
	

	Dnn
	3GPP TS 29.571 [16]
	DNN
	

	Uri
	3GPP TS 29.571 [16]
	URI
	

	Uint32
	3GPP TS 29.571 [16]
	Unsigned 32-bit integer
	

	IpAddr
	3GPP TS 29.571 [16]
	IP address
	



Editor's note: the definition and the encoding of all the data types of the Neasdf_DNSContext service are FFS.

* * * Next Change * * * *
[bookmark: _Toc73780600][bookmark: _Hlk77870479]6.1.6.2.4	Type: DnsRule
Table 6.1.6.2.4-1: Definition of type DnsRule
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	dnsRuleId
	Uint32
	M
	1
	Identifier of the DNS rule
	

	precedence
	Uint32
	M
	1
	Precedence of the DNS message handling rule.
The lower precedence values indicate higher precedence of the DNS rule, and the higher precedence values indicate lower precedence of the DNS rule when matching a DNS message.
	

	dnsQueryTemplate
	DnsQueryTemplate
	C
	0..1
	DNS Query message detection template 
The key of the map shall be a (unique) valid JSON string per clause 7 of IETF RFC 8259 [12], with a maximum of 32 characters.
(NOTE)
	

	dnsResponseTemplate
	DnsResponseTemplate
	C
	0..1
	DNS Response message detection template 
The key of the map shall be a (unique) valid JSON string per clause 7 of IETF RFC 8259 [12], with a maximum of 32 characters.
(NOTE)
	

	actions
	map(Action)
	M
	1..N
	Map of Actions to apply for DNS messages matching the DNS message detection template. 
The key of the map shall be a (unique) valid JSON string per clause 7 of IETF RFC 8259 [12], with a maximum of 32 characters.
	

	NOTE:	Either the dnsQueryTemplate IE or the dnsResponseTemplate IE shall be present.



Editor's note: It is FFS whether the dnsQueryTemplate and dnsResponseTemplate attributes should be defined as maps with a cardinality 1..N.

* * * Next Change * * * *
[bookmark: _Toc73780605]6.1.6.2.9	Type: Action
Table 6.1.6.2.9-1: Definition of type Action
	Attribute name
	Data type
	P
	Cardinality
	Description

	applyAction
	ApplyAction
	M
	1
	Action to apply to the DNS packet

	forwardingParameters
	ForwardingParameters
	O
	0..1
	Optional forwarding instructions to be applied by the EASDF when the applyAction requests to forward the DNS packet. 



Editor's Note: see clause 6.2.3.2.2 of TS 23.458 for the list of actions. The JSON definition is FFS.
[bookmark: _Toc73780606]
* * * Next Change * * * *
6.1.6.2.10	Type: DnsContextNotification
Table 6.1.6.2.10-1: Definition of type DnsContextNotification
	Attribute name
	Data type
	P
	Cardinality
	Description

	eventReportList
	array(DnsContextEventReport)
	O
	1..N
	List of event reports



Editor's Note: This is FFS.

* * * Next Change * * * *
6.1.6.2.x	Type: ForwardingParameters
Table 6.1.6.2.x-1: Definition of type ForwardingParameters
	Attribute name
	Data type
	P
	Cardinality
	Description

	ecsOption
	EcsOption
	O
	0..1
	Information to build optional EDNS Client Subnet (ECS) option in the DNS Query as defined in IETF RFC 7871 [x]

	dnsServerAddress
	IpAddr
	O
	0..1
	DNS Server Address to be used as destination address of the outgoing DNS Query 

	usePreconfiguredDnsServer
	boolean
	O
	0..1
	Boolean indicating whether to forward the DNS Query to a preconfigured DNS server. This IE shall be present and set to "true" if the EASDF shall forward the DNS query to a pre-configured DNS Server address.

True: use pre-configured DNS Server address




* * * Next Change * * * *
6.1.6.2.x	Type: EcsOption
Table 6.1.6.2.x-1: Definition of type EcsOption
	Attribute name
	Data type
	P
	Cardinality
	Description

	sourcePrefixLength
	integer
	M
	1
	Leftmost number of significant bits of the IP address as defined for the SOURCE PREFIX-LENGTH in clause 6 of IETF RFC 7871 [x].
Minimum=0. Maximum=128

	scopePrefixLength
	integer
	O
	0..1
	Leftmost number of bits of the IP address that the DNS response covers as defined for the SCOPE PREFIX-LENGTH in clause 6 of IETF RFC 7871 [x]. This attribute shall only be sent in EASDF notification to the SMF.
Minimum=0. Maximum=128

	ipAddr
	IpAddr
	M
	1
	IP address as defined for the ADDRESS in clause 6 of IETF RFC 7871 [x]




* * * Next Change * * * *
6.1.6.2.x	Type: DnsContextEventReport
Table 6.1.6.2.x-1: Definition of type DnsContextEventReport
	Attribute name
	Data type
	P
	Cardinality
	Description

	reportType
	ReportType
	M
	1
	Indicates the type of the report being sent

	dnsRuleId
	Uint32
	C
	0..1
	Identifies the DNS rule that triggered the report. This IE shall be present if the report is triggered by an event matching a DNS rule.

	dnsQueryReport
	DnsQueryReport
	C
	0..1
	DNS Query Report
This IE shall be present if the reportType identifies a DNS Query Report.

	dnsResponseReport
	DnsResponseReport
	C
	0..1
	DNS Response Report
This IE shall be present if the reportType identifies a DNS Response Report.



Editor's note: Further potential requirements on how to control and perform the reporting of events is FFS, including whether the reportType attribute is needed in the report.  


* * * Next Change * * * *
6.1.6.2.x	Type: DnsQueryReport
Table 6.1.6.2.x-1: Definition of type DnsQueryReport
	Attribute name
	Data type
	P
	Cardinality
	Description

	fqdn
	string
	O
	0..1
	FQDN received in the DNS Query




* * * Next Change * * * *
6.1.6.2.x	Type: DnsResponseReport
Table 6.1.6.2.x-1: Definition of type DnsResponseReport
	Attribute name
	Data type
	P
	Cardinality
	Description

	fqdn
	string
	O
	0..1
	FQDN received in the DNS Response

	easIpv4Addresses
	array(IPv4Addr)
	O
	1..N
	EAS IPv4 address(es) received in the DNS Response

	easIpv6Addresses
	array(IPv6Addr)
	O
	1..N
	EAS IPv6 address(es) received in the DNS Response

	ecsOption
	EcsOption
	O
	0..1
	EDNS Client Subnet (ECS) option received in the DNS Response (as defined in IETF RFC 7871 [x])




* * * Next Change * * * *
[bookmark: _Toc510696641][bookmark: _Toc35971436][bookmark: _Toc73780610]6.1.6.3.3	Enumeration: <EnumType1>ApplyAction
The enumeration <EnumType1>ApplyAction represents <something>the action to apply to the DNS packet. It shall comply with the provisions defined in table 6.1.56.3.3-1.
Table 6.1.6.3.3-1: Enumeration < EnumType1>ApplyAction
	Enumeration value
	Description
	Applicability

	"BUFFER_AND_REPORT"
	Buffer the DNS query or response and report the DNS message content to the SMF
	

	"FORWARD"
	Forward the DNS query or response, after apply the forwarding parameters if any
	



Editor's note: The above enumeration values are FFS, e.g. whether to combine Buffer and Report, or instead encode a list of unitary actions "Buffer" and "Report" in the DNS rule.  

* * * Next Change * * * *
[bookmark: _Toc510696642][bookmark: _Toc35971437][bookmark: _Toc73780611]6.1.6.3.4	Enumeration: <EnumType2>ReportType
And so on if there are more enumerations to define.The enumeration ReportType indicates the type of report being sent by the EASDF to the SMF. It shall comply with the provisions defined in table 6.1.6.3.4-1.
Table 6.1.6.3.4-1: Enumeration ReportType
	Enumeration value
	Description
	Applicability

	"DNS_QUERY_REPORT"
	Report triggered by the receipt of a DNS Query
	

	"DNS_RESPONSE_REPORT"
	Report triggered by the receipt of a DNS Response
	




* * * Next Change * * * *
[bookmark: _Toc73780625][bookmark: _Hlk64365599]A.2	Neasdf_DNSContext API
openapi: 3.0.0

info:
  version: '1.0.0-alpha.2'
  title: 'Neasdf_DNSContext'
  description: |
    EASDF DNS Context Service.
    © 2021, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.

[…]

  schemas:
#
# STRUCTURED DATA TYPES
#
    DnsContextCreateData:
      description: Data within Create request 
      type: object
      properties:
        ueIpv4Addr:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv4Addr'
        ipv6Addr:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv6Addr'
        dnn:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Dnn'
        dnsRules:
          description: map of DNS message handling rules where a valid JSON string serves as key
          type: object
          additionalProperties:
            $ref: '#/components/schemas/DnsRule'
          minProperties: 1
        dnsContextNotifUri:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Uri'
      required:
        - dnn

    DnsContextCreatedData:
      description: Data within Create response 
      type: object


    DnsRule:
      description: DNS message handling rule 
      type: object
      properties:
        dnsRuleId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Uint32'
        precedence:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Uint32'
        dnsQueryTemplate:
          $ref: '#/components/schemas/DnsQueryTemplate'
        dnsResponseTemplate:
          $ref: '#/components/schemas/DnsResponseTemplate'
        actions:
          description: map of actions where a valid JSON string serves as key
          type: object
          additionalProperties:
            $ref: '#/components/schemas/Action'
          minProperties: 1
      required:
        - dnsRuleId
        - precedence
        - actions

    DnsQueryTemplate:
      description: DNS Query message detection template 
      type: object
      properties:
        sourceIpv4Addr:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv4Addr'
        sourceipv6Addr:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv6Addr'
        fqdnList:
          type: array
          items:
            type: string
          minItems: 1

    DnsResponseTemplate:
      description: DNS Response message detection template 
      type: object
      properties:
        fqdnList:
          type: array
          items:
            type: string
          minItems: 1
        easIpv4AddrRanges:
          type: array
          items:
            $ref: '#/components/schemas/Ipv4AddressRange'
          minItems: 1
        easIpv6PrefixRanges:
          type: array
          items:
            $ref: '#/components/schemas/Ipv6PrefixRange'
          minItems: 1

    Ipv4AddressRange:
      description: Range of IPv4 addresses
      type: object
      properties:
        start:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv4Addr'
        end:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv4Addr'
      required:
        - start
        - end

    Ipv6PrefixRange:
      description: Range of IPv6 prefixes
      type: object
      properties:
        start:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv6Prefix'
        end:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv6Prefix'
      required:
        - start
        - end

    Action:
      description: Action to apply to DNS messages matching a message detection template 
      type: object
      properties:
        applyAction:
          $ref: '#/components/schemas/ApplyAction'
        forwardingParameters:
          $ref: '#/components/schemas/ForwardingParameters'
      required:
        - applyAction


    DnsContextNotificationData:
      description: Data within DNS Context Notify 
      type: object
      properties:
        eventreportList:
          type: array
            $ref: '#/components/schemas/DnsContextEventReport'
          minitems: 1

    ForwardingParameters:
      description: Forwarding instructions
      type: object
      properties:
        ecsOption:
          $ref: '#/components/schemas/EcsOption'
        dnsServerAddress:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/IpAddr'
        usePreconfiguredDnsServer:
          type: boolean

    EcsOption:
      description: ECS Option Information 
      type: object
      properties:
        sourcePrefixLength:
          type: integer
          minimim: 0
          maximum: 128
        scopePrefixLength:
          type: integer
          minimim: 0
          maximum: 128
        ipAddr:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/IpAddr'
      required:
        - sourcePrefixLength
        - ipAddress

    DnsContextEventReport:
      description: DNS context event report 
      type: object
      properties:
        reportType:
          $ref: '#/components/schemas/ReportType'
        dnsRuleId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Uint32'
        dnsQueryReport:
          $ref: '#/components/schemas/DnsQueryReport'
        dnsResponseReport:
          $ref: '#/components/schemas/DnsResponseReport'
      required:
        - reportType


    DnsQueryReport:
      description: DNS Query Event Report
      type: object
      properties:
        fqdn:
          type: string

    DnsResponseReport:
      description: DNS Response Event Report
      type: object
      properties:
        fqdn:
          type: string
        easIpv4Addresses:
          type: array
          items: 
            $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv4Addr'
          minItems: 1
        easIpv6Addresses:
          type: array
          items: 
            $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv6Addr'
          minItems: 1
        ecsOption:
          $ref: '#/components/schemas/EcsOption'



#
# SIMPLE DATA TYPES
#



#
# ENUMERATIONS
#

    ApplyAction:
      anyOf:
      - type: string
        enum:
          - BUFFER_AND_REPORT
          - FORWARD
      - type: string
        description: >
          This string provides forward-compatibility with future
          extensions to the enumeration but is not used to encode
          content defined in the present version of this API.
      description: >
        Action to apply to the DNS packet 

    ReportType:
      anyOf:
      - type: string
        enum:
          - DNS_QUERY_REPORT
          - DNS_RESPONSE_REPORT
      - type: string
        description: >
          This string provides forward-compatibility with future
          extensions to the enumeration but is not used to encode
          content defined in the present version of this API.
      description: >
        Type of report being sent by the EASDF to the SMF 


* * * End of Changes * * * *

