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1. Introduction
<Introduction part (optional)>
2. Reason for Change
Provide a solution for UDR Restoration in 3GPP TR 29.821.
3. Conclusions
<Conclusion part (optional)>
4. Proposal
It is proposed to agree the following changes to 3GPP TR 29.821 v0.4.0.

* * * First Change * * * *
6.X	Solution#X: <S#X> 
[bookmark: _Toc73779351]6.X.1	Introduction
This solution is to address Key Issues #1, #2 and #3.
This solution defines a mechanism where UDR provides information about its potential data inconsistency directly to its consumers (i.e., UDM, PCF and NEF), by means of default subscriptions. Then, the required restoration actions are triggered and controlled as required in each case by the impacted UDR consumer.
[bookmark: _Toc73779352]6.X.2	Functional Description
Following prerequisites are required:
-	The consumers of UDR (i.e., UDM, PCF and NEF) define a default notification endpoint in the NF instance profile, for a new default notification type (i.e. PotentialUDRDataInconsistency).
-	The consumers of UDM (i.e., AMF, SMF. SMSF and NEF) as well define a default notification endpoint in the NF instance profile, for a new default notification type (i.e., PotentialUDRDataInconsistency).
When the UDR detects that the corruption, loss or inconsistency of data may happen because of some scenarios (e.g. the UDR fails and restarts, or migration of the data from old UDR to new UDR etc), the UDR sends a new notification request to the callback URI (for the default notification type: PotentialUDRDataInconsistency) defined in the UDM/PCF/NEF profile.
This notification includes the UDR restoration information, that consists of the following:
-	Identification of the time period where there may be data inconsistencies, as follows:
-	Incident timestamp: time when the situation that causes the potential data inconsistency occurs. The data that is not changed after this timestamp is consistent.
-	Recovery timestamp: time when the abnormal situation is recovered. The data that is changed after this timestamp is consistent. 
This pair of timestamps identify the time when the data obtained by an NF from UDR (either directly, e.g., by UDM, or indirectly, e.g., by AMF) may not be consistent (that is, data in the NF instance may not be the one that is stored in UDR).
-	Impacted user identifiers (e.g., SUPI ranges and/or GPSI ranges, or Reset-Id, or UDR Group Id). This is an optional information, if not included, all users may have inconsistent information.
Then the required restoration actions are triggered and controlled as required in each case by the impacted UDR consumer (UDM/PCF/NEF) as described in the following sections.
[bookmark: _Toc73779353]6.X.3	Procedures
6.X.3.1	Restoration of Subscription Data in AMF, SMF and SMSF


Figure 6.X.3.1-1: Procedure for PotentialUDRDataInconsistency notifications – AMF,SMF,SMSF
0.	UDM as well as AMF/SMF/SMSF, registers in its profile a new default notification endpoint for a new default notification type (i.e., PotentialUDRDataInconsistency.
1.	The UDR detects that the corruption, loss or inconsistency of data may happen because of some scenarios (e.g., the UDR fails and restarts, or migration of the data from old UDR to new UDR etc).
2-3.	The UDR discovers the PotentialUDRDataInconsistency endpoint(s) in UDM profiles. The UDR needs to discover from NRF the UDM profile with this new default notification type. E.g., it may discover all the profiles for a certain NF type and then search for profiles including PotentialUDRDataInconsistency default notification type, or as an alternative, using notification-type as a discovery query parameter, only the profiles including PotentialUDRDataInconsistency default notification type may be discovered.
4-5.	The UDR sends PotentialUDRDataInconsistency notification to the discovered PotentialUDRDataInconsistency endpoint(s).
6-7.	The UDM discovers the PotentialUDRDataInconsistency endpoint(s) in AMF, SMF and/or SMSF instances (as UDM consumers), similar to step 2-3.
8.	The UDM sends a new notification request(s) to the callback URI (for the default notification type: PotentialUDRDataInconsistency) defined in the profile of the UDM consumers, with the same contents for the notification received from UDR. 
NOTE:	If UDRGroupId was received from UDR, the UDM may need to map that into corresponding UDMGroupId(s) if applicable; how this is done is implementation specific.
9.	AMF, SMF and/or SMSF, as UDM consumers, receive the PotentialUDRDataInconsistency notification request. They mark potentially impacted subscribers.
10.	The AMF/SMF/SMSF perform any required restoration action for the marked subscribers. E.g., AMF should send Nudm_UECM_Reg request to UDM for identified UE/SUPIs. UDM consumers should trigger the required synchronization actions towards UDM based on subsequent UE activity in order to avoid massive signalling.
6.X.3.2	Restoration of Policy Subscription Data and Application Data in PCF


Figure 6.X.3.2-1: Procedure for PotentialUDRDataInconsistency notifications - PCF
0.	PCF registers in its profile the new PotentialUDRDataInconsistency default notification endpoint.
1.	The UDR detects that the corruption, loss or inconsistency of data may happen because of some scenarios (e.g., the UDR fails and restarts, or migration of the data from old UDR to new UDR etc).
2-3.	The UDR discovers the PotentialUDRDataInconsistency endpoint(s) in PCF instance profiles.
4-5.	The UDR sends PotentialUDRDataInconsistency notification to the discovered PotentialUDRDataInconsistency endpoint(s).
6.	When the PotentialUDRDataInconsistency notification is received by PCF, it needs to perform required restoration actions for impacted subscribers. In this case, it is understood that the PCF does not need to send any notification to its consumers (SMF, AMF), while any restoration action must be taken in the PCF and are implementation specific.
Editor’s note:	proposed PCF behavior should be assessed by CT3.
6.X.3.3	Restoration of Application and Exposure Data in NEF 
6.X.3.3.1	Introduction
The NEF has the particularity that stores some data in UDR directly (i.e., configuration data), while other data is accessed via UDM. The procedures are covered in following subclauses.
6.X.3.3.2	Direct access to UDR


Figure 6.X.3.3.2-1: Procedure for PotentialUDRDataInconsistency notifications – NEF direct to UDR
This flow is similar to the one described for PCF in Figure 6.X.3.2-1. The NEF does not send this notification to AF(s), while any restoration action (step 6) must be taken in the NEF and is implementation specific.
Editor’s note:	proposed NEF behavior should be assessed by CT3.
6.X.3.3.3	Access via UDM


Figure 6.X.3.3-1: Procedure for PotentialUDRDataInconsistency notifications – NEF via UDM
0-10.	Similar to steps 0-11 in Figure 6.X.3.1-1.
11.	In this case, the NEF does not receive a direct indication of UE activity, if so, the NEF will need to start any require synchronization procedure towards UDR immediately since it does not have information of when the data may be used. Then, it will need to implement an implementation specific mechanism to pace the requests towards UDM. This solution proposes a solution to avoid the need of such mechanism.
12.	This step assumes there is UE activity for a marked subscriber in AMF. Then, AMF sends a Registration to UDM with the inclusion of a new flag to indicate that the reason to send this Registration is due to a PotentialUDRDataInconsistency.
13.	Update of subscription data in UDR as a result of the registration.
14.	The UDM checks if the Registration includes the PotentialUDRDataInconsistency flag.
15-16.	Since the flag is present, then the UDM notifies the NEF indicating that for the corresponding user a new Registration is performed, so this would solve the data inconsistency, and it is an indication to the NEF of a user activity.
17.	The notification received is interpreted as user activity by NEF, then it performs any required restoration actions (e.g., send corresponding subscription request to UDM).
Editor’s note:	proposed NEF behavior should be assessed by CT3.
6.X.3.4	Discovery of default notification endpoints 
In roaming cases, not described in the above diagrams for simplicity, the UDM may perform the NRF Discovery of the default notification PotentialUDRDataInconsistency endpoints of its consumers (AMF, SMF, SMSF) via the local NRF. The UDM receives in the registration information, the PLMNId and NF instance id of its consumers (receivers of the notification) to be able to perform this NRF Discovery.
The UDM can build and maintain locally a persistent list of "service consumers to be restored", in an implementation-dependent manner; such list can contain mainly service consumers registered in the own PLMN of the UDM, but also, following operator's preferences, service consumer registered from other VPLMNs. Such list can be shared/replicated across UDM instances (e.g., when the instances belong to a same UDM Set or UDM group).
[bookmark: _Toc73779354]6.X.4	Impacts on services, entities and interfaces
UDM:
-	Define and register new PotentialUDRDataInconsistency notification endpoint in NF profile.
-	Receive PotentialUDRDataInconsistency notification triggering required actions for data synchronization.
-	Discover PotentialUDRDataInconsistency notification endpoint and send PotentialUDRDataInconsistency notification request.
-	Check if PotentialUDRDataInconsistency flag is included in Registration, and if so, send new notification (Registration for Potential UDR Data Inconsistency) to the NEF.
UDR:
-	Identify affected subscribers and affected time period of a potential data inconsistency.
-	Discover PotentialUDRDataInconsistency notification endpoint and send PotentialUDRDataInconsistency notification request. 
PCF:
-	Define and register new PotentialUDRDataInconsistency notification endpoint in NF profile.
-	Receive PotentialUDRDataInconsistency notification triggering required actions for data synchronization.
-	Perform (implementation specific) restoration actions.
AMF/SMF/SMSF/NEF:
-	Define and register new PotentialUDRDataInconsistency notification endpoint in NF profile.
-	Receive PotentialUDRDataInconsistency notification triggering required actions for data synchronization.
-	Mark identified subscribers.
AMF:
-	Include PotentialUDRDataInconsistency flag in Registration when it is required for that reason.
NEF:
-	Perform (implementation specific) restoration actions when notification (Registration for Potential UDR Data Inconsistency) from UDM is received for marked users.

* * * End of Changes * * * *
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