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1. Background
During CT4#101-e, CT4#102-e, CT4#103-e, and CT4#104-e, a bunch of CRs have been agreed to authorize the MTC Provider information and/or AF ID if they are received during invoking the subscription service operations of the Nudm EE service, and authorize the MTC Provider information if it is received during invoking the subscription service operation of the Nhss EE service. 

Excerpt from 29.503 clause 5.5.2.2.2	Subscription to Notification of event occurrence

1.	The NF service consumer sends a POST request to the parent resource (collection of subscriptions) (.../{ueIdentity}/ee-subscriptions), to create a subscription as present in message body. The values ueIdentity shall take are specified in Table 6.4.3.2.2-1. The request may contain an expiry time, suggested by the NF Service Consumer, representing the time upto which the subscription is desired to be kept active and the time after which the subscribed event(s) shall stop generating notifications, the indication on whether the subscription applies also to EPC. 

If MTC Provider information and/or AF ID are received in the request, the UDM shall check whether the MTC Provider and/or the AF is allowed to perform this operation for the UE or for the group of UEs or Any UE which is indicated in the Resource URI variable ueIdentity; otherwise, the UDM shall skip the MTC provider and/or AF authorization check.
[Observation-1] The authorisation of MTC Provider information and/or AF ID is per EE subscription level on the UDM.

[bookmark: _Toc11338785][bookmark: _Toc27585489][bookmark: _Toc36457495][bookmark: _Toc45028412][bookmark: _Toc45029247][bookmark: _Toc67682011][bookmark: _Toc67683304]Excerpt from 29.503 clause 6.4.6.2.2 Type: EeSubscription and clause 6.4.6.2.3	Type: MonitoringConfiguration

Table 6.4.6.2.2-1: Definition of type EeSubscription
	Attribute name
	Data type
	P
	Cardinality
	Description

	callbackReference
	Uri
	M
	1
	URI provided by the NF service consumer to receive notifications

	monitoringConfigurations
	map(MonitoringConfiguration)
	M
	1..N
	A map (list of key-value pairs where referenceId converted from integer to string serves as key; see clause 6.4.6.3.2) of MonitoringConfigurations;
see clause 6.4.6.2.3


…
Table 6.4.6.2.3-1: Definition of type MonitoringConfiguration
	Attribute name
	Data type
	P
	Cardinality
	Description

	eventType
	EventType
	M
	1
	String; see clause 6.4.6.3.3

	immediateFlag
	boolean
	O
	0..1
	Indicates if an immediate event report in the subscription response indicating current value / status of the event is required or not. If the flag is not present, then immediate reporting shall not be done. 

If the event requested for immediate reporting is detected by the UDM, the UDM may include the current status of the event if available in the service operation response.

If the event requested for immediate reporting is detected by a remote NF (e.g. AMF) and directly notified to the NF consumer, the current status of the event shall not be included in the service operation response (the remote NF shall notify the current status of the event via event notification directly).

	locationReportingConfiguration
	LocationReportingConfiguration
	C
	0..1
	shall be present if eventType is "LOCATION_REPORTING"



[Observation-2] It can subscribe multiple event monitorings of different event types in one EE subscription.

[bookmark: _Toc11338432][bookmark: _Toc27585047][bookmark: _Toc36457000][bookmark: _Toc42978911][bookmark: _Toc49632242][bookmark: _Toc56345407][bookmark: _Toc73378617]Excerpt from 29.563 clause 5.5.2.2.2	Subscription to Notification of event occurrence

1.	The NF service consumer sends a POST request to the parent resource (collection of subscriptions) (.../{ueId}/ee-subscriptions), to create a subscription as present in message body. The request may contain an expiry time, suggested by the NF Service Consumer, representing the time upto which the subscription is desired to be kept active and the time after which the subscribed event(s) shall stop generating notifications. Additionally, the request may include an SCEF Id if Common Network Exposure is used (i.e. if combined SCEF+NEF requested the event(s) to be subscribed/monitored in EPC)
If MTC Provider information is received in the request, the HSS shall check whether the MTC Provider is allowed to perform this operation for the UE; otherwise, the HSS shall skip the MTC provider authorization check.
[Observation-3] The authorisation of MTC Provider is per EE subscription level on the HSS, and the authorisation in EPC is handled in HSS, and not in the UDM.

Excerpt from 29.505 clause 5.4.2.20	Type: EeProfileData

Table 5.4.2.20-1: Definition of type EeProfileData
	Attribute name
	Data type
	P
	Cardinality
	Description

	restrictedEventTypes
	array(EventType)
	O
	1..N
	List of the event types that are restricted (if any) for the UE.
The absence of this IE indicates that all event types are authorized for the UE.

	supportedFeatures
	SupportedFeatures
	O
	0..1
	

	allowedMtcProvider
	map(array(MtcProvider))
	O
	1..N(1..M)
	A map (list of key-value pairs where EventType (see 3GPP TS 29.503 [6] serves as key) of MTC Provider. 
In addition to defined EventTypes, the key value "ALL" may be used to identify a map entry which contains a list of MtcProviders that are allowed monitoring all Event Types.
The absence of this IE indicates that monitoring by any MTC provider is allowed for any non restricted event type.

	iwkEpcRestricted
	boolean
	O
	0..1
	If set to True, indicates that interworking with EPC is restricted. Set to False or not present means that the UE is not restriceted in the EPC.

	imsi
	string
	O
	0..1
	This IE contains the IMSI of the UE and should be present if the iwkEpcRestricted attribute is not set to True.

pattern: "^[0-9]{5,15}$"

	hssGroupId
	NfGroupId
	O
	0..1
	Identity of the HSS group associated with the subscription that might be used by the UDM to discover the HSS; see 3GPP TS 29.510 [19]. This attribute may be present if the iwkEpcRestricted attribute is not present or present and set to False.



[Observation-4] The authorisation data of the event monitoring is per event type level, including the authorisation data of MTC Provider information and/or AF ID.

Based on the background above, we can find that the existing definition may cause the partial success of EE subscription, non-exhaustive scenarios below may happen:

1. Some event monitoring requests in the subscription succeed and the others fail because of the different UE authorisation subscription data of Provider information and/or AF ID of different event types in 5GC.
2. All the subscription in 5GC fail, and all the subscription in EPC succeed because of the different UE authorisation subscription data of Provider information and/or AF ID in 5GC and in EPC.
3. All the subscription in 5GC succeed, and all the subscription in EPC fail because of the different UE authorisation subscription data of Provider information and/or AF ID in 5GC and in EPC.
And there is no clear solutions to support the scenarios listed above in current definitions.

2. Solutions
There are different possible solutions on partial success of EE subscription:

[Solution-1] Not support partial success of the EE subscription. 
· If any one of the subscriptions of event monitoring fails, the whole EE subscription fails, 
· If the EE subscription is also required in EPC and the subscription in EPC fails, the whole EE subscription fails.

Pros:
· No changes on the interface, only need to add the clarification on how to handle during different scenarios.
Cons:
· Failure on one event monitoring subscription will cause the failure of the whole EE subscription.
· There will be a lot of invalid subscription because no clear indication on detail of failure (e.g. which events monitoring should be successful and which events monitoring cause the failure) is returned in the EE subscription response.

[Solution-2] Support partial success of the EE subscription in 5GC, and not support partial success of the EE subscription in EPC. 
· If some of the subscriptions of event monitoring in 5GC fails, the response of the EE subscription returns the 201 Created, and the failed subscriptions of event monitoring are included in the response body.
· If the EE subscription also required in EPC and the EE subscription in EPC fails and at least one of the subscriptions in 5GC is successful, the response of the EE subscription returns the 201 Created, and the failed subscriptions of event monitoring in 5GC and the indication on failure in EPC are included in the response body.
· If the EE subscription also required in EPC and the EE subscription in EPC succeed and at least one of the subscriptions in 5GC is successful, the response of the EE subscription returns the 201 Created, and the failed subscriptions of event monitoring in 5GC are included in the response body.

Pros:
· The indication on failure of the EE subscription in EPC has already supported in the Nudm EE.
· Partial success and indicated the detail of the failed events monitoring subscribes have good signal efficiency and less invalid handling in the related nodes.
· Only the interface and handling of the UDM are impacted, the HSS are not.
Cons:
· The interface and handling of the UDM are impacted
· Failure on one event monitoring subscription in EPC will cause the failure of the whole EE subscription in EPC.
· There will be some invalid subscription because no clear indication on detail of failure (e.g. which events monitoring should be successful and which events monitoring cause the failure in EPC) is returned in the EE subscription response.


[Solution-3] Support partial success of the subscription in both 5GC and EPC.
· If some of the subscriptions of event monitoring in 5GC and/or EPC fails, the response of the EE subscription returns the 201 Created, and the failed subscriptions of event monitoring are included in the response body.

Pros:
· Partial success and indicated the detail of the failed events monitoring subscribes have the best signal efficiency of the 3 solutions and the least invalid handling in the related nodes.
Cons:
· The interface and handling of both UDM and HSS are impacted.
· The change may impact the legacy interfaces.


3. Proposal
For the partial success of EE subscription, compare the possible solutions, it is proposed to use Solution-2, the changes are only in 5GC, and the solution has the better signal efficiency and less invalid handling in the related nodes compared to the solution-1.
[bookmark: _GoBack]In order to apply solution-2, it is proposed to apply the changes proposed by the CR C4-214481.

