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1. Introduction
During AnnounceAuthorize, MonitorAuthorize, DiscoveryAuthorize, MatchReport, the authorisation may fail because the prose service is not allowed.
During DiscoveryAuthorize, MatchReport, the authorisation may fail because the requested monitoring/Announcing PLMN is not allowed to announce.
During MatchReport, the authorisation may fail because none of the requested ProSe Application Code(s) is valid.
2. Reason for Change
Define the response code and application error codes to cover the scenariors listed above.
3. Conclusions
1) 403 Forbidden with PROSE_SERVICE_UNAUTHORIZED is added into AnnounceAuthorize, MonitorAuthorize, DiscoveryAuthorize, MatchReport service operation.
2) 403 Forbidden with ANNOUNCING_UNAUTHORIZED_IN_PLMN is added into DiscoveryAuthorize , MatchReport service operation.
3) 403 Forbidden with INVALID_APPLICATION_CODE is added into MatchReport service operation.
4. Proposal
It is proposed to agree the following changes to 3GPP TS 29.555 v0.2.0

[bookmark: _Hlk61529092]* * * First Change * * * *
[bookmark: _Toc510696613][bookmark: _Toc35971404][bookmark: _Toc70925852][bookmark: _Toc73369110]6.1.3.2.3.1	PUT

This method shall support the URI query parameters specified in table 6.1.3.2.3.1-1.
Table 6.1.3.2.3.1-1: URI query parameters supported by the PUT method on this resource
	Name
	Data type
	P
	Cardinality
	Description
	Applicability

	n/a
	
	
	
	
	



This method shall support the request data structures specified in table 6.1.3.2.3.1-2 and the response data structures and response codes specified in table 6.1.3.2.3.1-3.
Table 6.1.3.2.3.1-2: Data structures supported by the PUT Request Body on this resource
	Data type
	P
	Cardinality
	Description

	AnnounceAuthReqData
	M
	1
	Contains the Announce Authorization Data for the indicated UE and indicated discovery entry.



Table 6.1.3.2.3.1-3: Data structures supported by the <method 1> Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	AnnounceAuthRespData
	M
	1
	201 Created
	Upon success, a response body containing a representation of the authorized data to announce for the UE shall be returned.

	ProblemDetails
	O
	0..1
	403 Forbidden
	The "cause" attribute may be used to indicate one of the following application errors:
- PROSE_SERVICE_UNAUTHORIZED

See table 6.1.7.3-1 for the description of these errors.

	NOTE:	The manadatory HTTP error status code for the PUT method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [5] also apply.



Table 6.1.3.2.3.1-4: Headers supported by the 201 response code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	Contains the URI of the newly created resource, according to the structure: {apiRoot}/n5g-ddnmf-disc>/<apiVersion>/{ueId}/announce-authorize/{discEntryId}



* * * Next Change * * * *
[bookmark: _Toc73369116]6.1.3.3.3.1	PUT
This method shall support the URI query parameters specified in table 6.1.3.3.3.1-1.
Table 6.1.3.3.3.1-1: URI query parameters supported by the PUT method on this resource
	Name
	Data type
	P
	Cardinality
	Description
	Applicability

	n/a
	
	
	
	
	



This method shall support the request data structures specified in table 6.1.3.3.3.1-2 and the response data structures and response codes specified in table 6.1.3.3.3.1-3.
Table 6.1.3.3.3.1-2: Data structures supported by the PUT Request Body on this resource
	Data type
	P
	Cardinality
	Description

	MonitorAuthReqData
	M
	1
	Contains the Monitor Authorization Data for the indicated UE and indicated discovery entry.



Table 6.1.3.3.3.1-3: Data structures supported by the PUT Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	MonitorAuthRespData
	M
	1
	201 Created
	Upon success, a response body containing a representation of the authorized data to monitor for the UE shall be returned.

	ProblemDetails
	O
	0..1
	403 Forbidden
	The "cause" attribute may be used to indicate one of the following application errors:
- PROSE_SERVICE_UNAUTHORIZED

See table 6.1.7.3-1 for the description of these errors.

	NOTE:	The manadatory HTTP error status code for the PUT method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [5] also apply.



Table 6.1.3.3.3.1-4: Headers supported by the 201 response code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	Contains the URI of the newly created resource, according to the structure: {apiRoot}/n5g-ddnmf-disc>/<apiVersion>/{ueId}/monitor-authorize/{discEntryId}



* * * Next Change * * * *
[bookmark: _Toc73369122]6.1.3.4.3.1	PUT
This method shall support the URI query parameters specified in table 6.1.3.4.3.1-1.
Table 6.1.3.4.3.1-1: URI query parameters supported by the PUT method on this resource
	Name
	Data type
	P
	Cardinality
	Description
	Applicability

	n/a
	
	
	
	
	



This method shall support the request data structures specified in table 6.1.3.4.3.1-2 and the response data structures and response codes specified in table 6.1.3.4.3.1-3.
Table 6.1.3.4.3.1-2: Data structures supported by the PUT Request Body on this resource
	Data type
	P
	Cardinality
	Description

	DiscoveryAuthReqData
	M
	1
	Contains the Discovery Authorization Data for the indicated discoverer UE and indicated discovery entry.



Table 6.1.3.4.3.1-3: Data structures supported by the PUT Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	DiscoveryAuthRespData
	M
	1
	201 Created
	Upon success, a response body containing a representation of the authorized data for the discoverer UE in the PLMN to operate Model B restricted discovery shall be returned.

	ProblemDetails
	O
	0..1
	403 Forbidden
	The "cause" attribute may be used to indicate one of the following application errors:
- PROSE_SERVICE_UNAUTHORIZED
- ANNOUNCING_UNAUTHORIZED_IN_PLMN

See table 6.1.7.3-1 for the description of these errors.

	NOTE:	The manadatory HTTP error status code for the PUT method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [5] also apply.



Table 6.1.3.4.3.1-4: Headers supported by the 201 response code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	Contains the URI of the newly created resource, according to the structure: {apiRoot}/n5g-ddnmf-disc>/<apiVersion>/{ueId}/discovery -authorize/{discEntryId}



* * * Next Change * * * *
[bookmark: _Toc73369131]6.1.3.5.4.2.2	Operation Definition
This operation shall support the request data structures specified in table 6.1.3.5.4.2.2-1 and the response data structure and response codes specified in table 6.1.3.5.4.2.2-2.
Table 6.1.3.5.4.2.2-1: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	MatchReportReqData
	M
	1
	Contains the Match Report information.



Table 6.1.3.5.4.2.2-2: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	MatchReportRespData
	M
	1
	200 OK
	Upon success, a response body containing a representation of the Match Report Acknowledgement shall be returned.

	ProblemDetails
	O
	0..1
	403 Forbidden
	The "cause" attribute may be used to indicate one of the following application errors:
- PROSE_SERVICE_UNAUTHORIZED
- ANNOUNCING_UNAUTHORIZED_IN_PLMN
- INVALID_APPLICATION_CODE

See table 6.1.7.3-1 for the description of these errors.

	NOTE:	The manadatory HTTP error status code for the POST method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [5] also apply.



* * * Next Change * * * *
[bookmark: _Toc35971446][bookmark: _Toc70925894][bookmark: _Toc73369182]6.1.7.3	Application Errors
The application errors defined for the N5g-ddnmf_Discovery service are listed in Table 6.1.7.3-1.
Table 6.1.7.3-1: Application errors
	Application Error
	HTTP status code
	Description

	
	
	

	PROSE_SERVICE_UNAUTHORIZED
	403 Forbidden
	It is used when the requested ProSe service is not authorized for this UE Identity.

	ANNOUNCING_UNAUTHORIZED_IN_PLMN
	403 Forbidden
	It is used when the ProSe Application Code received is not authorized to be announced in the indicated monitored/annoucing PLMN for the specified PC5 radio technology

	INVALID_APPLICATION_CODE
	403 Forbidden
	It is used when none of the requested ProSe Application Code(s) is valid



* * * Next Change * * * *
[bookmark: _Toc70925899][bookmark: _Toc73369187]A.2	N5g-ddnmf_Discovery API
openapi: 3.0.0
(… text not shown for clarity …)
paths:
  /{ueId}/announce-authorize/{discEntryId}:
    put:
      summary: Obtain the authorization to announce for a UE
      operationId: ObtainAnnounceAuth
      tags:
        - Obtain the authorization to announce for a UE
      parameters:
        - name: ueId
          in: path
          description: Identifier of the UE
          required: true
          schema:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/VarUeId'
        - name: discEntryId
          in: path
          description: Discovery Entry Id
          required: true
          schema:
            $ref: '#/components/schemas/DiscoveryEntryId'
      requestBody:
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/AnnounceAuthReqData'
        required: true
      responses:
        '201':
          description: Created
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/AnnounceAuthRespData'
          headers:
            Location:
              description: 'Contains the URI of the newly created resource, according to the structure: {apiRoot}/n5g-ddnmf-disc>/<apiVersion>/{ueId}/announce-authorize/{discEntryId}'
              required: true
              schema:
                type: string
[bookmark: _Hlk520205304]        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          description: Unexpected error
    patch:
      summary: Update the authorization for announcing for a UE
      operationId: UpdateAnnounceAuth
      tags:
        - Update the authorization for announcing for a UE
      parameters:
        - name: ueId
          in: path
          description: Identifier of the UE
          required: true
          schema:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/VarUeId'
        - name: discEntryId
          in: path
          description: Discovery Entry Id
          required: true
          schema:
            $ref: '#/components/schemas/DiscoveryEntryId'
      requestBody:
        content:
          application/merge-patch+json:
            schema:
              $ref: '#/components/schemas/AnnounceUpdateData'
        required: true
      responses:
        '204':
          description: Expected response to a valid request
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          description: Unexpected error

  /{ueId}/monitor-authorize/{discEntryId}:
    put:
      summary: Obtain the authorization to monitor for a UE
      operationId: ObtainMonitorAuth
      tags:
        - Obtain the authorization to monitor for a UE
      parameters:
        - name: ueId
          in: path
          description: Identifier of the UE
          required: true
          schema:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/VarUeId'
        - name: discEntryId
          in: path
          description: Discovery Entry Id
          required: true
          schema:
            $ref: '#/components/schemas/DiscoveryEntryId'
      requestBody:
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/MonitorAuthReqData'
        required: true
      responses:
        '201':
          description: Created
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/MonitorAuthRespData'
          headers:
            Location:
              description: 'Contains the URI of the newly created resource, according to the structure: {apiRoot}/n5g-ddnmf-disc>/<apiVersion>/{ueId}/monitor-authorize/{discEntryId}'
              required: true
              schema:
                type: string
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          description: Unexpected error
    patch:
      summary: Update the authorization for monitoring for a UE
      operationId: UpdateMonitorAuth
      tags:
        - Update the authorization for monitoring for a UE
      parameters:
        - name: ueId
          in: path
          description: Identifier of the UE
          required: true
          schema:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/VarUeId'
        - name: discEntryId
          in: path
          description: Discovery Entry Id
          required: true
          schema:
            $ref: '#/components/schemas/DiscoveryEntryId'
      requestBody:
        content:
          application/merge-patch+json:
            schema:
              $ref: '#/components/schemas/MonitorUpdateData'
        required: true
      responses:
        '204':
          description: Expected response to a valid request
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          description: Unexpected error
      callbacks:
        MonitorUpdateResult:
          '{request.body#/monitorUpdateResultCallbackRef}':
            post:
              requestBody:
                required: true
                content:
                  application/json:
                    schema:
                      $ref: '#/components/schemas/MonitorUpdateResult'
              responses:
                '204':
                  description: Successful Notification response
                '400':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/400'
                '404':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/404'
                '500':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/500'
                '503':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/503'
                default:
                  description: Unexpected error

  /{ueId}/discovery-authorize/{discEntryId}:
    put:
      summary: Obtain the authorization from the 5G DDNMF for a discoverer UE in the PLMN to operate Model B restricted discovery
      operationId: ObtainDiscAuth
      tags:
        - Obtain the authorization for a discoverer UE
      parameters:
        - name: ueId
          in: path
          description: Identifier of the UE
          required: true
          schema:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/VarUeId'
        - name: discEntryId
          in: path
          description: Discovery Entry Id
          required: true
          schema:
            $ref: '#/components/schemas/DiscoveryEntryId'
      requestBody:
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/DiscoveryAuthReqData'
        required: true
      responses:
        '201':
          description: Created
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/DiscoveryAuthRespData'
          headers:
            Location:
              description: 'Contains the URI of the newly created resource, according to the structure: {apiRoot}/n5g-ddnmf-disc>/<apiVersion>/{ueId}/discovery-authorize/{discEntryId}'
              required: true
              schema:
                type: string
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          description: Unexpected error

  /{ueId}/match-report:
    post:
      summary: Obtain the information about the indicated discovery code from the 5G DDNMF
      operationId: MatchReport
      tags:
        - Obtain the information about the indicated discovery code
      parameters:
        - name: ueId
          in: path
          description: Identifier of the UE
          required: true
          schema:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/VarUeId'
      requestBody:
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/MatchReportReqData'
      responses:
        '200':
          description: Expected response to a valid request
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/MatchReportRespData'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          description: Unexpected error

(… text not shown for clarity …)

* * * End of Changes * * * *

