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[bookmark: _Toc24937697][bookmark: _Toc33962512][bookmark: _Toc42883274][bookmark: _Toc49733142][bookmark: _Toc56690767][bookmark: _Toc58585545][bookmark: _Hlk66941755]* * * First Change * * * *
[bookmark: _Toc67731599][bookmark: _Toc67731937]4.2.3	N32-f Interface
The following figure shows the scope of the N32-f interface.



Figure 4.2.3-1: N32-f Interface
The N32-f interface shall be used to forward the HTTP/2 messages of the NF service producers and the NF service consumers in different PLMN, through the SEPPs of the respective PLMN. The application layer security protection functionality of the N32-f is used only if the PRotocol for N32 INterconnect Security (PRINS) is negotiated between the SEPPs using N32-c.
The N32-f interface provides the following application layer security protection functionalities:
-	Message protection of the information exchanged between the NF service consumer and the NF service producer across PLMNs by applying application layer security mechanisms as specified in 3GPP TS 33.501 [6].
-	Forwarding of the application layer protected message from a SEPP in one PLMN to a SEPP in another PLMN. Such forwarding may involve IPX providers on path.
-	If IPX providers are on the path from SEPP in PLMN A to SEPP in PLMN B, the forwarding on the N32-f interface may involve the insertion of content modification instructions which the receiving SEPP applies after verifying the integrity of such modification instructions.
If TLS is the negotiated security policy between the SEPP, then the N32-f shall involve only the forwarding of the HTTP/2 messages of the NF service producers and the NF service consumers without any reformatting at the SEPPs and/or the IPXs.  


* * * Next Change * * * *
[bookmark: _Toc67731606][bookmark: _Toc67731944]4.3.2.4	HTTP/2 connection management
Each SEPP initiates HTTP/2 connections towards its peer SEPP for the following purposes
-	N32-c interface
-	N32-f interface
The scope of the HTTP/2 connection used for the N32-c interface is short-lived. Once the initial handshake is completed the connection is torn down as specified in 3GPP TS 33.501 [6]. The HTTP/2 connection used for N32-c is end to end between the SEPPs and does not involve an IPX to intercept the HTTP/2 connection, though an IPX may be involved for IP level routing.
The scope of the HTTP/2 connection used for the N32-f interface is long-lived. The N32-f HTTP/2 connection at a SEPP can be:
-	Case A: Towards a SEPP of another PLMN without involving any IPX intermediaries or involving IPX intermediaries where IPX does not require modification or observation of the information; or
-	Case B: Towards a SEPP of another PLMN via IPX where IPX requires modification or observation of the information. In this case, the HTTP/2 connection from a SEPP terminates at the next hop IPX with the IPX acting as a HTTP proxy. 

For the N32-f interface the HTTP/2 connection management requirements specified in clause 5.2.6 of 3GPP TS 29.500 [4] shall be applicable. The URI scheme used for the N32-f JOSE protected message forwarding API shall be "http". If confidentiality protection of all IEs for the N32-f JOSE protected message forwarding procedure is required, then:
-	For case A, the security between the SEPPs shall be ensured by means of IPSec or TLS VPN;
-	For case B, hop-by-hop security between the SEPP and the IPXs should be established on N32-f. This hop-by-hop security shall be established using an IPSec or TLS VPN.

* * * Next Change * * * *
[bookmark: _Toc67731607][bookmark: _Toc67731945]4.3.3	Transport Protocol
The Transmission Control Protocol as described in IETF RFC 793 [11] shall be used as transport protocol as required by HTTP/2 (see IETF RFC 7540 [7]). When there is no IPX between the SEPPs or IPX(s) are offering only IP routing service without modification or observation of the content, TLS shall be used for security protection (see 3GPP TS 33.501 [6]). When there is IPX between the SEPPs and IPX requires modification or observation of the content, TLS or NDS/IP should be used for security protection as specified in clause 13.1 of 3GPP TS 33.501 [6].
NOTE:	When using TCP as the transport protocol, an HTTP/2 connection is mapped to a TCP connection.


* * * Next Change * * * *


[bookmark: _Toc67731738][bookmark: _Toc67732076]C.2.1	When http URI scheme is used
The following figure shows the end to end call flow between an NF service consumer and a NF service producer in different PLMNs when:
-	the SEPP in each PLMN acts as a security proxy;
-	the negotiated security policy between the SEPPs is TLS;
-	"http" scheme URI is used between the NF service consumer and NF service producer; and
-	"http" scheme URI is used for accessing NRF's NF discovery service.
NOTE:	There may be one or more IPX(s), offering only IP routing serving without content modification or observation of the information, in between the SEPPs.



Figure C.2.1-1 End to end call flow when http scheme URI is used and TLS security is used between SEPPs
1.	The SEPP on the NF service consumer side (c-SEPP) and the SEPP on the NF service producer side (p-SEPP) negotiate the security capabilities using the procedure specified in clause 5.2.2. The SEPPs mutually negotiate to use TLS as the security policy.
2.	A TLS connection is setup between the c-SEPP and the p-SEPP for N32-f forwarding.
3.	Before the NF service consumer starts using the API of the NF service producer it needs to discover the NF service profile of the producer by querying the NRF. The NF service consumer uses "http" scheme URI to access the Nnrf_NFDiscovery service.
4. The NRF on the NF service consumer side (c-NRF) needs to further initiate a discovery request to the NRF on the NF service producer side (p-NRF). The c-NRF is configured to route all HTTP messages with inter PLMN FQDN as the "authority" part of the URI via the c-SEPP. The c-SEPP acts as a HTTP proxy.
5.	The c-SEPP forwards the NF discovery request within the N32-f TLS tunnel established in step 2.
6.	The p-SEPP forwards the NF discovery request to the p-NRF.
7.	The p-NRF sends the NF discovery response. The NF service profile contains service URI with "http" scheme. The FQDN of the NF service is an inter PLMN FQDN.
8.	The p-SEPP forwards the NF discovery response within TLS tunnel to the c-SEPP.
9.	The c-SEPP forwards the NF discovery response to c-NRF.
10.	The c-NRF sends the NF discovery response to NF service consumer.
11.	The NF service profile received at the NF service consumer contains service URI with "http" scheme. The NF service consumer initiates a HTTP message (as supported by the NF service producer API) using "http" scheme URI. The NF service consumer is configured to route all HTTP messages with inter PLMN FQDN as the "authority" part of the URI via the c-SEPP. The c-SEPP acts as a HTTP proxy.
12.	The c-SEPP forwards the HTTP service request within the N32-f TLS tunnel established in step 2.
13.	The p-SEPP forwards the HTTP service request to the NF service producer.
14.	The NF service producer sends the HTTP service response.
15.	The p-SEPP forwards the HTTP service response within TLS tunnel to the c-SEPP.
16.	The c-SEPP forwards the HTTP service response to the NF service consumer.


* * * Next Change * * * *


[bookmark: _Toc67731739][bookmark: _Toc67732077]C.2.2	When https URI scheme is used
The following figure shows the end to end call flow between an NF service consumer and a NF service producer in different PLMNs when:
-	the SEPP in each PLMN acts as a security proxy;
-	the negotiated security policy between the SEPPs is TLS;
-	"https" scheme URI is used between the NF service consumer and NF service producer; and
-	"https" scheme URI is used for accessing NRF's NF discovery service.
NOTE:	There may be one or more IPX(s), offering only IP routing serving without content modification or observation of the information, in between the SEPPs.



Figure C.2.2-1 End to end call flow when https scheme URI is used and TLS security is used between SEPPs
1.	The SEPP on the NF service consumer side (c-SEPP) and the SEPP on the NF service producer side (p-SEPP) negotiate the security capabilities using the procedure specified in clause 5.2.2. The SEPPs mutually negotiate to use TLS as the security policy.
2.	A TLS connection is setup between the c-SEPP and the p-SEPP for N32-f forwarding.
3.	Before the NF service consumer starts using the API of the NF service producer it needs to discover the NF service profile of the producer by querying the NRF. The NF service consumer uses "https" scheme URI to access the Nnrf_NFDiscovery service. This implies that the NF service consumer sets up a TLS connection to the c-NRF and then sends the HTTP request over the TLS connection to the c-NRF.
4. The NRF on the NF service consumer side (c-NRF) needs to further initiate a discovery request to the NRF on the NF service producer side (p-NRF). The c-NRF uses "https" scheme URI to access the NF discovery service of the p-NRF. Since "https" requires setup of TLS connection with the p-NRF and it requires that c-NRF has to verify that the certificate presented by the endpoint of the TLS connection belngs to the authoritative server of the p-NRF, a telescopic FQDN with wildcarded certificate scheme mechanism is specified in 3GPP TS 33.501 [6]. The c-NRF is configured with the telescopic FQDN of the p-NRF with the telescopic FQDN having the FQDN of the c-SEPP as the trailing part. The c-NRF sets up a TLS connection with the authoritative server for the telescopic FQDN (i.e. the c-SEPP).
5.	The c-NRF forwards the NF discovery request in this TLS connection.
6.	The c-SEPP extracts the NF discovery request from the TLS connection, replaces the label part of the telescopic FQDN in the request URI with a corresponding label of the p-SEPP (if the label part of the telescopic FQDN contains a label of c-SEPP's local significance) and sends the request towards p-SEPP in the TLS tunnel setup in step 2. The c-SEPP and the p-SEPP act as a man in the middle proxy in this case.
7.	The p-SEPP extracts the HTTP message received on the TLS connection, replaces the label part of the the telescopic FQDN in the request URI to the URI of the p-NRF's NF discovery service and then seeing that the URI scheme of the NF discovery service of the p-NRF is "https", the p-SEPP sets up a TLS connection with the p-NRF.
8.	The p-SEPP forwards the NF discovery request to the p-NRF.
9.	The p-NRF sends the NF discovery response within the TLS connection. The NF service profile contains service URI with "https" scheme. The FQDN of the NF service is an inter PLMN FQDN.
10.	The p-SEPP forwards the NF discovery response within TLS tunnel setup in step 2 to the c-SEPP. The p-SEPP may replace the inter PLMN FQDN of the NF service producer's API endpoint with a label representing that FQDN. The p-SEPP re-maps the label with the NF service producer's API endpoint in step 17.
11.	The c-SEPP upon receiving the HTTP response message for NF discovery response, within the TLS tunnel in step 2, replaces the trailing part of the inter PLMN FQDN of the NF service producer's API endpoint in the NF service profile with the FQDN of the c-SEPP, to form a telescopic FQDN as specified in clause 28.5.2 of 3GPP TS 23.003 [19]. The c-SEPP may replace the label part of the telescopic FQDN with a label of it's own significance. The p-SEPP re-maps the label in step 16.
12.	The c-SEPP then forwards the NF discovery response to c-NRF, with the NF service profile containing the telescopic FQDN.
13.	The c-NRF sends the NF discovery response to NF service consumer.
14.	The NF service profile received at the NF service consumer contains service URI with "https" scheme. The NF service consumer sets up a TLS connection with the authoritative server for the telescopic FQDN (i.e. c-SEPP) received in step 13.
15.	The NF service consumer sends the HTTP service request within the TLS connection to the c-SEPP.
16.	The c-SEPP extracts the HTTP request from the TLS connection, replaces the label part of the telescopic FQDN in the request URI with a corresponding label of the p-SEPP and sends the request towards p-SEPP in the TLS tunnel setup in step 2. The c-SEPP and the p-SEPP act as a man in the middle proxy in this case.
17.	The p-SEPP extracts the HTTP message received on the TLS connection, replaces the label part of the the telescopic FQDN in the request URI to the URI of the NF service producer and then seeing that the URI scheme of the NF service producer is "https", the p-SEPP sets up a TLS connection with the NF service producer. The p-SEPP also replaces callback URI and link relations within the extracted HTTP message with a telescopic FQDN containing the FQDN of the p-SEPP as the trailing part, as specified in clause 6.1.4.3 of 3GPP TS 29.500 [4].
18.	The p-SEPP forwards the HTTP request to the NF service producer.
19.	The NF service producer sends the HTTP response within the TLS connection. 
20.	The p-SEPP forwards the HTTP response within TLS tunnel setup in step 2 to the c-SEPP.
21.	The c-SEPP upon receiving the HTTP response message within the TLS tunnel setup in step 2, forwards the response to the NF service consumer. The c-SEPP replaces callback URI and link relations within the extracted HTTP response message with a telescopic FQDN containing the FQDN of the c-SEPP as the trailing part, as specified in clause 6.1.4.3 of 3GPP TS 29.500 [4].

* * * End of Changes * * * *
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