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	Reason for change:
	1) It is not clearly defined which HTTP status code, ProblemDetails's cause value and Server header should be returned by the SCP if it cannot fulfill a service request due to the NRF being unreachable, or the NRF rejecting an NF discovery request with a 4xx or 5xx response. 

For 5xx or 429 errors, NF service consumers should be able to determine whether the rejection was caused by the SCP or NRF, since this can yield in different consumer behaviours (e.g. reselecting a different SCP in the former case, or falling back to Model A or C in the latter case).

The Server header can only be set to "SCP" in these error scenarios (the error response is originated by the SCP for the incoming service request; it would be weird to return a Server header identifying an NRF in a service response to an API produced by e.g. an SMF). 

The HTTP status "502 Bad Gateway" is appropriate to use in the SCP response for 5xx errors generated by the NRF: see IETF RFC 7231: 

6.6.3.  502 Bad Gateway

   The 502 (Bad Gateway) status code indicates that the server, while acting as a gateway or proxy, received an invalid response from an inbound server it accessed while attempting to fulfill the request.
    
It was also earlier decided by CT4 to use 502 Bad Gateway in a similar scenario, when an NF service producer (e.g. SMF) cannot fulfill a service request due to receiving a 503 or 429 error from another NF (e.g. PCF). 

2) 502 Bad Gateway responses are currently returned in two different scenarios (loop detection or error received from inbound server). A protocol error value (for the ProblemDetails' cause) was defined for the first use case, but none was defined for the second use case. 

3) 502 Bad Gateway with the cause MAX_SCP_HOPS_REACHED is mistakenly specified within the table of errors originated by HTTP Server, while it should be within the table of errors originated by the SCP. 



	
	

	Summary of change:
	1) The SCP returns a 504 Gateway Timeout response with a new cause "NRF_NOT_REACHABLE" if the service request requires the SCP to interact with an NRF but the NRF is not reachable.

The SCP returns a 502 Bad Gateway response with a new cause "NF_DISCOVERY_ERROR" if the service request requires the SCP to perform an NF Discovery procedure but the NRF rejects the request with a 5xx or 429 response.

Whatever the NRF error (NRF not reachable, 4xx or 5xx error), the SCP originates an error response to the HTTP client, with a Server header set to its SCP identity.

2) A new "INBOUND_SERVER_ERROR" cause is defined for scenarios where a target NF needs to reject a request due to the receipt of a 5xx response from an inbound server the target NF accessed while attempting to fulfill the service request. 

3) 502 Bad Gateway with the cause MAX_SCP_HOPS_REACHED is moved from Table 5.2.7.2-1 to Table 5.2.7.4-1.


	
	

	Consequences if not approved:
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* * * First Change * * * *
[bookmark: _Toc19708951][bookmark: _Toc27745026][bookmark: _Toc29803179][bookmark: _Toc35969930][bookmark: _Toc36050724][bookmark: _Toc44847437][bookmark: _Toc51845090][bookmark: _Toc51845421][bookmark: _Toc51846941][bookmark: _Toc57022572][bookmark: _Toc74138861][bookmark: _Toc74138863][bookmark: _Toc27745105][bookmark: _Toc29803257][bookmark: _Toc35970047][bookmark: _Toc36050841][bookmark: _Toc44847560][bookmark: _Toc51845214][bookmark: _Toc51845545][bookmark: _Toc57017614][bookmark: _Toc74133455][bookmark: _Toc19708934][bookmark: _Toc27745005][bookmark: _Toc29803158][bookmark: _Toc35969907][bookmark: _Toc36050701][bookmark: _Toc44847413][bookmark: _Toc51845065][bookmark: _Toc51845396][bookmark: _Toc51846916][bookmark: _Toc57022543][bookmark: _Toc74138825][bookmark: _Toc25073758][bookmark: _Toc34062923][bookmark: _Toc43119891][bookmark: _Toc49767943][bookmark: _Toc56434116][bookmark: _Toc74941563][bookmark: _Toc25073930][bookmark: _Toc34063113][bookmark: _Toc43120090][bookmark: _Toc49768145][bookmark: _Toc56434318][bookmark: _Toc74941775]5.2.7.2	NF as HTTP Server
A NF acting as an HTTP server shall be able to generate HTTP status codes specified in clause 5.2.7.1 per indicated HTTP method.
A request using an HTTP method which is not supported by any resource of a given 5GC SBI API shall be rejected with the HTTP status code "501 Not Implemented".
NOTE 1:	In this case, the NF does not need to include in the HTTP response the "cause" attribute indicating corresponding error since the HTTP status code "501 Not Implemented" itself provides enough information of the error, i.e. the NF does not recognize the HTTP method.
If the specified target resource does not exist, the NF shall reject the HTTP method with the HTTP status code "404 Not Found".
If the NF supports the HTTP method for several resources in the API, but not for the target resource of a given HTTP request, the NF shall reject the request with the HTTP status code "405 Method Not Allowed" and shall include in the response an Allow header field containing the supported method(s) for that resource.
NOTE 2:	In this case, the NF does not need to include in the HTTP response the "cause" attribute indicating corresponding error since the HTTP status code "405 Method Not Allowed" itself provides enough information of the error and hence the Allow header field lists HTTP method(s) supported by the target resource.
If a received HTTP request contains unknown IEs, i.e. Information Elements within the JSON body, the NF may discard such IEs and shall process the rest of the request message, unless the schema definition of the received message prohibits the presence of additional IEs or constrains their types. There are cases (e.g. Nnrf_NFManagement API) where the receiver of certain HTTP requests needs to process unknown IEs (e.g. to store in NRF an NF Profile containing vendor-specific attributes, and send them in NFDiscovery results).
If a received HTTP request contains IEs or query parameters not compliant with the schema defined in the corresponding OpenAPI specification, the NF should reject the request with the appropriate error code, e.g. "400 Bad Request (INVALID_MSG_FORMAT)", even when the failed IEs are defined as optional by the schema.
If a received HTTP PATCH request contains a body with modification instruction(s) for unknown attribute(s) in addition to modification instruction(s) for known attribute(s), the NF shall:
a)	implement all the modification(s) for known attribute(s) and unknown attribute(s) if explicitly specified in the corresponding specification of the API; or
b)	otherwise, implement the modification(s) for known attribute(s) and discard those modification instruction(s) for unknown attribute(s). The NF may additionally indicate in the response the result of the execution of the PATCH request, i.e. which modification(s) are implemented and/or which modification(s) are discarded, using the "PatchResult" JSON object as defined in 3GPP TS 29.571 [13].
If the NF supports the HTTP method by a target resource but the NF cannot successfully fulfil the received request, the following requirements apply.
A NF as HTTP Server should map status codes to the most similar 3xx/4xx/5xx HTTP status code specified in table 5.2.7.1-1. If no such code is applicable, it should use "400 Bad Request" status code for errors caused by client side or "500 Server Internal Error" status code for errors caused on server side.
If the received HTTP request contains unsupported payload format, the NF shall reject the HTTP request with the HTTP status code "415 Unsupported Media Type". If the HTTP PATCH method is rejected due to unsupported patch document, the NF shall include the Accept-Patch header field set to the value of supported patch document media types for a target resource i.e. to "application/merge-patch+json" if the NF supports "JSON Merge Patch" and to "application/json-patch+json" if the NF supports "JSON Patch". If the received HTTP PATCH request contains both "JSON Merge Patch" and "JSON Patch" documents and the NF supports only one of them, the NF shall ignore unsupported patch document.
NOTE 3:	The format problem might be due to the request's indicated Content-Type or Content-Encoding header fields, or as a result of inspecting the payload body directly.
If the received HTTP request contains payload body larger than the NF is able to process, the NF shall reject the HTTP request with the HTTP status code "413 Payload Too Large".
If the result of the received HTTP POST request used for a resource creation would be equivalent to the existing resource, the NF shall reject the HTTP request with the HTTP status code "303 See Other" and shall include in the HTTP response a Location header field set to the URI of the existing resource.
[bookmark: _Hlk514511474]Protocol and application errors common to several 5GC SBI API specifications for which the NF shall include in the HTTP response a payload body ("ProblemDetails" data structure or application specific error data structure) with the "cause" attribute indicating corresponding error are listed in table 5.2.7.2-1.
Table 5.2.7.2-1: Protocol and application errors common to several 5GC SBI API specifications (HTTP server)
	Protocol or application Error
	HTTP status code
	Description

	INVALID_API
	400 Bad Request
	The HTTP request contains an unsupported API name or API version in the URI.

	INVALID_MSG_FORMAT
	400 Bad Request
	The HTTP request has an invalid format.

	INVALID_QUERY_PARAM
	400 Bad Request
	The HTTP request contains an unsupported query parameter in the URI. (NOTE 1)

	MANDATORY_QUERY_PARAM_INCORRECT
	400 Bad Request
	A mandatory query parameter, or a conditional query parameter but mandatory required, for an HTTP method was received in the URI with semantically incorrect value. (NOTE 1)

	OPTIONAL_QUERY_PARAM_INCORRECT
	400 Bad Request
	An optional query parameter for an HTTP method was received in the URI with a semantically incorrect value that prevents successful processing of the service request. (NOTE 1)

	MANDATORY_QUERY_PARAM_MISSING
	400 Bad Request
	Query parameter which is defined as mandatory, or as conditional but mandatory required, for an HTTP method is not included in the URI of the request. (NOTE 1)

	MANDATORY_IE_INCORRECT
	400 Bad Request
	A mandatory IE (within the JSON body or within a variable part of an "apiSpecificResourceUriPart" or within an HTTP header), or conditional IE but mandatory required, for an HTTP method was received with a semantically incorrect value. (NOTE 1) 

	OPTIONAL_IE_INCORRECT
	400 Bad Request
	An optional IE (within the JSON body or within an HTTP header) for an HTTP method was received with a semantically incorrect value that prevents successful processing of the service request. (NOTE 1)

	MANDATORY_IE_MISSING
	400 Bad Request
	A mandatory IE (within the JSON body or within the variable part of an "apiSpecificResourceUriPart" or within an HTTP header), or conditional IE but mandatory required, for an HTTP method is not included in the request. (NOTE 1)

	UNSPECIFIED_MSG_FAILURE
	400 Bad Request
	The request is rejected due to unspecified client error. (NOTE 2)

	RESOURCE_CONTEXT_NOT_FOUND
	400 Bad Request
	The notification request is rejected because the callback URI still exists in the receiver of the notification, but the specific resource context identified within the notification payloadis not found in the NF service consumer.

	CCA_VERIFICATION_FAILURE
	403 Forbidden
	The request is rejected due to a failure to verify the CCA at the receiving entity (e.g. NRF or NF service producer).   

	TOKEN_CCA_MISMATCH
	403 Forbidden
	The request is rejected due to a mismatch between the subject claim in the access token and subject claim in the CCA.

	MODIFICATION_NOT_ALLOWED
	403 Forbidden
	The request is rejected because the contained modification instructions attempt to modify IE which is not allowed to be modified.

	SUBSCRIPTION_NOT_FOUND
	404 Not Found
	The request for modification or deletion of subscription is rejected because the subscription is not found in the NF.

	RESOURCE_URI_STRUCTURE_NOT_FOUND
	404 Not Found
	The request is rejected because a fixed part after the first variable part of an "apiSpecificResourceUriPart" (as defined in clause 4.4.1 of 3GPP TS 29.501 [5]) is not found in the NF.
This fixed part of the URI may represent a sub-resource collection (e.g. contexts, subscriptions, policies) or a custom operation. (NOTE 5)

	INCORRECT_LENGTH
	411 Length Required
	The request is rejected due to incorrect value of a Content-length header field.

	NF_CONGESTION_RISK
	429 Too Many Requests
	The request is rejected due to excessive traffic which, if continued over time, may lead to (or may increase) an overload situation.

	INSUFFICIENT_RESOURCES
	500 Internal Server Error
	The request is rejected due to insufficient resources.

	UNSPECIFIED_NF_FAILURE
	500 Internal Server Error
	The request is rejected due to unspecified reason at the NF. (NOTE 3)

	SYSTEM_FAILURE
	500 Internal Server Error
	The request is rejected due to generic error condition in the NF.

	NF_FAILOVER
	500 Internal Server Error
	The request is rejected due to the unavailability of the NF, and the requester may trigger an immediate re-selection of an alternative NF based on this information.
(NOTE 6).

	NF_SERVICE_FAILOVER
	500 Internal Server Error
	The request is rejected due to the unavailability of the NF service, and the requester may trigger an immediate re-selection of an alternative NF service based on this information.
(NOTE 6).

	MAX_SCP_HOPS_REACHED
	502 Bad Gateway
	The request is rejected due to the maximum number of allowed SCP hops has been reached when relaying the request message to the target NF.

	INBOUND_SERVER_ERROR
	502 Bad Gateway
	The request is rejected due to the receipt of an 5xx error from an inbound server that the NF Service Producer accessed while attempting to fulfil the request (see clause 6.4.2.1). 

	NF_CONGESTION
	503 Service Unavailable
	The NF experiences congestion and performs overload control, which does not allow the request to be processed. (NOTE 4)

	TARGET_NF_NOT_REACHABLE
	504 Gateway Timeout
	The request is not served as the target NF is not reachable. (NOTE 6)

	TIMED_OUT_REQUEST
	504 Gateway Timeout
	The request is rejected due a request that has timed out at the HTTP client (see clause 6.11.2). 

	NOTE 1:	"invalidParams" attribute shall be included in the "ProblemDetails" data structure indicating unsupported, missing or incorrect IE(s) or query parameter(s) or 3gpp-Sbi-Discovery-* header(s).
NOTE 2:	This application error indicates error in the HTTP request and there is no other application error value that can be used instead.
NOTE 3:	This application error indicates error condition in the NF and there is no other application error value that can be used instead.
NOTE 4:	If the reason for rejection is a temporary overload, the NF may include in the response a Retry-After header field to indicate how long the service is expected to be unavailable.
NOTE 5:	If the request is rejected because of an error in an URI before the first variable part of an "apiSpecificResourceUriPart", the "404 Not Found" HTTP status code may be sent without "ProblemDetails" data structure indicating protocol or application error.
NOTE 6:	The NF service consumer (as receiver of the cause code) should stop sending subsequent requests addressing the resource contexts in the producer's NF instance (for NF_FAILOVER) or NF service instance (for NF_SERVICE_FAILOVER) to avoid massive rejections.  The NF service consumer may reselect an alternative NF service producer as specified clause 6.5 of 3GPP TS 23.527 [38], e.g. using the Binding Indication of resource context. It is implementation specific for the NF service consumer to determine when and whether the NF producer becomes available again, e.g. when there is no other alternative available or at expiry of a local configured timer.




* * * Next Change * * * *

5.2.7.4	SCP/SEPP
The SCP or SEPP shall be able to forward the HTTP status codes defined in Table 5.2.7.2-1 from HTTP Server to HTTP client. In addition, it shall be able to generate HTTP status codes to indicate failures during indirect communication (e.g. see clauses 6.10.3.2 and 6.10.6), error handling (see clause 6.10.8), detection and handling of loop path (see clause 6.10.10) and SCP or SEPP overload control (see clause 6.4) as defined in Table 5.2.7.4-1.
If the SCP or SEPP detects a loop in the routing path of an HTTP request, it should reject the request with the HTTP status code "400 Bad Request (MSG_LOOP_DETECTED)".
If the received HTTP request contains payload body larger than the SCP or SEPP is able to process, the SCP or SEPP shall reject the HTTP request with the HTTP status code "413 Payload Too Large".
An HTTP status code "429 Too Many Requests (NF_CONGESTION_RISK)" is sent, when the SCP or SEPP detects that a given NF Service Consumer is sending excessive traffic which, if continued over time, may lead to (or may increase) an overload situation in the SCP or SEPP. If the SCP decides to redirect HTTP requests to another less loaded SCP, it may send the HTTP status code "307 Temporary Redirect" or "308 Permanent Redirect" with the cause attribute set to "SCP_REDIRECTION" (see clause 6.10.9).
The SCP or SEPP should map status codes to the most similar 3xx/4xx/5xx HTTP status code specified in table 5.2.7.4-1. If no such code is applicable, it should use "400 Bad Request" status code for errors caused by client side or "500 Server Internal Error" status code for errors caused on server side.
Table 5.2.7.4-1: Protocol and application errors generated by the SCP/SEPP
	Protocol or application Error
	HTTP status code
	Description

	INVALID_API
	400 Bad Request
	The HTTP request contains an unsupported API name or API version in the URI.

	INVALID_MSG_FORMAT
	400 Bad Request
	The HTTP request has an invalid format.

	INVALID_QUERY_PARAM
	400 Bad Request
	The HTTP request contains an unsupported query parameter in the URI. (NOTE 1)

	MANDATORY_QUERY_PARAM_INCORRECT
	400 Bad Request
	A mandatory query parameter, or a conditional query parameter but mandatory required, for an HTTP method was received in the URI with semantically incorrect value. (NOTE 1)

	OPTIONAL_QUERY_PARAM_INCORRECT
	400 Bad Request
	An optional query parameter for an HTTP method was received in the URI with a semantically incorrect value that prevents successful processing of the service request. (NOTE 1)

	MANDATORY_QUERY_PARAM_MISSING
	400 Bad Request
	Query parameter which is defined as mandatory, or as conditional but mandatory required, for an HTTP method is not included in the URI of the request. (NOTE 1)

	MANDATORY_IE_INCORRECT
	400 Bad Request
	A mandatory IE (within a variable part of an "apiSpecificResourceUriPart" or within an HTTP header), or conditional IE but mandatory required, for an HTTP method was received with a semantically incorrect value. (NOTE 1) 

	OPTIONAL_IE_INCORRECT
	400 Bad Request
	An optional IE (within an HTTP header) for an HTTP method was received with a semantically incorrect value that prevents successful processing of the service request. (NOTE 1)

	MANDATORY_IE_MISSING
	400 Bad Request
	A mandatory IE (within the variable part of an "apiSpecificResourceUriPart" or within an HTTP header), or conditional IE but mandatory required, for an HTTP method is not included in the request. (NOTE 1)

	UNSPECIFIED_MSG_FAILURE
	400 Bad Request
	The request is rejected due to unspecified client error. (NOTE 2)

	NF_DISCOVERY_FAILURE
	400 Bad Request
	The request is rejected by the SCP because no NF Service Producer can be found matching the NF service discovery factors (see clause 6.10.6).

	INVALID_DISCOVERY_PARAM
	400 Bad Request
	The request is rejected by the SCP because it contains an unsupported discovery parameter (i.e. unknown 3gpp-Sbi-Discovery-* header) (see clause 6.10.3.2).
(NOTE 1)

	MSG_LOOP_DETECTED
	400 Bad Request
	The request is rejected because message loop is detected.

	MISSING_ACCESS_TOKEN_INFO
	400 Bad Request
	The request is rejected due to missing information in the service request that prevents the SCP from requesting an access token to the Authorization Server. See clause 6.10.3.5.

	ACCESS_TOKEN_DENIED
	403 Forbidden
	The request is rejected due to the Authorization Server rejecting to grant an access token to the SCP. See clause 6.10.3.5.

	INCORRECT_LENGTH
	411 Length Required
	The request is rejected due to incorrect value of a Content-length header field.

	NF_CONGESTION_RISK
	429 Too Many Requests
	The request is rejected due to excessive traffic which, if continued over time, may lead to (or may increase) an overload situation.

	INSUFFICIENT_RESOURCES
	500 Internal Server Error
	The request is rejected due to insufficient resources.

	UNSPECIFIED_NF_FAILURE
	500 Internal Server Error
	The request is rejected due to unspecified reason at the SCP or SEPP. (NOTE 3)

	SYSTEM_FAILURE
	500 Internal Server Error
	The request is rejected due to generic error condition in the SCP or SEPP.

	NF_FAILOVER
	500 Internal Server Error
	The request is rejected by the SCP due to the unavailability of the NF, and the requester may trigger an immediate re-selection of an alternative NF based on this information.

	NF_SERVICE_FAILOVER
	500 Internal Server Error
	The request is rejected by the SCP due to the unavailability of the NF service, and the requester may trigger an immediate re-selection of an alternative NF service based on this information.

	MAX_SCP_HOPS_REACHED
	502 Bad Gateway
	The request is rejected due to the maximum number of allowed SCP hops has been reached when relaying the request message to the target NF.

	NF_DISCOVERY_ERROR
	502 Bad Gateway
	The request is rejected due to the receipt of an 5xx or 429 response from the NRF during an NF Discovery procedure the SCP initiated to fulfil the request. 

	NF_CONGESTION
	503 Service Unavailable
	The SCP or SEPP experiences congestion and performs overload control, which does not allow the request to be processed. (NOTE 4)

	TIMED_OUT_REQUEST
	504 Gateway Timeout
	The request is rejected due a request that has timed out at the HTTP client (see clause 6.11.2). 

	TARGET_NF_NOT_REACHABLE
	504 Gateway Timeout
	The request is not served as the target NF is not reachable (see clause 6.10.8.2).

	NRF_NOT_REACHABLE
	504 Gateway Timeout
	The request is not served due to the NRF being unreachable (see clause 6.10.8.2).

	NOTE 1:	"invalidParams" attribute shall be included in the "ProblemDetails" data structure indicating unsupported, missing or incorrect IE(s) or 3gpp-Sbi-Discovery-* header(s).
NOTE 2:	This application error indicates error in the HTTP request and there is no other application error value that can be used instead.
NOTE 3:	This application error indicates error condition in the SCP/SEPP and there is no other application error value that can be used instead.
NOTE 4:	If the reason for rejection is a temporary overload, the SCP/SEPP may include in the response a Retry-After header field to indicate how long the service is expected to be unavailable.



Table 5.2.7.4-2: Redirect responses generated by the SCP/SEPP
	Cause value
	HTTP status code
	Description

	SCP_REDIRECTION
	307 Temporary Redirect
308 Permanent Redirect
	The request is redirected to a different SCP (see clause 6.10.9). 




* * * Next Change * * * *
[bookmark: _Toc35969974][bookmark: _Toc36050768][bookmark: _Toc44847483][bookmark: _Toc51845137][bookmark: _Toc51845468][bookmark: _Toc51846988][bookmark: _Toc57022619][bookmark: _Toc74138912]6.4.2.1	General
Overload control based on HTTP status code shall be supported per NF service / API according to the principles defined in this clause.
An NF Service Producer may mitigate a potential overload status by sending the NF Service Consumer the following HTTP status codes as a response to requests received during, or close to reaching, an overload situation:
-	503 Service Unavailable;
-	429 Too Many Requests; or
-	307 Temporary Redirect
The first 2 status codes (503 and 429) are intended to inform the NF Service Consumer that the server cannot handle the current received traffic rate, so it shall abate the traffic sent to the NF Service Producer by throttling part of this traffic locally at the NF Service Consumer, or diverting it to an alternative destination (another NF Service Producer where an alternative resource exists) that is not overloaded. If possible, traffic diversion shall always be preferred to throttling; the result of the throttling is a permanent rejection of the transaction.
If the client needs to abate a certain part of the available traffic, it shall do it based on the determined priority of each message.
Depending on regional/national requirements and network operator policy, requests related to priority traffic (e.g. MPS) and emergency shall be the last to be throttled by the client, and shall be exempted from throttling due to overload control up to the point where the required traffic reduction cannot be achieved without throttling the priority requests.
When an NF Service Consumer (e.g. AMF) issues a service request to an NF Service Producer (e.g. SMF), but the NF Service Producer cannot fulfil the request due to receiving a 503 or 429 status code from another NF Service Producer (e.g. PCF), the former NF Service Producer shall reject the service request from the NF Service Consumer with a 502 Bad Gateway HTTP error response including the "problemDetails" with the "cause" attribute set to "INBOUND_SERVER_ERROR". As an exception, the 503 or 429 status code shall be relayed by a V-SMF/I-SMF between AMF and H-SMF/SMF with the remoteError attribute set to "true" as specified in clause 6.1.7.1 of 3GPP TS 29.502 [28].The last status code (307) is intended to inform the NF Service Consumer about the availability of other endpoints where the service offered by the NF Service Producer is available, so the NF Service Consumer does not need to discard traffic locally.

* * * Next Change * * * *
[bookmark: _Toc44847569][bookmark: _Toc51845224][bookmark: _Toc51845555][bookmark: _Toc51847075][bookmark: _Toc57022707][bookmark: _Toc74139002]6.10.8.2	Requirements for the originator of an HTTP error response
To enable an HTTP client to determine the originator of an HTTP error response, the originator of an error (e.g. HTTP server, SCP or SEPP) should include a Server header in the HTTP error response with the following information:
-	the type of the NF or network entity generating the error, set to the NFType value as defined in clause 6.1.6.3.3 of 3GPP TS 29.510 [8], e.g. "SCP", "SEPP", "SMF";
-	the identity of the NF or network entity generating the error, set to the FQDN of the SCP or SEPP, or to the NF Instance ID of the HTTP server.
NOTE:	The information carried in the Server header can also be useful for trouble-shooting.
EXAMPLE 1: Error generated by an SCP: Server: SCP-scp1.operator.com
EXAMPLE 2: Error generated by a SEPP: Server: SEPP-sepp1.operator.com
EXAMPLE 3: Error generated by an SMF: Server: SMF-54804518-4191-46b3-955c-ac631f953ed8
The presence of a Server header set to the next hop SCP or SEPP or to the HTTP server in an HTTP error response shall be an indication for the HTTP client that the next hop SCP or SEPP or the HTTP server is the originator of the error.
If neither the target NF nor alternative NFs that the SCP may (re)select based on the Routing Binding Indication or Discovery headers are reachable, the SCP shall return a HTTP 504 Gateway Timeout response including the "problemDetails" with the "cause" attribute set to "TARGET_NF_NOT_REACHABLE" and the Server header which is set to the FQDN of the SCP.
If the cSEPP receives the HTTP request from the NF with "encBlockIndex" included as specified in clause 5.9.3.2 of 3GPP TS 33.501 [17], the cSEPP shall return a HTTP 400 Bad Request response including the "problemDetails" with the "cause" attribute set to "MANDATORY_IE_INCORRECT" or "OPTIONAL_IE_INCORRECT" and the "invalidParams" attribute indicates the incorrect IE. The Server header which is set to the FQDN of the cSEPP shall also be returned.
If the SCP cannot fulfill a service request due to NRF related errors, the SCP shall originate an error towards the HTTP client as follows: 
-	If the NRF is not reachable, the SCP shall reject the request with a 504 Gateway Timeout including the "problemDetails" with the "cause" attribute set to "NRF_NOT_REACHABLE"; 
-	If the NRF rejected an NF discovery request with a 5xx or 429 response, the SCP shall reject the request with a 502 Bad Gateway including the "problemDetails" with the "cause" attribute set to "NF_DISCOVERY_ERROR"; 
-	If the NRF rejected an NF discovery request with a 4xx response, the SCP shall reject the request with a 4xx response including the "problemDetails" with an appropriate "cause" attribute (e.g. same response code and cause as received from the NR).  
-	If the NRF returned a NF Discovery 200 OK response without any NF service producer matching the query parameters, the SCP shall reject the request with a "400 Bad Request" and the protocol error "NF_DISCOVERY_FAILURE" as specified in clause 6.10.6;
-	see also clause 6.10.11.2 for SCP error handling requirements for errors due to NF service access authorization.   
In either case, the SCP shall include the Server header in the error response set with its own identity (i.e. SCP FQDN) as specified in this clause.

* * * End of Changes * * * *
