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1. Intro
In August 2019 Huawei presented Rel-15 CR1964-TS29.274 (C4-193438) to CT4#93, which proposes to add the KSI type to the MM Context IE. The matter was not resolved and the last discussion paper was presented to CT4#101e in November 2020 (C4-205486).
CT4#105e has received an LS from SA3, LS on TAU reject issue during MME handover (C4-214xxx, S3-212343), which proposes "that this issue can be easily avoided by including the TSC part indicating the mapped or native security context during the MME-1 to MME-2 reallocation as defined in clause 7.2.8.4.3 of TS 33.401".
2. Discussion
Let's look into the provisions of the SA3 discussion paper S3-210397, which is attached to the SA3 LS to CT4 (S3-212343) and compare these with the latest CT4 discussions (see the chair's notes https://www.3gpp.org/ftp/tsg_ct/WG4_protocollars_ex-CN4/TSGCT4_101e_meeting/Inbox/drafts/_Chairs_Notes/Notes-final_C4-205004_CT4#101E DAD.zip). 
Below Figure 1 is copy-pasted from the SA3 DISC and illustrates the problematic use case.
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Figure 1 TAU reject issue during MME handover
For this discussion steps 9, 11, 15 and 16 are the most important.
In step 9, when the UE moves from 5G (AMF) to 4G (MME1), TAU is performed. The attachment of SA3 LS reads: "However, from 5G to 4G, it is not strongly recommended to initiate the AKA, cause one possible reason that 5G is a higher generation system".
Observation#1: in step 9, stage 2 permits MME implementation that does not trigger AKA. Therefore, both the UE and the MME1 keep the mapped security context.
In step 11, MME2 cannot know that the received EPS security context is mapped and therefore assumes the context is native, because it was received from another MME (MME1). 
In step 15, the UE sends TAU Request to MME2. This is the second TAU since UE moved to 4G and therefore the UE indicates it is already attached to 4G. The message is integrity protected.
In step 16, MME2 tries to verify the validity of the received TAU Request. MME2 stores the security context received from MME1 in step 11 as native context, while the eKSI sent by the UE in step 15 indicates the TAU is integrity protected by a mapped security context. Hence, the MME2 cannot find from its storage the mapped security context matching the received eKSI. Therefore, the integrity check of the TAU message will fail and MME2 will reject the TAU in step 17.
Observation#2: for the valid MME implementations that do not perform AKA in step 11, the second TAU in steps 15-17 will always fail. Therefore this use case meets FASMO requirements. 
In order to resolve the problem, in step 11 MME1 needs to also inform MME2 what is the type of the EPS security context, i.e. if it is native or mapped.
3. Proposal
[bookmark: _Hlk61529092][bookmark: _GoBack]It is proposed to agree CR 29.274 2023 Rel-16 TAU reject issue during MME handover (KSI type) in C4-214184 and its Rel-17 mirror.
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