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*******
* * * First Change * * * *
[bookmark: _Toc70927056][bookmark: _Toc73781878]5	Key Issues
[bookmark: _Toc49766781][bookmark: _Toc51229987][bookmark: _Toc56624173][bookmark: _Toc57018074][bookmark: _Toc57272036][bookmark: _Toc57272141][bookmark: _Toc57272244][bookmark: _Toc57272470][bookmark: _Toc57284994][bookmark: _Toc57983642][bookmark: _Toc63666177][bookmark: _Toc66105004][bookmark: _Toc66106877][bookmark: _Toc66462534][bookmark: _Toc70927057][bookmark: _Toc73781879]5.1	General
This clause describes key issues. Each clause will describe one key issue.
NOTE:	IETF IESG has clarified that no party is ever prohibited from requesting a port assignment. An application justified by a particular use case, especially if that use case is deployed over the open Internet, should be registered with IANA and will be evaluated in accordance with IETF and IANA policy, just like any other request.
Editor's note: LS from IETF on "LS on port allocation for the W1 interface" (C4-210144) clarifies that IETF/IANA will assign only one port number per transport layer protocol. That is, 3GPP may be granted only 4 port numbers altogether. That is, a single port number per/via UDP, TCP, SCTP and DCCP. All application running on top of e.g. UDP must be multiplexed on this single port. This impacts key issues and likely also the whole TR.

* * * 2nd Change * * * *
[bookmark: _Toc73781945]6.13	Solution#12: Port Registration and Retrieval via NRF
[bookmark: _Toc56624249][bookmark: _Toc57018145][bookmark: _Toc57272107][bookmark: _Toc57272212][bookmark: _Toc57272315][bookmark: _Toc57272541][bookmark: _Toc57285065][bookmark: _Toc57983713][bookmark: _Toc63666247][bookmark: _Toc66105071][bookmark: _Toc66106944][bookmark: _Toc66462601][bookmark: _Toc70927124][bookmark: _Toc73781946]6.13.1	General
This is an alternative solution which allows port information registration to the NRF and port information retrieval from the NRF. This solution is applicable for those NFs have entry in the NRF and provide specific protocols for non-SBI interfaces.
This solution is mostly used to register port numbers for  3GPP interface applications whose port numbers are not allocated by IANA. It is recommended that the port number for  3GPP interface applications should be allocated from User Port number range [1024-49151] or from Dynamic/Private Port range [49152 - 65535]. 
To avoid potential port clash, an operator shall investigate the port numbers used by existing interfaces/applications hosted by an NF before deploying that NF, and thus determine one port number to be used and registered. Other mechanisms to detect and remove the port clash (e.g. described in clause 6.2/6.3) may also be used if necessary.

* * * 3rd Change * * * *
[bookmark: _Toc63666248][bookmark: _Toc66105072][bookmark: _Toc66106945][bookmark: _Toc66462602][bookmark: _Toc70927125][bookmark: _Toc73781947]6.13.2	Detailed description
Normally, same port number is allocated to a group of NFs hosting the same protocol. However, different port numbers may be allocated for same protocol per NF Types, NF Sets, or even per NF instance.
To configure port numbers in the NRF, a data type of PortInfo is defined to carry a list of port record, and each port record indicates the port number and related protocol type. A PortInfo is included in the NF Profile to register the protocol and associated port numbers used by the NF. One PortInfo instance can be shared by multiple NFs which have the same NF type or belong to same NF Set. If one NF needs to be configured with different port number than other NFs using the same protocol, the NF can be configured with its own PortInfo.
An rRequesting NF thus can use the NF Discovery service to retrieve the port number of a specific protocol, by indicating the protocol type. Other parameters such as NF type, NF Set ID, or NF Instance ID may also be provided as discovery parameter.

* * * 4th Change * * * *
[bookmark: _Toc66105087][bookmark: _Toc66106960][bookmark: _Toc66462617][bookmark: _Toc70927140][bookmark: _Toc73781962]6.16.2	Detailed description
The proposed solution is based on the following assumptions:
1-	The client is configured with the hostname of the server to contact for a specific application X e.g. "applicationx.3gppnetwork.org". The IP address of the server supporting the application X is either configured in the client or discovered using DNS. The destination port is by default the port 443.
2-	The server is configured to be able to compare the server name in the SNI received from the client to the allowed host names configured in the local traffic policy and decide which requests to allow. Incoming traffic is listened to to port 443.
3-	The client initiates the TLS handshake with the server on the port 443, including the SNI "applicationx.3gppnetwork.org" in the TLS ClientHello message sent to the server.
4-	If the hostname is allowed, the server selects the appropriate TLS certificate and completes the TLS handshake..
5-	The connection is established and the first application data can be exchanged between the client and the server

* * * 5th Change * * * *
[bookmark: _Toc63666263][bookmark: _Toc66105097][bookmark: _Toc66106970][bookmark: _Toc66462627][bookmark: _Toc70927150][bookmark: _Toc73781972]7.3.1.1	Solutions Overview
There are different solutions proposed for addressing Key Issue #2. The solutions can be largely grouped into following categories:
-	3GPP Standardizes port number from dynamic/private range [49152 - 65535].
-	OAM based port allocation, by operator
-	DNS based resolution of port number
-	Multiplexer based solution
-	Standardized SCTP PPID without Multiplexer
-	Form work group with members from telecom industry (ITU-T, 3GPP, ETSI, TTC, ATIS, etc.) and IETF/IANA to look into the port number requirement
-	HTTP(s) web server query for port discovery
Table 7.3.1.1-1: Summary of solutions
	Solution
	Overview
	Type/category 
	Transport protocol(s) supported

	Solution#1
	Proposes to standardize port number for new interface/application from a sub-range reserved by 3GPP from the dynamic/private port number range [49152 - 65535].

IANA does not assign any port number from the dynamic/private range [49152 - 65535]. 3GPP reserving/standardizing port number from dynamic/private range [49152 - 65535] may cause port number clash during deployment.

	3GPP Standardize port number from dynamic range.
	UDP, TCP, SCTP

	Solution#2
	Proposes to use OAM based approach for allocating port numbers for an interface/application. The operator becomes responsible for allocating the port number for an interface/application in a deployment, from either User range [1024-49151] or from the Dynamic/Private range [49152 - 65535] and also takes necessary measures to avoid port number clash.
	OAM based port allocation
	UDP, TCP, SCTP

	Solution#3
	The port number can be selected dynamically/locally by the interface/application node. A DNS server is available in the deployment and is updated with the records like hostnames, IP addresses, locally assigned port numbers, service names supported, etc. for application clients to discover using DNS PTR query
	DNS infrastructure-based solution.
	UDP, TCP, SCTP

	Solution#4
	This is an alternative to solution#3 in which there is only one logical instance of service <Service> and all clients are expected to use that one logical instance. Application clients to discover the server end point details using DNS SRV query.
	
	UDP, TCP, SCTP

	Solution#5
	This is also DNS based solution. But instead of sending the DNS query to a unicast DNS server, it is sent to a link-local multicast address. The nodes are implemented with mDNS resolver and responder. The node supporting the service responds to the mDNS query.
	Multicast DNS
	UDP, TCP, SCTP

	Solution#6
	Solution#6 is similar to Solution#5 with only difference that the mDNS query is sent to a pre-configured IP address instead of the link-local multicast address.
	
	UDP, TCP, SCTP

	Solution#7
	All new interfaces/applications use a common standardized port number and unique standardized SCTP Payload Protocol Identifier (PPID). The server side implements an SCTP multiplexer, that distributes the traffic to intended applications based on PPID value.
	MUX based solution

(For SCTP use standardized PPID)
	SCTP

	Solution#8
	All new interfaces/applications use a common standardized port number and unique standardized SCTP Payload Protocol Identifier (PPID). The server side implements an SCTP application layer multiplexer solution, that is used to negotiate with the client on the applications the client intends to access with the SCTP connection and then further distribute the traffic to the intended applications based on the PPID.
	
	SCTP

	Solution#9
	This solution is proposed for TCP based applications. The proposal is to use TCP Port Service Multiplexer (TCPMUX) as defined in IETF RFC 1078 [10], that is already deprecated by IETF RFC 7805 [4]
	
	TCP

	Solution#10
	This is an alternative to Solution#7 and Solution#8. It also proposes to use a common SCTP port and a standardized SCTP Payload Protocol Identifier (PPID) value for each new interface/application. If there are multiple applications running on a single node, the proposal is to use different IP address for each application.
	Standardized SCTP PPID without MUX
	SCTP

	Solution#11
	The proposal here is to form a work group with members from telecom industry (ITU-T, 3GPP, ETSI, TTC, ATIS, etc.) and IETF/IANA to discuss the port number requirement from telecom networks. Looking at the available port numbers, past port allocation history from IANA and number of ports required typically by telecom networks(~1-2 on an average per year), it may be possible to reserve a sub-range from user port number range [1024-49151] for standardized telecom industry use.
	Form a Work Group

(Continue using standardized port allocated by IANA)
	UDP, TCP, SCTP

	Solution#12
	This solution proposes to enhance NRF to support registration of port number information and retrieval of the port number by an application client. An application client can use the NF Discovery service to retrieve the port number of a specific protocol, by indicating the protocol type. After retrieval of the port number the application client goes ahead with the transport layer connection setup.
	HTTP(s) web server query for port discovery
	UDP, TCP, SCTP

	Solution#13
	Solution#13 is similar to Solution#12, with the following differences:
-	The server side implements an HTTP web service and is configured with the IP/Port number of the supported applications.
-	The client side is configured to query the HTTP web server first to fetch the IP/port number details supported by the application.

	
	UDP, TCP, SCTP



The Table 7.3.1.1‑1 above summarizes all the solutions incorporated in the TR 29.835 and groups the solutions into different type of solutions along with the transport protocols supported by the solutions. The following clauses provide detailed evaluation on each type of solutions.

* * * 6th Change * * * *
[bookmark: _Toc63666265][bookmark: _Toc66105099][bookmark: _Toc66106972][bookmark: _Toc66462629][bookmark: _Toc70927152][bookmark: _Toc73781974]7.3.1.3	Evaluation of OAM based solution (Solution#2)
Solution#2 on the other hand proposes that the port number is not standardized by 3GPP. Instead each operator becomes responsible for assigning a port number for each new interface/application. Such port number can be assigned either from the user port number range [1024-49151] or from the Dynamic/Private Port number range [49152 - 65535]. The operator also becomes responsible for avoiding any port number clash. Not using a standardized port number will introduce other problems as described in clause 4.2.1. So, when defining a new SCTP based interface/application, if Solution#2 is used, an SCTP Payload Protocol Identifier (PPID) shall also be defined/standardized for the new application. Generally, the application clients use port numbers from the dynamic/private port number range [49152 - 65535] as the source port while initiating a connection. Many applications use the dynamic/private port number range [49152 - 65535] for internal communications as well. Since in Solution#2, the operator 's OAM allocates the port number, the operator is aware of port numbers from the user port number range [1024-49151] being used in the network. So, it may be beneficial if for Solution#2 the operator allocates free ports from the user port number range [1024-49151] for the new 3GPP interfaces/applications.
Both Solution#1 and Solution#2 avoids larger impacts on the infrastructure (e.g. introducing/managing DNS) and keeps the impact on the application side also to a minimum e.g. no need for implementing support for DNS, mDNS, HTTP based Web server/client or multiplexer etc. Both Solution#1 and Solution#2 have a finite risk of running into port number clash. However, Solution#2 has an advantage over Solution#1, that the port number is not standardized (or fixed) and is managed by the operator's OAM. Solution#2 provides a further flexibility to the operator to also use free ports from the user port number range [1024-49151] which will ensure that there will be no port number clash with any other application clients (both 3GPP and non-3GPP) as the application clients will use port numbers from the dynamic range [49152 - 65535] as a source port.

* * * 7th Change * * * *
[bookmark: _Toc73782000][bookmark: _Toc70927178][bookmark: _Toc66462655][bookmark: _Toc66106998][bookmark: _Toc66105125][bookmark: _Toc63666284]Annex E (informative):
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