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1. Reason for Change
CT4#103e agreed TR 29.835 annexes should be moved into TR 29.941.
2. Proposal
[bookmark: _Hlk61529092]It is proposed to agree the following changes to the updated skeleton of the 3GPP TR 29.941v0.2.0.

*******
* * * First Change * * * *
[bookmark: _Toc63666278][bookmark: _Toc66105112][bookmark: _Toc66106985][bookmark: _Toc66462642][bookmark: _Toc70328280]Annex C:
IANA procedures for Service Name and Port Number registry management
[bookmark: _Toc63666279][bookmark: _Toc66105113][bookmark: _Toc66106986][bookmark: _Toc66462643][bookmark: _Toc70328281]C.1	General principles
IANA is responsible for the management and maintenance of service name and port number registry. Because assigned port numbers are a limited resource that is globally shared by the entire Internet community, the conservation of the port space is the key priority of IANA when addressing port number assignment request. IANA strives to limit assigned port number consumption and promotes the use of alternate solutions for service identification, such as explicit configuration of both endpoints, the use of service names and dynamic ports along with service discovery mechanism, in-band port negotiation and/or application layer service multiplexing.
Another priority is to allocate port primarily to applications used on the Internet.
IANA assigns port numbers so that Internet endpoints do not need pairwise, explicit coordination of the meaning of their port numbers. This is the primary reason for requesting port number assignment by IANA -- to have a common agreement between all endpoints on the Internet as to the default meaning of a port number, which provides the endpoints with a default port number for a particular protocol or service.
[bookmark: _Toc63666280][bookmark: _Toc66105114][bookmark: _Toc66106987][bookmark: _Toc66462644][bookmark: _Toc70328282]C.2	Assignment Procedure
As described in the IETFC RFC 6335 [2], a service name or port number assignment request sent to IANA contains the following information:
Table C.2-1: Service Name/port number assignment request form
	Field
	Required/optional
	Description

	Service Name
	Required
	Unique service name for the service associated with the assignment request. The name MUST be compliant with the syntax defined in clause 5.1 of IETF RFC 6335 [2] (NOTE)

	Transport Protocol(s)
	Required
	TCP, UDP, SCTP, and/or DCCP. It is required even if the request is only for service name assignment

	Assignee
	Required
	Name and email address of the organization, company or individual person responsible for the initial assignment.

	Contact
	Required
	Name and email address of the Contact person for the assignment

	Description
	Required
	Short description of the service associated with the assignment request

	Reference
	Required
	A description of (or a reference to a document describing) the protocol or application using this port.

	Port Number
	Optional
	Suggested port number or port range (user or system)

	Service Code
	Optional
	Required only for DCCP

	Known Unauthorized Uses
	Optional
	Known/reported unauthorized uses by applications or organizations who are not the Assignee

	Assignment Notes
	Optional
	Indications of owner/name change, or any other assignment process issue

	NOTE:	For 3GPP defined service names, the name shall be prefixed by "3gpp-"



When receiving the assignment request, IANA will follow the one of the procedures described in the following clause.
[bookmark: _Toc63666281][bookmark: _Toc66105115][bookmark: _Toc66106988][bookmark: _Toc66462645][bookmark: _Toc70328283]C.3	IANA Policies for Port Number assignment
When IANA receives an assignment request that is only requesting service name, IANA will usually assign the service name under a simple "First Come First Served" policy defined in IETF RFC 5226 [14]
When IANA receives an assignment request that is requesting a port number, IANA will initiate an "IETF Review" or "IESG Approval" procedures or an "Expert Review" procedure defined in IETF RFC 5226 [14], depending on the requested port range:
-	Ports in the Dynamic Ports range (49152-65535) cannot be assigned through IANA. A port number in that range MUST NOT be used as a service identifier.
-	Ports in the User Ports range (1024-49151) will be assigned under the "IETF Review" or "IESG Approval" procedures defined in IETF RFC 5226 [14] for IETF protocol. In other cases, the requester must input the documentation to the "Expert Review" procedure defined in IETF RFC 5226 [14], by which IANA will have a technical expert review the request to determine whether to grant the assignment. The submitted documentation MUST explain why using a port number in the Dynamic Ports range is unsuitable for the given application.
-	Ports in the System Ports range (0-1023) will only be assigned under the "IETF Review" or "IESG Approval" procedures defined in IETF RFC 5226 [14]. A request for a System Port number MUST document *both* why using a port number from the Dynamic Ports range is unsuitable *and* why using a port number from the User Ports range is unsuitable for that application.
[bookmark: _Toc63666282][bookmark: _Toc66105116][bookmark: _Toc66106989][bookmark: _Toc66462646][bookmark: _Toc70328284]C.4	Recommendations to designers of application and service protocols
Used as companion document of the IETF RFC 6335 [2], the IETF RFC 7605 [3] provides recommendations to designers of application and service protocols on how to use the transport protocol port number space and when to request a port assignment from IANA. 
First, a set of questions is given to help designers to check whether a port number assignment is deemed required for a given service application. These questions are listed hereafter:
-	Is this really a new service or could an existing service suffice?
-	Is this an experimental service [RFC3692]? If so, consider using the current experimental ports [RFC2780].
-	Is this service independently useful?  Some systems are composed from collections of different service capabilities, but not all component functions are useful as independent services. Port numbers are typically shared among the smallest independently useful set of functions. Different service uses or properties can be supported in separate pairwise endpoint associations after an initial negotiation, e.g., to support software decomposition.
-	Can this service use a Dynamic port number that is coordinated out-of-band? For example:
-	By explicit configuration of both endpoints.
-	By internal mechanisms within the same host (e.g., a configuration file, indicated within a URI or using interprocess communication).
-	Using information exchanged on a related service: FTP [RFC959], SIP [RFC3261], etc.
-	Using an existing port discovery service: portmapper [RFC1833], mDNS [RFC6762] [RFC6763], etc.
Moreover, a set of recommendations and requirements for registration and use of port is provided to help designers to determine whether a port number assignment is required. These recommendations and requirements are provided for information hereafter:
-	Each assigned port requested MUST be justified by the applicant as an independently useful service.
-	Developers SHOULD NOT apply for System port number assignments because the increased privilege they are intended to provide is not always enforced.
-	System implementers SHOULD enforce the need for privilege for processes to listen on System port numbers.
-	New services SHOULD support security capabilities, either directly or via a content protection such as TLS [RFC5246] or Datagram TLS (DTLS) [RFC6347], or transport protection such as the TCP-AO [RFC5925]. Insecure versions of new or existing secure services SHOULD be avoided because of the new vulnerability they create.
-	When requesting both secure and insecure port assignments for the same service, justification is expected for the utility and safety of each port as an independent service (clause 6).  Precedent (e.g., citing other protocols that use a separate insecure port) is inadequate justification by itself.
-	Security SHOULD NOT rely on assigned port number distinctions alone; every service, whether secure or not, is likely to be attacked.
-	Version support SHOULD be included in new services rather than relying on different port number assignments for different versions.
-	Version numbers SHOULD NOT be included in either the service name or service description, to avoid the need to make additional port number assignments for future variants of a service.
-	Service names and descriptions for multiple transport port number assignments SHOULD match only when they describe the same service, excepting only enhancements for each supported transport.
-	Names of discovery services SHOULD use an identifiable suffix; the suggestion is "-disc".
-	UDP over IPv4 multi-host services SHOULD use multicast rather than broadcast.
-	Services that use multipoint communication SHOULD be scalable and SHOULD NOT rely solely on the efficiency of multicast transmission for scalability.
-	Services SHOULD NOT use UDP as a performance enhancement over TCP, e.g., to circumnavigate TCP's congestion control.
-	Users MUST NOT deploy implementations that use assigned port numbers prior their assignment by IANA.
-	Users MUST NOT deploy implementations that default to using the experimental System port numbers (1021 and 1022 [RFC4727]) outside a controlled environment where they can be updated with a subsequent assigned port [RFC3692].
-	Users writing specifications SHOULD use symbolic names for port numbers and service names until an IANA assignment has been completed.  Implementations SHOULD use experimental port numbers during this time, but those numbers MUST NOT be cited in documentation except as interim.
[bookmark: _Toc63666283][bookmark: _Toc66105117][bookmark: _Toc66106990][bookmark: _Toc66462647][bookmark: _Toc70328285]C.5	3GPP port assignment applications since 2009
IETF RFC 6335 [2] was published in 2011 to update IANA's procedures by obsoleting the previous UDP and TCP port assignment procedures. Before that, the principles for service name and port number management were based on a set of informal guidelines developed based on the review experience from previous assignment request and never publicly documented. Port numbers were managed informally, and sometimes inconsistently and arbitrarily e.g., some services were assigned ranges of many port numbers even where not strictly necessary.
Published in 2015, IETF RFC 7605 [3] provides additional information to designers on how to use assigned port numbers that complements the IANA process described in IETF RFC 6335 [2].
Whereas the conditions of port assignment have been further clarified and reinforced based on the conservation principle, it seems that 3GPP did not really appraise the policy change and did not modify accordingly their use of port numbers in 3GPP systems. The port number assignment was recently still considered as a by default solution for service identification even if other solutions were applicable.
Table C.5-1 hereafter lists the port numbers assigned to 3GPP since 2009. In this table, it can be noticed that most of the applications were for SCTP and protocols only inside 3GPP networks, without inter-domain interfaces.
Table C.5-1: Service Name/port number assigned to 3GPP since 2009
	Service Name
	Port Number
	Transport Protocol
	Description
	Registration Date
	Intra/Inter

	sgsap
	29118
	sctp
	SGsAP
	11/06/2009
	Intra (MME/MSC)

	sbcap
	29168
	sctp
	SBcAP
	11/06/2009
	Intra (MME/CBC)

	s102 
	23272 
	udp 
	S102 application
	26/08/2009
	Intra (1xCS IWS/MME)

	s1-control
	36412
	sctp
	S1-Control Plane
	01/09/2009
	Intra (MME/eNB)

	x2-control
	36422
	sctp
	X2-Control Plane
	01/09/2009
	Intra (eNB/eNB)

	iuhsctpassoc 
	29169 
	sctp 
	HNBAP and RUA Common Association
	08/09/2009
	Inter (HNB/HNB-GW)

	3gpp-cbsp
	48049
	tcp
	Cell Broadcast Service Protocol
	07/12/2009
	Intra (BSC/CBC)

	lcs-ap 
	9082 
	sctp 
	LCS Application Protocol
	04/06/2010
	Intra (MME/E-SMLC)

	wlcp 
	36411 
	udp 
	Wireless LAN Control plane Protocol (WLCP)
	14/11/2014
	Intra (UE/TWAG)

	slmap 
	36423 
	sctp 
	SLm Interface Application Protocol
	18/06/2015
	Intra (E-SMLC/LMU)

	nq-ap 
	36424 
	sctp 
	Nq/Nq' Application Protocol
	18/06/2015
	Intra (the RCAF/MME or SGSN)

	xw-control
	36462
	sctp
	Xw-Control Plane
	13/11/2015
	Intra (eNB/WT)

	pfcp
	8805
	udp
	Destination Port number for PFCP
	08/05/2017
	Intra (CU/UP)

	ng-control
	38412
	sctp
	NG Control Plane
	18/05/2017
	Intra (gNB/ng-eNB-AMF)

	xn-control
	38422
	sctp
	Xn Control Plane
	18/05/2017
	Intra (gNB-gNB/ng-eNB)

	f1-control
	38472
	sctp
	F1 Control Plane
	23/06/2017
	Intra (gNBCU/gNBDU)

	e1-interface
	38462
	sctp
	E1 signalling transport 
	06/11/2018
	Intra (gNB-CU-CP/gNB-CU-UP)

	3gpp-monp
	8809
	udp
	MCPTT Off-Network Protocol (MONP)
	15/04/2019
	Intra (MCPTT client/MCPTT client)

	3gpp-w1ap
	37472
	sctp
	W1 signalling transport
	16/07/2020
	Intra (ng-eNB-DU/ng-eNB-CU



Since 2015, IANA had gradually warned 3GPP that a solution should be found to avoid port assignments for protocols only used in 3GPP. Exceptions were made at the beginning and the last requests were granted by IESG only at the conditions that it was the last one(s). Now, it is clear that application for a new port will not be granted without a strong justification for it, only if the recommendations given in IETF RFC 7605 [3] have been carefully followed and it is proved that there is no other solution than port assignment for service port discovery.
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* * * End of Changes * * * *


