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* * * First Change * * * *

[bookmark: _Toc24937792][bookmark: _Toc33962612][bookmark: _Toc42883381][bookmark: _Toc49733249][bookmark: _Toc56685108][bookmark: _Toc66099146]6.3.4.2.2	Operation Definition
This operation returns an OAuth 2.0 access token based on the input parameters provided. This custom operation shall use the HTTP POST method.
This method shall support the request data structures specified in table 6.3.4.2.2-1 and the response data structures and response codes specified in table 6.3.4.2.2-2. The data structure used for the POST request body shall be using x-www-form-urlencoded format as specified in clause 17.13.4 of W3C HTML 4.01 Specification [26].
Table 6.3.4.2.2-1: Data structures supported by the POST Request Body on this endpoint
	Data type
	P
	Cardinality
	Description

	AccessTokenReq
	M
	1
	This IE shall contain the request information for the access token request.
Content-Type: "application/x-www-form-urlencoded"



Table 6.3.4.2.2-2: Data structures supported by the POST Response Body on this endpoint
	Data type
	P
	Cardinality
	Response
codes
	Description

	AccessTokenRsp
	M
	1
	200 OK
	This IE shall contain the access token response information.

	ProblemDetails
	O
	0..1
	307 Temporary Redirect
	The NRF shall generate a Location header field containing a URI pointing to the endpoint of another NRF service instance to which the request should be sent.

	ProblemDetails
	O
	0..1
	308 Permanent Redirect
	The NRF shall generate a Location header field containing a URI pointing to the endpoint of another NRF service instance to which the request should be sent.

	AccessTokenErr
	M
	1
	400 Bad Request
	See IETF RFC 6749 [16] clause 5.2.

	ProblemDetails
	O
	0..1
	400 Bad Request
	This error shall only be returned by an SCP or SEPP for errors they originate.



Table 6.3.4.2.2-3: Headers supported by the 200 Response Code on this endpoint
	Name
	Data type
	P
	Cardinality
	Description

	Cache-Control
	string
	M
	1
	Enum: "no-store"

	Pragma
	string
	M
	1
	Enum: "no-cache"



Table 6.3.4.2.2-4: Headers supported by the 400 Response Code on this endpoint
	Name
	Data type
	P
	Cardinality
	Description

	Cache-Control
	string
	M
	1
	Enum: "no-store"

	Pragma
	string
	M
	1
	Enum: "no-cache"



Table 6.3.4.2.2-5: Headers supported by the 307 Response Code on this endpoint
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	A URI pointing to the endpoint of another NRF service instance to which the request should be sent



Table 6.3.4.2.2-6: Headers supported by the 308 Response Code on this endpoint
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	A URI pointing to the endpoint of another NRF service instance to which the request should be sent



* * * Next Change * * * *

[bookmark: _Toc24937794][bookmark: _Toc33962614][bookmark: _Toc42883383][bookmark: _Toc49733251][bookmark: _Toc56685110][bookmark: _Toc66099148]6.3.5.1	General
This clause specifies the application data model supported by the API.
Table 6.3.5.1-1 specifies the data types defined for the OAuth 2.0 Authorization Service API. The AccessTokenReq data structure shall be converted to the content type "application/x-www-form-urlencoded" when the OAuth 2.0 Access Token Request is invoked.
Table 6.3.5.1-1: OAuth 2.0 Authorization service specific Data Types
	Data type
	Clause defined
	Description

	AccessTokenReq
	6.3.5.2.2
	Contains information related to the access token request.

	AccessTokenRsp
	6.3.5.2.3
	Contains information related to the access token response.

	AccessTokenClaims
	6.3.5.2.4
	The claims data structure for the access token.

	AccessTokenErr
	6.3.5.2.x
	Contains error information returned in the access token response.

	Audience
	6.3.5.4.1
	Contains the audience claim of the access token.



Table 6.3.5.1-2 specifies data types re-used by the OAuth 2.0 Authorization service from other specifications, including a reference to their respective specifications and when needed, a short description of their use.
Table 6.3.5.1-2: OAuth 2.0 Authorization service re-used Data Types
	Data type
	Reference
	Comments

	NfInstanceId
	3GPP TS 29.571 [7]
	

	PlmnId
	3GPP TS 29.571 [7]
	PLMN ID

	NFType
	3GPP TS 29.510
	See clause 6.1.6.3.3

	Snssai
	3GPP TS 29.571 [7]
	

	NfSetId
	3GPP TS 29.571 [7]
	NF Set ID (see clause 28.12 of 3GPP TS 23.003 [12])



* * * Next Change * * * *

[bookmark: _Toc24937799][bookmark: _Toc33962619][bookmark: _Toc42883388][bookmark: _Toc49733256][bookmark: _Toc56685115][bookmark: _Toc66099153]6.3.5.2.x	Type: AccessTokenErr
Table 6.3.5.2.x-1: Definition of type AccessTokenErr
	Attribute name
	Data type
	P
	Cardinality
	Description

	error
	string
	M
	1
	This IE shall contain the error described in IETF RFC 6749 [16], clause 5.2.
Enum:
"invalid_request"
"invalid_client"
"invalid_grant"
"unauthorized_client"
"unsupported_grant_type"
"invalid_scope"

	error_description
	string
	O
	0..1
	When present, this IE shall contain the human-readable additional information to indicate the error that occurred, as described in IETF RFC 6749 [16], clause 5.2.

	error_uri
	string
	O
	0..1
	When present, this IE shall contain the URI identifying a human-readable additional information about the error, as described in IETF RFC 6749 [16], clause 5.2. 




* * * Next Change * * * *

[bookmark: _Toc24937838][bookmark: _Toc33962658][bookmark: _Toc42883427][bookmark: _Toc49733295][bookmark: _Toc56685154][bookmark: _Toc66099192]A.4	Nnrf_AccessToken API (NRF OAuth2 Authorization)
[bookmark: _Hlk18317631]openapi: 3.0.0

info:
  version: '1.1.2'
  title: 'NRF OAuth2'
  description: |
    NRF OAuth2 Authorization.
    © 2021, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.
[…]
paths:
  /oauth2/token:
    post:
      summary: Access Token Request
      operationId: AccessTokenRequest
      tags:
        - Access Token Request
      parameters:
        - name: Content-Encoding
          in: header
          description: Content-Encoding, described in IETF RFC 7231
          schema:
            type: string
        - name: Accept-Encoding
          in: header
          description: Accept-Encoding, described in IETF RFC 7231
          schema:
            type: string
      requestBody:
        content:
          application/x-www-form-urlencoded:
            schema:
              $ref: '#/components/schemas/AccessTokenReq'
        required: true
      responses:
        '200':
          description: Successful Access Token Request
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/AccessTokenRsp'
          headers:
            Cache-Control:
              $ref: '#/components/headers/cache-control'
            Pragma:
              $ref: '#/components/headers/pragma'
            Accept-Encoding:
              description: Accept-Encoding, described in IETF RFC 7694
              schema:
                type: string
            Content-Encoding:
              description: Content-Encoding, described in IETF RFC 7231
              schema:
                type: string
        '307':
          description: Temporary Redirect
          content:
            application/problem+json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'
          headers:
            Location:
              description: 'The URI pointing to the resource located on the redirect target NRF'
              required: true
              schema:
                type: string
        '308':
          description: Permanent Redirect
          content:
            application/problem+json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'
          headers:
            Location:
              description: 'The URI pointing to the resource located on the redirect target NRF'
              required: true
              schema:
                type: string
        '400':
          description: Error in the Access Token Request
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/AccessTokenErr'
            application/problem+json: # error originated by an SCP or SEPP
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'
          headers:
            Cache-Control:
              $ref: '#/components/headers/cache-control'
            Pragma:
              $ref: '#/components/headers/pragma'
        '401':
          $ref: 'TS29571_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '411':
          $ref: 'TS29571_CommonData.yaml#/components/responses/411'
        '413':
          $ref: 'TS29571_CommonData.yaml#/components/responses/413'
        '415':
          $ref: 'TS29571_CommonData.yaml#/components/responses/415'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '501':
          $ref: 'TS29571_CommonData.yaml#/components/responses/501'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'
[…]
* * * End of Changes * * * *


