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1. Introduction
<Introduction part (optional)>
2. Reason for Change
Add AAA server in clause 5.6 and 6.8 to make the description aligned in this L2TP KI and Solution.
3. Conclusions
<Conclusion part (optional)>
4. Proposal
It is proposed to agree the following changes to 3GPP TR 29.820.



















* * * Begin of Changes * * * *
[bookmark: _Toc66461560][bookmark: _Toc66462248]5.6.1.1	General
L2TP (L2TPv2 described in RFC 2661/L2TPv3 described in RFC 3931) started off as an extension to the PPP model by allowing the L2 and PPP endpoints to reside on different devices interconnected by a packet-switched network. With L2TP, a user has an L2 connection to an access concentrator (e.g. modem bank, ADSL, DSLAM, etc), and the concentrator then tunnels individual PPP frames to the Network Access Server (NAS).
L2TP involves the following concepts:
-	L2TP Access Concentrator (LAC)
	A node that acts as one side of an L2TP tunnel endpoint and is a peer to the L2TP Network Server (LNS). The LAC sits between an LNS and a remote system and forwards packets to and from each.
-	L2TP Network Server (LNS)
	A node that acts as one side of an L2TP Tunnel endpoint and is a peer to the LAC. It is the logical termination point of a PPP session that is being tunneled from the remote system by the LAC.
-	Network Access Server (NAS)
	A device providing local network access to users across a remote access network (e.g. PSTN). A NAS may also serve as a LAC, LNS or both.
Figure 5.6.1.1-1 describes a typical L2TP scenario to tunnel PPP frames between the remote system and an LNS located at a home LAN. The remote system initiates a PPP connection across the PSTN cloud to a LAC. The LAC then tunnels the PPP connection across the internet/frame relay/ATM cloud to an LNS, whereby access to a Home LAN is obtained. 


Figure 5.6.1.1-1: Typical L2TP Scenario
The L2TP control connection (L2TP Tunnel) setup messages (SCCRQ: Start-Control-Connection-Request, SCCRP: Start-Control-Connection-Reply, SCCCN: Start-Control-Connection-Connected, ZLB Ack: Zero-Length Body Acknowledge) are described below. The control connection can be teardown with StopCCN and ZLB Ack messages.


Figure 5.6.1.1-2: L2TP Control Connection Setup
After control connection is started, the tunnel authentication takes place and the tunnel is established. The L2TP session establishment phase occurs with message exchanges (ICRQ: Incoming-Call-Request, ICRP: Incoming-Call-Reply, ICCN: Incoming-Call-Connected, ZLB Ack: Zero-Length Body Acknowledge) as described below. 
The session connection can be teardown with CDN and ZLB Ack (Zero-Length Body Acknowledge) messages. Finally, the LNS triggers normal AAA or PPP authentication for the RADIUS/Diameter/AAA server. 


Figure 5.6.1.1-3: L2TP Session Establishment
With 5G, more focus is on the industrial applications of mobile networks, and the use of L2TP and its practice is expected to become even more common. The current ideology is that L2TP (mostly version 2/L2TPv2) is still prevalent in the existing operator networks (by reusing existing infrastructure from old dial-up connectivity), where it is possible for the UE to connect directly to the corporate network. In other words, this protocol (i.e. L2TPv2) is probably still used by many operators (in their LNS) to establish secured connection from the UE all the way into a third-party network, for example a corporate network. In addition, with mode corporate customers (like manufacturing, IoT, etc.), the need for L2TP (and similar) is believed to increase further. 
A scenario of using L2TP is described below, used 5GC as an example. PFCP (described in 3GPP TS 29.244) is used on the N4 interface between SMF and UPF to configure the rules of packet detection, forwarding action, QoS enforcement, usage report and buffering for each PDU session. 


Figure 5.6.1.1-4: L2TP Tunnels with 5GC
After CP/UP separation, it is difficult for the UP function to get necessary parameters (e.g. LNS Ips, username, password, etc.) to set up the L2TP tunnel to the third-party server. This information might be pre-configured on the CP, or the CP might receive it from an external server as described in RFC 2865.
* * * Next Change * * * *
[bookmark: _Toc66461610][bookmark: _Toc66462298]6.8.2.1	L2TP Support Negotiation
The UP function shall indicate its support of L2TP in the UP function feature IE during PFCP Association Setup procedure. The UP Function is assumed to have the connectivity towards all LNSs via the given network instance. Figure 6.8.2.1-1 illustrates the L2TP support negotiation during PFCP Association Setup procedure.


Figure 6.8.2.1-1: L2TP Support Negotiation Procedure
The UP Function indicates L2TP support in UE Function Feature IE in PFCP Association Setup Response if the PFCP Association is initiated by the CP function.
1.	The CP Function sends PFCP Association Setup Request to the UP Function.
2.	The UP Function sends PFCP Association Setup Response to the CP Function. Within the message, the UP Function Features IE is included to indicate the L2TP support, and if so, the UP function may include the LAC address(es) configured per Network Instance if the Network Instance, e.g. corresponding to a DNN/APN has been configured with multiple LACs.
[bookmark: OLE_LINK35][bookmark: OLE_LINK36]NOTE:	The CP function needs to select a right UP function (with a LAC address configured matching the one received from RADIUS/Diameter/AAA server if it is received) when it requests UP function to establish a L2TP tunnel and L2TP session. See also clause 3.3 of IETF RFC 2868 [9], clause 4.5.4 of IETF RFC 7155 [16].
The UP Function indicates L2TP support in PFCP Association Setup Request if the PFCP Association is initiated by the UP function.
1.	The UP Function sends PFCP Association Setup Request to the CP Function. Within the message, the UP Function Features IE is included to indicate the L2TP support, and if so, the UP function may include the LAC address(es) configured per Network Instance if the Network Instance, e.g. corresponding to a DNN/APN has been configured with multiple LACs.
2.	The CP Function sends PFCP Association Setup Response to the UP Function.

* * * Next Change * * * *
[bookmark: _Toc66461613][bookmark: _Toc66462301]6.8.3	Impacts on services, entities and interfaces
The Sx/N4 interface needs to be enhanced to convey information required to setup the L2TP sessions/tunnels to the UP Function. The CP Function and UP Function should be able to support the following new IEs for the new L2TP functionality:
The PFCP Session Establishment Request message from CP Function to UP Function consists of
-	L2TP Tunnel Information IE (Conditional: if received from Radius/Diameter/AAA server or configured in the CP function): 
	This IE contains information required to setup an LT2P tunnel to an LNS. It contains LNS IP Address, LNS Host Name, Tunnel Password, Tunnel Preference, Tunnel Assignment ID, LAC IP Address, LAC Host Name.
-	L2TP Session Information IE (Mandatory)
	This IE contains the information to be used for the L2TP session creation. It contains MRU, Called Number, Calling Number, Private Group ID and Request for IP Indication, Request for DNS Indication, Request for NBNS Indication.
	It may also contain the L2TP User Authentication IE which Authentication Type, Authentication Name, Password, Challenge, Challenge Response.
The PFCP Session Establishment Response message from UP Function to CP Function consists of
-	Created L2TP Session IE (Mandatory)
	This IE provides the L2TP session information and is for statistics and diagnostics purpose. It contains the following parameters of, LAC IP Address, LAC Port, LAC Tunnel ID, LAC Session ID, LNS IP Address, LNS Port, LNS Tunnel ID, LNS Session ID.
	It, may, also contain the L2TP Cause IE. This L2TP Cause IE (Optional) that contains the parameters of, Result Code. 
	The Created L2TP Session IE may also contain the DNS Server Address and NBNS Server Address.
NOTE:	AVPs introduced in IETF RFC 2661 [6] and IETF RFC 2868 which are used over Sgi/N6 will be checked by CT3 and possibly be documented in 3GPP TS 29.061 [14] and 3GPP TS 29.561 ]15].
Editor's Note:	It is FFS whether the UL FAR should contain the LNS IP address to bind the UL traffic with the L2TP tunnel.

* * * End of Changes * * * *
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