

	
3GPP TSG-CT WG4 Meeting #103-e	C4-212013
E-Meeting, 14th – 24th April 2021

[bookmark: _GoBack]Source:	Huawei
Title:	Pseudo-CR on Clarifications to RFC7301 and RFC8446 references
Release:	Rel-17
Spec:	3GPP TR 29.835 v1.0.0
Agenda item:	6.1.4 (PortAl)
Document for:	Decision

1. Reason for Change
The following two statements are not completely clear-cut and should be clarified:
· The IETF RFC 7301 [15] describes a Transport Layer Security (TLS) [16] extension for application-layer protocol negotiation…
· The IETF RFC 6066 [18] defines Transport Layer Security (TLS) [16] extension for server name negotiation…
2. Proposal
It is proposed to agree the following changes to 3GPP TR 29.835v1.0.0.
[bookmark: _Hlk61529092]*******
* * * First Change * * * *
[bookmark: _Toc66105081][bookmark: _Toc66106954][bookmark: _Toc66462611]6.15.1	General
The IETF RFC 7301 [15] specifies extensions todescribes a Transport Layer Security (TLS, see RFC 8446) [16]) extension for application-layer protocol negotiation within the TLS handshake when multiple application protocols can be supported on a single server-side port number, such as port 443 for HTTPS. This relies on the application-layer protocol negotiation (ALPN) labels exchanged between the client and the server to select the application protocol to be used over the secure connection. The application protocol negotiation can thus be accomplished within the TLS handshake, without additional network round-trips, and allows the server to associate a different certificate with each application protocol, if desired.
Reusing the same handshake messages and flows as TLS, this application-layer protocol negotiation is intrinsically supported in DTLS.
With ALPN, a new extension type "application_layer_protocol_negotiation(16)" is defined that can be used in TLS Client/Server Hello message. The "extension_data" field of ALPN extension contains a "ProtocolNameList" value, the ALPN protocol IDs being byte strings that could be the UTF-8 encoding of the protocol name.
In the TLS ClientHello message sent to the server, the "ProtocolNameList" value provides the list of ALPN protocol IDs advertised by the client, in descending order of preference. This list can be limited to one preferred protocol when initiated the (D)TLS connection.
In the TLS ServerHello message sent back to the client, the "ProtocolNameList" value indicates the ALPN protocol ID selected by the server. If the server does not support any of the protocols advertised by the client the server responds respond with a "no_application_protocol" alert that aborts the handshake.
ALPN protocol IDs can be registered through IANA under the "Expert Review" policy as defined in IETF RFC 8126 [9]. A reference to a permanent and readily available specification is requested but this documentation does not have to be an IETF RFC and could be a specification provided by an external organization. 
If the protocol is only used inside a given organization, global interoperability is not required and there is no need for IANA-registered ALPN protocol IDs. Private ALPN protocol IDs can be created by the organization. It is only required that the servers and clients are correctly configured to ensure that any ALPN protocol ID advertised by clients is part of the ALPN policy maintained by the servers.
With ALPN, it is assumed that multiple application protocols are supported on a single server-side port number. A specific port can be used as a protocol demultiplexer for multiple application protocols. A typical use case would be to allow serving multiple non-HTTP based services on port 443 while still serving HTTPS on that port. If required, another port can be selected to support application protocol multiplexing over (D)TLS. This port can be fixed for the entire system, selected par application type, specific per node, etc.
This solution can used in addition to the solution#16.

* * * Next Change * * * *
[bookmark: _Toc66105086][bookmark: _Toc66106959][bookmark: _Toc66462616]6.16.1	General
The IETF RFC 6066 [18] specifies extensions todefines Transport Layer Security (TLS, see RFC 8446) [16]) extension for server name negotiation within the TLS handshake when multiple servers run on the same IP address/port number.
Reusing the same handshake messages and flows as TLS, this server name negotiation is intrinsically supported in DTLS.
The clients can include an extension of type "server_name" in the TLS ClientHello message sent to the server. The "extension_data" field of this extension contains "ServerNameList" that includes the fully qualified DNS hostname of the server that the client would like to contact.
NOTE 1:	Currently, the only server name types supported are DNS hostnames; however, this does not imply any dependency of TLS on DNS.
NOTE 2:	The notion of list given by "ServerNameList" is due to the fact that earlier versions of the RFC permitted multiple hostnames. Multiple hostnames are now prohibited
Initially developed to guide in the selection of the appropriate certificate to return to the client (and/or other aspects of security policy) when multiple web servers are supported on the same IP address, this mechanism also allows multiplexing incoming connections by inspecting the SNI extension data and appropriately forwarding the connection to the appropriate upstream server. And this multiplexing can be done for any protocol running on top of (D)TLS.
With SNI, it is assumed that multiple servers/applications can be reached using a single server-side port number. A typical use case would be to allow hosting multiple non-HTTP based services on port 443 while still serving HTTPS on that port. If required, another port can be selected and this port can be fixed for the entire system, selected par application type, specific per node, etc.
This solution can used in addition to the solution#14.
* * * End of Changes * * * *

