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For definitive guidance on drafting 3GPP TSs and TRs, see 3GPP TS 21.801 supplemented by the 3GPP web page http://www.3gpp.org/specifications-groups/delegates-corner/writing-a-new-spec.
Ensure all blue guidance text is removed before submitting the TS/TR to the TSG for approval.
[bookmark: foreword][bookmark: _Toc66464852]Foreword
This clause is mandatory; do not alter the text in any way other than to choose between "Specification" and "Report".
[bookmark: spectype3]This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
In drafting the TS/TR, pay particular attention to the use of modal auxiliary verbs! TRs shall not contain any normative provisions.
In the present document, modal verbs have the following meanings:
shall	indicates a mandatory requirement to do something
shall not	indicates an interdiction (prohibition) to do something
The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
should	indicates a recommendation to do something
should not	indicates a recommendation not to do something
may	indicates permission to do something
need not	indicates permission not to do something
The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.
can	indicates that something is possible
cannot	indicates that something is impossible
The constructions "can" and "cannot" are not substitutes for "may" and "need not".
will	indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
will not	indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
might	indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
might not	indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
In addition:
is	(or any other verb in the indicative mood) indicates a statement of fact
is not	(or any other negative verb in the indicative mood) indicates a statement of fact
The constructions "is" and "is not" do not indicate requirements.
[bookmark: introduction][bookmark: _Toc66464853]Introduction
This clause is optional. If it exists, it shall be the second unnumbered clause.
[bookmark: scope][bookmark: _Toc66464854]
1	Scope
The present document identifies impacts to services offered to subscribers served by 5GC in case profiles at UDR are corrupted, lost, or became inconsistent, and addresses how the impact can be minimized. The document will focus on the following aspects:
-	Clarify the necessity on defining procedures for 5GC to allow NFs, e.g. AMF, SMF, SMSF, NEF, PCF, AUSF to trigger correction and synchronization of temporary data within the UDR in case any corruption, loss, or inconsistency of data in UDR takes place, along with how NFs detect such case;
-	Whether similar issue needs to be addressed between other NFs;
-	Provide candidate solution(s) to solve the issue; and
-	Evaluate the candidate solution(s) and recommend any changes to specifications if identified.
[bookmark: references][bookmark: _Toc66464855]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TR 23.527: "5G System; Restoration procedures".
[3]	3GPP TS 29.002: "Mobile Application Part (MAP) specification".
[4]	3GPP TS 29.272: "Evolved Packet System (EPS); Mobility Management Entity (MME) and Serving GPRS Support Node (SGSN) related interfaces based on Diameter protocol".
[5]	3GPP TR 29.519: "5G System; Usage of the Unified Data Repository Service for Policy Data, Application Data and Structured Data for Exposure; Stage 3".
[bookmark: definitions][bookmark: _Toc66464856]3	Definitions of terms, symbols and abbreviations
This clause and its three clauses are mandatory. The contents shall be shown as "void" if the TS/TR does not define any terms, symbols, or abbreviations.
[bookmark: _Toc66464857]3.1	Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
Definition format (Normal)
<defined term>: <definition>.
example: text used to clarify abstract rules by applying them literally.
[bookmark: _Toc66464858]3.2	Symbols
For the purposes of the present document, the following symbols apply:
Symbol format (EW)
<symbol>	<Explanation>

[bookmark: _Toc66464859]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
Abbreviation format (EW)
<ABBREVIATION>	<Expansion>

[bookmark: clause4][bookmark: _Toc39050164][bookmark: _Toc66464860]4	Architectural Requirements and Assumptions
[bookmark: _Toc66464861]4.1	Architectural Requirements
Temporary data stored in UDR (i.e. data that are not subject to provisioning at the UDR) are automatically updated in normal operation; the main information is:
-	the identities of NFs (AMF, SMF, SMSF, AUSF) that are registered at the UDM and related data,
-	Callback information and related data needed by the UDM to send appropriate notifications,
-	data related to external provisioning,
-	other temporary data (e.g. policy data) are ffs.
The loss or corruption of these information seriously degrades the service offered to subscribers.
5GC shall ensure the following:
-	The impact to user experience due to corruption of profiles stored at UDR shall be avoided;
-	Burst signaling due to restoration of profiles shall be minimal.
-	All communication between UDR and serving NFs, e.g. AMF, SMF and SMSF, AUSF are always via UDM.
-	Serving NFs shall be made aware when there is a potential inconsistency of profiles with UDR and the profiles within themselves.
[bookmark: _Toc66464862]4.2	Architectural Assumptions
With the current specification of 5GC, there are following assumptions:
-	In case the profile in the UDR is corrupted, it is not obvious whether the profile can be restored to the most recent status.
-	In case the profile cannot be restored to the most recent status, there are situations where impact to user experience cannot be avoided.
The following table shows where the impact is foreseen.
Table 4.2-1: Impacts related to each NF when profiles at UDR are corrupted
	
	NF's registration information 
	Subscription to notifications of subscriber data change
	Subscription to notifications of policy update

	AMF
	Failure of MT voice call may take place, when T-ADS is used.
Failure of 5GC-MT-LR may take place
	UDM subscriber data changed by e.g. operator cannot be reflected in AMF, SMF, and SMSF, respectively, and for actual service condition.
	PCF policy updated by e.g. operator or via NEF cannot be reflected in AMF and SMF, respectively, and for actual service condition.

	SMF
	
	
	

	SMSF
	Failure of SMS MT may take place
	
	N/A

	AUSF
	Failure of SoR and UPU procedures may take place
	N/A
	N/A



Editor's note:	The table above requires update, e.g. on SMF impact for NF's registration information.
[bookmark: _Toc39050165][bookmark: _Toc66464863]5	Key Issues
[bookmark: _Toc66464864][bookmark: _Toc61004043][bookmark: _Toc39050168]5.1	Key Issue #1: Restoration of profile with AMF, SMF, and SMSF and AUSF
It is assumed that profiles stored in AMF, SMF, and SMSF can be deviated in case profiles stored in UDR is corrupted, or UDR may lose AUSF information holding latest KAUSF.
This key issue will study the following aspects:
-	Consider scenarios (if any) where UDR data corruption takes place, and profiles in UDR and those in AMF, SMF, and SMSF require synchronization. Clarify which profile is mentioned.
NOTE:	The corruption of UDR data can happen on various occasion that could include data migration of UDR, however the key issue will not limit the reason for the corruption.
-	Whether existing mechanisms (e.g. those specified in 3GPP TS 23.527 [2]) suffice or whether there are gaps to be addressed which could lead to improvements compared to existing solutions.
-	Which NF and how that NF determines the synchronization is needed for the scenarios described above.
-	Which NF and how that NF determines which data in an AMF, SMF, and SMSF needs to be synchronized for the scenarios described above.
-	How the synchronization is achieved for those data in the AMF, SMF, and SMSF, so that subscribers do not feel service degradation and signalling congestion in 5GS does not occur.
[bookmark: _Toc66464865]-	How the details AUSF instance holding latest KAUSF is synchronized into UDM/UDR so that HPLMN continues to have ability to send SoR and UPU information to the UEs.
5.2	Key Issue #2: Restoration of profile with PCF
It is assumed that PCF will require notification from UDR in case UDR has recovered from corruption, which could require explicit procedures to be conducted by PCF.
This key issue will study how PCF as a NF consumer of UDR receives notification regarding the recovery from corruption of UDR, along with the information to be sent in the notification.
NOTE:	The behavior of PCF, i.e. procedures upon receiving notification of UDR recovery, is outside the scope of this study.
Editor's Note:	This section will include any key issue related to restoration of profile with PCF.
[bookmark: _Toc66464866]5.3	Key Issue #3: Restoration of profile with NEF
It is assumed that NEF will require notification from UDR in case UDR has recovered from corruption, which could require explicit procedures to be conducted by NEF.
This key issue will study how NEF as a NF consumer of UDR receives notification regarding the recovery from corruption of NEF, along with the information to be sent in the notification.
NOTE:	The behavior of NEF, i.e. procedures upon receiving notification of UDR recovery, is outside the scope of this study.
Editor's Note:	This section will include any key issue related to restoration of profile with NEF.
[bookmark: _Toc66464867]5.4	Key Issue #4: Granularity of Data
When the UDR detects potential loss or corruption of temporary data, it may determine that the detected loss/corruption is limited to one or more specific parts of its data (e.g. only SMSF registration data for an identified range of UEs are impacted). This key issue will study the following aspects:
-	How can impacted parts of the UDR's temporary data be identified.
-	How can restoration procedures be limited to the identified parts (so that non-corrupted parts are not unnecessarily restored).
[bookmark: _Toc66464868]5.5	Key Issue #5: Handling Nudm_UECM without Authentication Status
During Restart, UDR might have also lost UE’s authentication status in the serving network, apart from UECM data. Without this information, when AMFs perform Nudm_UECM_Registration due to UDR Restart notification, UDM cannot verify if UE is authenticated in the serving network, and hence cannot link the Authentication confirmation to Nudm_UECM_Registration from AMF, as specified in 3GPP TS 33.501 Clause 6.1.4. Therefore, UDM will reject the Nudm_UECM_Registration request from the AMF.
This key issue will study the following aspects:
-	How and if UE’s authentication status should be recovered.
-	How and if UDM can accept Nudm_UECM_Registration after losing UE’s Authentication Status during UDR Restart.
6	Solutions
[bookmark: _Toc66464869][bookmark: _Toc61004046][bookmark: _Toc61004041][bookmark: _Toc39050171]6.1	Solution#1: Restoration for AMF
[bookmark: _Toc66464870]6.1.1	Description
This solution addresses key issue#1 and allows a graceful restoration (i.e. signaling load for restoration is spread), which is not possible with existing specification.
UDR or UDM triggers restoration. AMF identifies synchronization targets (w.r.t UE). Synchronization timings are spread depending on UE's access to the network.
This solution is described for two options. Option A corresponds to the case where UDR is visible to AMF/SMF/SMSF. Option B corresponds to the case where UDR is not visible to AMF/SMF/SMSF.
[bookmark: _Toc66464871]6.1.2	Procedures
[bookmark: _Toc66464872]6.1.2.1	Restoration Indicator in AMF
A restoration indicator is provided in AMF for each SUPI record: "Location Information Confirmed (or Not Confirmed) in UDR". This indicator is associated with the registration time and an NF instance Id of UDR (only for Option A), and indicates whether the UDR's record of the AMF address for the UE is confirmed by the radio contact.
The indicator shall be set to "Not Confirmed" at any of the following events:
-	The AMF receives a Registration request for an UE for which the AMF has no SUPI record;
-	The AMF knows the associated UDR instance with which the UE is registered failed and restarted.
The indicator shall be set to "Confirmed" at the following event:
-	Successful completion of Nudm_UECM_Registration via UDM to UDR.
[bookmark: _Toc66464873]6.1.2.2	Registration of AMF to UDR
Option A
NFProfiles of UDRs contain supiRanges. By receiving NFProfiles of UDRs from NRF, AMF ensures to have linkage of SUPI and the NF Instance ID of UDR that is supposed to store the SUPI's registration information. When AMF performs Nudm_UECM_Registration, the AMF stores association between SUPI, the UDR Instance ID, the registration time, and an indicator "Location Information Confirmed in UDR".
Option B
When AMF performs Nudm_UECM_Registration, the AMF stores association between SUPI, the registration time, and an indicator "Location Information Confirmed in UDR".
[bookmark: _Toc66464874]6.1.2.3	Restart of UDR
Option A
When the UDR fails and restarts after reloading data from its back-up, the UDR sends Nnrf_NFManagement_NFUpdate to NRF, setting the recovery time. Triggered by the change of the recovery time, the NRF sends Nnrf_NFManagement_NFStatusNotify to AMFs to notify the status of this restarted UDR. This causes each AMF to mark "Location Information Not Confirmed in UDR" for each UE context, if the UE context is associated with this restarted UDR and if the UE context has stored a registration time indicating the AMF registered to the UDR before the recovery time.
Option B
When the UDR fails and restarts after reloading data from its back-up, UDMs associated with this restarted UDR recognize it in an implementation-specific manner. The UDMs send Nnrf_NFManagement_NFUpdate to NRF, setting the "partial recovery time" together with supiRanges that are impacted. Triggered by the change of the partial recovery time, the NRF sends Nnrf_NFManagement_NFStatusNotify to AMFs to notify the status of UDMs impacted by this restarted UDR. This causes each AMF to mark "Location Information Not Confirmed in UDR" for each UE context, if SUPI in the UE context belongs to the supiRanges and if the UE context has stored a registration time indicating the AMF registered to the UDM before the partial recovery time.
[bookmark: _Toc66464875]6.1.2.4	Procedure in AMF during Restoration
At the Registration procedure or after detection of any activity (either signalling or data) for a marked UE, the AMF performs Nudm_UECM_Registration via UDM to UDR. Optionally the AMF further performs Nudm_SDM_Get and Nudm_SDM_Subscribe via UDM to UDR and Npcf_AMPolicyControl_Create and Npcf_UEPolicyControl_Create via PCR to UDR. Those operations may be delayed by the AMF for a maximum operator-configuration-depending time period to avoid high signalling load.
[bookmark: _Toc66464876]6.1.3	Impacts on services, entities and interfaces
Option A
AMF: Internal logic is impacted.
Option B
AMF: Internal logic is impacted.
UDM: "partial recovery time" together with supiRanges is added in NFProfile of UDM.
UDM, UDR: Implementation-specific message(s) between UDM and UDR for UDM to recognize restart of UDR is assumed.
[bookmark: _Toc66464877]6.2	Solution #2: Restoration for AMF and SMF with event exposure
[bookmark: _Toc66464878]6.2.1	Description
This solution addresses key issue#1 and key issue#2, and allows a graceful restoration (i.e. signaling load for restoration is spread), which is not possible with existing specification. This solution is a superset of Solution#1. A new event exposure from AMF to SMF is required.
UDR or UDM triggers restoration. AMF identifies synchronization targets (w.r.t UE). AMF triggers restoration for SMF. Synchronization timings are spread depending on UE's access to the network. Synchronization timings for AMF and for SMF for a particular UE are the same.
This solution is described for two options. Option A corresponds to the case where UDR is visible to AMF/SMF/SMSF. Option B corresponds to the case where UDR is not visible to AMF/SMF/SMSF.
[bookmark: _Toc66464879]6.2.2	Procedures
[bookmark: _Toc66464880]6.2.2.1	Restoration Indicator in AMF
The same as in clause 6.1.2.1.
[bookmark: _Toc66464881]6.2.2.2	Event Exposure from AMF
An event exposure service is provided by AMF to NF consumers that have subscribed for the event "UDR-Restoration-Required". This event is detected when the AMF has performed Nudm_UECM_Registration triggered by the indicator "Location Information Not Confirmed in UDR" in the SUPI record.
[bookmark: _Toc66464882]6.2.2.3	Registration of AMF to UDR
The same as in clause 6.1.2.2.
[bookmark: _Toc66464883]6.2.2.4	Registration of SMF to UDR
When SMF performs Nudm_UECM_Registration, the SMF in parallel subscribes to the AMF to be notified of the event "UDR-Restoration-Required". The AMF stores the NF consumer that subscribes for the event and the arrival time of the subscription in each UE context.
[bookmark: _Toc66464884]6.2.2.5	Restart of UDR
The same as clause 6.1.2.3, except for the following.
Instead of the condition "if the UE context has stored a registration time indicating the AMF registered to the UDR/UDM before the (partial) recovery time", the following condition applies "if the UE context has stored a registration time and subscription arrival time(s) indicating at least one of the AMF and the SMF(s) registered to the UDR/UDM before the (partial) recovery time".
[bookmark: _Toc66464885]6.2.2.6	Procedure in AMF and SMF during Restoration
At the Registration procedure or after detection of any activity (either signalling or data) for a marked UE, the AMF performs Nudm_UECM_Registration via UDM to UDR. The AMF invokes Namf_EventExposure_Notify to provide the event UDR-Restoration-Required to NF consumers (i.e. SMF(s)) that have subscribed for the event. Optionally the AMF further performs Nudm_SDM_Get and Nudm_SDM_Subscribe via UDM to UDR and Npcf_AMPolicyControl_Create and Npcf_UEPolicyControl_Create via PCR to UDR. Those operations may be delayed by the AMF for a maximum operator-configuration-depending time period to avoid high signalling load.
Upon receiving the notification of the event, the SMF performs Nudm_UECM_Registration via UDM to UDR. Optionally the SMF further performs Nudm_SDM_Get and Nudm_SDM_Subscribe via UDM to UDR and Npcf_SMPolicyControl_Create via PCR to UDR. Those operations may be delayed by the SMF for a maximum operator-configuration-depending time period to avoid high signalling load.
[bookmark: _Toc66464886]6.2.3	Impacts on services, entities and interfaces
Option A
AMF: Internal logic is impacted. A new event exposure is required.
SMF: Internal logic is impacted. A new subscription capability to a new event exposure provided by AMF is required.
Option B
AMF: Internal logic is impacted. A new event exposure is required.
SMF: Internal logic is impacted. A new subscription capability to a new event exposure provided by AMF is required.
UDM: "partial recovery time" together with supiRanges is added in NFProfile of UDM.
UDM, UDR: Implementation-specific message(s) between UDM and UDR for UDM to recognize restart of UDR is assumed.
[bookmark: _Toc66464887]6.3	Solution #3: Restoration for AMF and SMSF with event exposure
[bookmark: _Toc66464888]6.3.1	Description
This solution addresses key issue#1 and key issue3, and allows a graceful restoration (i.e. signaling load for restoration is spread), which is not possible with existing specification. This solution is a superset of Solution#1. A new event exposure, which is the same as in clause 6.2, from AMF to SMF is required.
UDR or UDM triggers restoration. AMF identifies synchronization targets (w.r.t UE). AMF triggers restoration for SMSF. Synchronization timings are spread depending on UE's access to the network. Synchronization timings for AMF and for SMSF for a particular UE are the same.
This solution is described for two options. Option A corresponds to the case where UDR is visible to AMF/SMF/SMSF. Option B corresponds to the case where UDR is not visible to AMF/SMF/SMSF.
[bookmark: _Toc66464889]6.3.2	Procedures
[bookmark: _Toc66464890]6.3.2.1	Restoration Indicator in AMF
The same as in clause 6.1.2.1.
[bookmark: _Toc66464891]6.3.2.2	Event Exposure from AMF
The same as in clause 6.2.2.2.
[bookmark: _Toc66464892]6.3.2.3	Registration of AMF to UDR
The same as in clause 6.1.2.2.
[bookmark: _Toc66464893]6.3.2.4	Registration of SMSF to UDR
The same as clause 6.2.2.4, except that SMF is to be replaced with SMSF.
[bookmark: _Toc66464894]6.3.2.5	Restart of UDR
The same as clause 6.2.2.5, except that SMF is to be replaced with SMSF.
[bookmark: _Toc66464895]6.3.2.6	Procedure in AMF and SMSF during Restoration
At the Registration procedure or after detection of any activity (either signalling or data) for a marked UE, the AMF performs Nudm_UECM_Registration via UDM to UDR. The AMF invokes Namf_EventExposure_Notify to provide the event UDR-Restoration-Required to NF consumers (i.e. SMSF) that have subscribed for the event. Optionally the AMF further performs Nudm_SDM_Get and Nudm_SDM_Subscribe via UDM to UDR and Npcf_AMPolicyControl_Create and Npcf_UEPolicyControl_Create via PCR to UDR. Those operations may be delayed by the AMF for a maximum operator-configuration-depending time period to avoid high signalling load.
Upon receiving the notification of the event, the SMSF performs Nudm_UECM_Registration and optionally Nudm_SDM_Get and Nudm_SDM_Subscribe via UDM to UDR. Those operations may be delayed by the SMSF for a maximum operator-configuration-depending time period to avoid high signalling load.
[bookmark: _Toc66464896]6.3.3	Impacts on services, entities and interfaces
The same as clause 6.2.3, except that SMF is to be replaced with SMSF.
[bookmark: _Toc66464897]6.4	Solution #4: Restoration for AMF and SMSF without event exposure
[bookmark: _Toc66464898]6.4.1	Description
This solution addresses key issue#1 and key issue3, and allows a graceful restoration (i.e. signaling load for restoration is spread), which is not possible with existing specification. This solution is a superset of Solution#1. A new information element in a message from AMF to SMSF is required.
UDR or UDM triggers restoration. AMF identifies synchronization targets (w.r.t UE). AMF triggers restoration for SMSF. Synchronization timings are spread depending on UE's access to the network. Synchronization timings for AMF and for SMSF for a particular UE are the same.
This solution is described for two options. Option A corresponds to the case where UDR is visible to AMF/SMF/SMSF. Option B corresponds to the case where UDR is not visible to AMF/SMF/SMSF.
[bookmark: _Toc66464899]6.4.2	Procedures
[bookmark: _Toc66464900]6.4.2.1	Restoration Indicator in AMF
The same as in clause 6.1.2.1.
[bookmark: _Toc66464901]6.4.2.2	Registration of AMF to UDR
The same as in clause 6.1.2.2.
[bookmark: _Toc66464902]6.4.2.3	Restart of UDR
The same as in clause 6.1.2.3.
[bookmark: _Toc66464903]6.4.2.4	Procedure in AMF and SMSF during Restoration
At the Registration procedure or after detection of any activity (either signalling or data) for a marked UE, the AMF performs Nudm_UECM_Registration via UDM to UDR. Optionally the AMF further performs Nudm_SDM_Get and Nudm_SDM_Subscribe via UDM to UDR and Npcf_AMPolicyControl_Create and Npcf_UEPolicyControl_Create via PCR to UDR. Those operations may be delayed by the AMF for a maximum operator-configuration-depending time period to avoid high signalling load.
The AMF sends Nsmsf_SMService_Activate request to SMSF, including an indication to request the SMSF to assist restoration of UDR.
Triggered by the indication that requests assistance to UDR restoration, the SMSF performs Nudm_UECM_Registration and optionally Nudm_SDM_Get and Nudm_SDM_Subscribe via UDM to UDR. Those operations may be delayed by the SMSF for a maximum operator-configuration-depending time period to avoid high signalling load.
[bookmark: _Toc66464904]6.4.3	Impacts on services, entities and interfaces
Option A
AMF, SMSF: Internal logic is impacted. Nsmsf_SMService_Activate request has a new information element.
Option B
AMF, SMSF: Internal logic is impacted. Nsmsf_SMService_Activate request has a new information element.
UDM: "partial recovery time" together with supiRanges is added in NFProfile of UDM.
UDM, UDR: Implementation-specific message(s) between UDM and UDR for UDM to recognize restart of UDR is assumed.
[bookmark: _Toc39050169][bookmark: _Toc51229100][bookmark: _Toc66464905][bookmark: _Toc51229097]6.5	Solution#5: <S#5> Propagate the change of the UDR NF status using direct signalling between UDM and NFs
[bookmark: _Toc66464906]6.5.1 Introduction
This solution is to address Key Issue #1.
This solution defines a mechanisms where the UDR can indicate the detected information that may introduce the corruption, inconsistency, loss of data to the NFs (e.g. AMF/SMF/SMSF) using direct signalling between UDM and NFs when the UDR detects that the corruption, loss or inconsistency of data may happen because of some scenarios (e.g. the UDR fails and restarts, or migration of the data from old UDR to new UDR etc), and AMF/SMF/SMSF can decide to do the data synchronization based on these information.
[bookmark: _Toc66464907]6.5.2 Functional Description
When the UDR detects that the corruption, loss or inconsistency of data may happen because of some scenarios (e.g. the UDR fails and restarts, or migration of the data from old UDR to new UDR etc), the UDR invokes the Nnrf_NFManage_NFUpdate to update the UDR NF profile accordingly, Nnrf_NFManage_NFUpdate request is extended to include a partial update indicator, if only a part of users are impacted (e.g. a part of users are migrated from the old UDR to the new UDR), the partial update indicator set to true.
When the NRF receives the Nnrf_NFManage_NFUpdate request from the UDR, the NRF shall notify the UDM of the changes if the UDM subscribed to the NFStatusNotify of this UDR, the NRF also include the received partial update indicator in the notification, but NRF won't store the partial update indicator as part of UDR NF profile.
When the UDM receives Nnrf_NFManage_NFStatusNotify, if partial update indicator is received in the request and set to true, the UDM shall compare the received NF status data with the UDR NF profile locally stored, and then recognize out which data is changed. If the recovery time is changed, the UDM will store received recovery time and user identifier ranges (e.g. SUPI ranges and/or GPSI ranges) whose profile data is available in this UDR, if the user identifier ranges that are available in the UDR are changed, the UDM will recognize which user identifier ranges are changed (e.g. which user data ranges are removed and which are added) and store the changed user identifier ranges.
After above operation, when the UDM receives the first new request from the NF service consumers (e.g. AMF/SMSF/SMF/NEF), the UDM may include the UDR recovery indication, the recovery time of the UDR, the impacted user identifier ranges (e.g. SUPI ranges) in a response header to NF service consumers, the NF service consumers may trigger data synchronization operation related to the users indicated in the response (e.g. AMF updates the registration and get the UE subscription via UDM again) according to local policy.
[bookmark: _Toc66464908]6.5.3 Procedures


Figure 6.5.3-1: Procedure for Partial update indication using direct signalling between NFs
1.	The UDR detects that the corruption, loss or inconsistency of data may happen because of some scenarios (e.g. the UDR fails and restarts, or migration of the data from old UDR to new UDR etc).
2.	The UDR sends Nnrf_NFManagement_NFUpdate request to NRF, the request includes the updated NF profile and optional the partial update indicator, the NRF returns the response to the UDR.
3.	When the NRF receives the Nnrf_NFManage_NFUpdate request from the UDR, the NRF shall notify the UDM of the changes if the UDM subscribed to the NFStatusNotify of this UDR, the NRF also include the received partial update indicator in the notification, but NRF won't store the partial update indicator as part of UDR NF profile.
4.	When the UDM receives Nnrf_NFManage_NFStatusNotify, if partial update indicator is received in the request and set to true, the UDM shall compare the received NF status data with the UDR NF profile locally stored, and then recognize out which data is changed. If the recovery time is changed, the UDM will store received recovery time and user identifier ranges (e.g. SUPI ranges and/or GPSI ranges) whose profile data is available in this UDR, if the user identifier ranges that are available in the UDR are changed, the UDM will recognize which user identifier ranges are changed (e.g. which user data ranges are removed and which are added) and store the changed user identifier ranges.
5.	After step 4, when the UDM receives the first new request (any request for any user) from the NF service consumers (e.g. AMF/SMSF/SMF/NEF), the UDM may include the UDR recovery indication, the recovery time of the UDR, the impacted user identifier ranges (e.g. SUPI ranges) in a response header to NF service consumers.
6.	The NF service consumers may trigger data synchronization operation related to the users indicated in the response (e.g. AMF updates the registration and get the UE subscription via UDM again) according to local policy.
[bookmark: _Toc66464909]6.5.4 Impacts on services, entities and interfaces
UDM:
-	Support receiving partial update indicator in the Nnrf_NFManagement_NFUpdate service operation, and to recognize the impacted NF status data and store them.
-	Support indicating the recognized the UDR status data to NF service consumer in the HTTP header which is piggybacked in any response message.
UDR:
-	Support indicating partial update indicator in the Nnrf_NFManagement_NFUpdate service operation.
NRF:
-	Support indicating partial update indicator in the Nnrf_NFManagement_NFUpdate service operation and Notify the partial update indicator to the NFs which subscribed to the notify.
AMF/SMF/SMSF/NEF:
-	Support receiving the UDR status data indicated by the UDM in HTTP header in response messageand triggering the operations related to the data synchronization for impacted users.
[bookmark: _Toc66464910]6.6	Solution#6: <S#6> Propagate the change of the UDR NF status via NRF and UDM
[bookmark: _Toc66464911]6.6.1 Introduction
This solution is to address Key Issue #1.
This solution defines a mechanism where the UDR can indicate the detected information that may introduce the corruption, inconsistency, loss of data to the NFs (e.g. AMF/SMF/SMSF) via the NRF and UDM when the UDR detects that the corruption, loss or inconsistency of data may happen because of some scenarios (e.g. the UDR fails and restarts, or migration of the data from old UDR to new UDR etc), and AMF/SMF/SMSF can decide to do the data synchronization based on these information.
[bookmark: _Toc66464912]6.6.2 Functional Description
When the UDR detects that the corruption, loss or inconsistency of data may happen because of some scenarios (e.g. the UDR fails and restarts, or migration of the data from old UDR to new UDR etc), the UDR invokes the Nnrf_NFManage_NFUpdate to indicate the updated information (e.g. the recovery time, or the stored GPSI ranges or SUPI ranges), if the UDR can detect which user ranges (e.g. GPSI range1 and GPSI range 2) are impacted, the UDR may carry an extra information except for the updated UDR NF profile data in the Nnrf_NFManage_NFUpdate request, and this extra information shall include the impacted user identifier ranges (e.g. GPSI range1 and GPSI range 2) and the impacted time, and this extra information won't be stored as part of the UDR NF profile data in the NRF.
When the NRF receives the Nnrf_NFManage_NFUpdate request from the UDR, the NRF shall notify the UDM of the changes if the UDM subscribed to the NFStatusNotify of this UDR, when the extra information is included in the Nnrf_NFManage_NFUpdate request, it will triggers the Nnrf_NFManage_NFStatusNotify and Nnrf_NFManage_NFStatusNotify request shall also include this extra information.
When the UDM receives Nnrf_NFManage_NFStatusNotify request, the UDM checks on the changes of the UDR, if the UDM finds the recovery time is changed from the request, the UDM may invoke Nnrf_NFManage_NFUpdate to include the UDR recovery indication, the recovery time of the UDR, the impacted user identifier ranges (e.g. SUPI ranges) which UDM get from the UDR profile (i.e. the users whose profile data is available in that UDR NF profile), and when the NRF receives the change indicated in the request by the UDM, the NRF won't store these information as part of the UDM NF profile in the NRF but will notify the NFs (e.g. AMF, SMF, SMSF) of this information if the NFs subscribed to the NFStatusNotify of the UDM. The NFs that receive the notification may trigger the related data synchronization operation according to the local policy (e.g. AMF updates the registration and get the UE subscription via UDM again).
When the UDM receives Nnrf_NFManage_NFStatusNotify request and finds that an extra information is included in the NFStatusNotify request, the UDM shall get the impacted user identifier ranges and the impacted time from the extra information and then invoke the Nnrf_NFManage_NFUpdate to include the UDR recovery indication, the recovery time of the UDR (mapped from the impacted time), the impacted user identifier ranges (mapped from the impacted user identifier ranges), and when the NRF receives the change indicated in the request by the UDM, the NRF won't store these information as part of the UDM NF profile in the NRF but will notify the NFs (e.g. AMF, SMF, SMSF) of this information if the NFs subscribed to the NFStatusNotify of the UDM. The NFs that receive the notification may trigger the related data synchronization operation according to the local policy (e.g. AMF updates the registration and get the UE subscription via UDM again).
[bookmark: _Toc66464913]6.6.3 Procedures


Figure 6.6.3-1: Procedure for Partial update indication in extra information
1.	The UDR detects that the corruption, loss or inconsistency of data may happen because of some scenarios (e.g. the UDR fails and restarts, or migration of the data from old UDR to new UDR etc).
2.	The UDR invokes the Nnrf_NFManage_NFUpdate to indicate the updated information (e.g. the recovery time, or the stored GPSI ranges or SUPI ranges), if the UDR can detect which user ranges (e.g. GPSI range1 and GPSI range 2) are impacted, the UDR may carry an extra information except for the updated UDR NF profile data in the Nnrf_NFManage_NFUpdate request, and this extra information shall include the impacted user identifier ranges (e.g. GPSI range1 and GPSI range 2) and the impacted time and this extra information won't be stored as part of the UDR NF profile data in the NRF.
3.	When the NRF receives the Nnrf_NFManage_NFUpdate request from the UDR, the NRF shall notify the UDM of the changes if the UDM subscribed to the NFStatusNotify of this UDR, when the extra information is included in the Nnrf_NFManage_NFUpdate request, it will triggers the Nnrf_NFManage_NFStatusNotify and Nnrf_NFManage_NFStatusNotify request shall also include this extra information.
4.	When the UDM receives Nnrf_NFManage_NFStatusNotify request, the UDM checks on the changes of the UDR, if the UDM finds the recovery time is changed from the request, the UDM may invoke Nnrf_NFManage_NFUpdate to include the UDR recovery indication, the recovery time of the UDR, the impacted user identifier ranges (e.g. SUPI ranges) which UDM get from the UDR profile (i.e. the users whose profile data is available in that UDR NF profile), and if the UDM finds that an extra information is included in the NFStatusNotify request, the UDM shall get the impacted user identifier ranges and the impacted time from the extra information and then invoke the Nnrf_NFManage_NFUpdate to include the UDR recovery indication, the recovery time of the UDR (mapped from the impacted time), the impacted user identifier ranges (mapped from the impacted user identifier ranges).5.	When the NRF receives the change indicated in the request by the UDM, the NRF won't store this information as part of the UDM NF profile in the NRF but will notify the NFs (e.g. AMF, SMF, SMSF) of this information if the NFs subscribe to the NFStatusNotify of the UDM.
6.	The NFs may triger the data synchroniztion operation for users included in the received information according to the local policy.
[bookmark: _Toc66464914]6.6.4 Impacts on services, entities and interfaces
UDM:
-	Support receiving the extra information in Nnrf_NFManagement_NFStatusNofity and then triggering the Nnrf_NFManagement_NFUpdate to indicate the changes related to UDR.
UDR:
-	Support sending the extra information in Nnrf_NFManagement_ NFUpdate to indicate the impacted user ranges and impacted time.
NRF:
-	Support receiving the extra information in the Nnrf_NFManagement_NFUpdate request sent by the UDR and Notify the UDM of the extra information.
-	Support receiving the extra information in the Nnrf_NFManagement_NFUpdate request sent by the UDM and Notify the other NFs of the extra information.
AMF/SMF/SMSF:
-	Support receiving the changes related to UDR in Nnrf_NFManagement_NFStatusNofity of the UDM status and trigger the operations related to the data synchronization for each impacted user.
[bookmark: _Toc66464915]6.7	Solution#7: Unified solution
[bookmark: _Toc63665084][bookmark: _Toc66464916]6.7.1	Introduction
This solution:
-	resolves key issues #1, #2, and #3 in a unified manner;
-	addresses all the front-ends of UDR (i.e. UDM, PCF, and NEF) and any NF that consumes services from those front-ends; and
-	complies with the requirement "All communication between UDR and serving NFs […] are always via UDM" and assumes equivalent requirements for PCF and NEF regarding resources defined in 3GPP TS 29.519 [5].
Under these principles, this solution has integrated and enhanced Solution 1~4 Option B and Solution 6 in the following aspects:
-	Regarding UDR recovery notification to UDM, Option B uses a direct, implementation-dependent message and Solution 6 uses specified messages via NRF. This solution proposes to specify a direct message. The same applies also to PCF and NEF.
-	Both Option B and Solution 6 use SUPI range and recoveryTime to limit impacted profiles. This solution uses "impacted resource names" instead of SUPI range, so that PCF/NEF case and/or non-per-UE profiles can be treated in a unified manner. In addition, this solution proposes to use lastReplicationTime, which indicates the timing that UDR replicates its profile therein to its back-up last time before the UDR failure. This allows NF to further limit impacted profiles and leads to less signaling traffic in the synchronization phase.
-	Option B proposes that AMF/SMF invokes synchronization also to PCF when AMF/SMF receives recovery notification (via NRF) from UDM. This solution proposes differently that NF invokes synchronization only to UDM when the NF receives recovery notification from UDM. Recovery notification from PCF triggers synchronization to PCF.
-	Option B proposes a new AMF event exposure to give synchronization triggers to SMF/SMSF. But this solution adopts Solution 6 and proposes that each NF sets synchronization timing locally by itself. AMF may use UE's periodic registration as the timing.
-	Option B describes messages to be invoked for synchronization. This solution corrects some of those messages, so that duplicated resources are not created in UDR as a consequence of synchronization, in case the related profile in UDR was not actually lost in the UDR failure.
[bookmark: _Toc63665085][bookmark: _Toc66464917]6.7.2	Functional Description
[bookmark: _Toc66464918]6.7.2.1	Framework of the unified solution.
The solution is conducted with the following steps.
Step 1.	When UDR fails and restarts after reloading data from its back-up, the UDR sends its front-end (i.e. UDM, PCF, or NEF) a "UDR recovery message". This message contains a "scope" that this failure impacts on.
Step 2.	The frond-end reformats the message, names it as e.g. "UDM recovery message", and forwards it to NF that has accessed the front-end before.
Step 3.	The NF, taking into account the "scope" and local information, identifies profiles therein that require synchronization. The NF further identifies procedures that the NF needs to invoke for synchronization of each of those profiles.
Step 4.	The NF adjusts invocation timing of each of those procedures, in order not to cause congestion in the system. The NF invokes necessary procedures.
[bookmark: _Toc66464919]6.7.2.2	Concrete message and information element for each step in the above-mentioned framework
Following message and information elements for each steps are considered.
-	W.r.t step 1 "scope": The scope is defined as a combination of impacted resource names and an impacted period. The impacted period is represented as a pair of "lastReplicationTime" and recoveryTime.
NOTE:	How to aggregate multiple impacted resource names, e.g. which span a certain SUPI ranges, and express them efficiently in information element(s) is left to stage 3.
-	W.r.t. step 1 "UDR recovery message": UDR has a resource under each of /subscription-data, /policy-data, /exposure-data, and /application-data to store restoration related information. This resource, being of format of scope, consists of impacted resource names, lastReplicationTime, and recoveryTime. A front-end sends UDR Nudr_DataRepository_Subscribe for data change notification for those resources. The front-end receives "UDR recovery message" as Nudr_DataRepository_Notify.
-	W.r.t. step 2 e.g. "UDM recovery message: NFProfile of a front-end has the scope information consisting of impacted resource names, "partialLastReplicationTime", and "partialRecoveryTime". NF sends NRF Nnrf_NFManagement_NFStatusSubscribe for front-ends. A front-end updates NRF on those scope information using Nnrf_NFManagement_NFUpdate. Then the NRF updates NF on those scope information using Nnrf_NFManagement_NFStatusNotify, which the NF takes as e.g. "UDM recovery message".
-	W.r.t. step 3 regarding identification of profiles that require synchronization: A profile in NF may set a "last synchronization time". The last synchronization time may be registrationTime in the case that the front-end is UDM, NF is AMF/SMF/SMSF, and the registrationTime is conveyed from UDM to AMF/SMF/SMSF at its registration. When NF finds that an impacted resource name in the scope matches a profile therein, and that the last synchronization time of the profile falls into the period between partialLastReplicationTime and partialRecoveryTime in the scope, then the NF judges that the profile requires synchronization.
-	W.r.t. step 3 regarding procedures that the NF needs to invoke for synchronization: NF judges such procedures based on impacted resource names in the scope.
-	The table below shows impacted resource names that UDR and each front-end can include in the scope, and procedures that each NF receiving this scope information needs to consider invoking for synchronization.
Table 6.7.2.2-1: Impacted resource names in the scope and procedures for synchronization
	
	UDM
	PCF
	NEF(NOTE)

	
	impacted resource name
	procedure
	impacted resource name
	procedure
	impacted resource name
	procedure

	AMF
	/nudm-uecm/v1/{ueId}
	Nudm_UECM_Registration
	/npcf-am-policy-control/v1/policies/{polAssoId}
	Npcf_AMPolicyControl_Update. If AMF receives an error response, the AMF sends Npcf_AMPolicyControl_Create
	N/A
	N/A

	
	/nudm-sdm/v2/{supi}
/nudm-sdm/v2/{ueId}
/nudm-sdm/v2/shared-data
/nudm-sdm/v2/shared-data-subscriptions/{subscriptionId}
/nudm-sdm/v2/group-data/group-identifiers
	Nudm_SDM_Get
Nudm_SDM_ModifySubscription. If AMF receives an error response, the AMF sends Nudm_SDM_Subscribe.
	/npcf-ue-policy-control/v1/policies/{polAssoId}
	Npcf_UEPolicyControl_Update. If AMF receives an error response, the AMF sends Npcf_UEPolicyControl_Create.
	
	

	SMF
	The same above
	The same above, except that AMF is to be replaced with SMF.
	/npcf-smpolicycontrol/v1/sm-policies/{smPolicyId}
	Npcf_SMPolicyControl_Update. If SMF receives an error response, the SMF sends Npcf_SMPolicyControl_Create
	N/A/3gpp-pfd-management/v1/{scsAsId}/transactions/{transactionId}/applications/{appId}
	N/ANnef_PFDManagement_Subscribe_Modify. If SMF receives an error response, the SMF sends Nnef_PFDManagement_Subscribe_Create

	SMSF
	The same above
	The same above, except that AMF is to be replaced with SMSF.
	N/A
	N/A
	N/A
	N/A

	GMLC
	N/A (NOTE: GMLC uses only the GET method for temporary information usage.)
	N/A
	N/A
	N/A
	N/A
	N/A

	(internal) AF
	N/A
	N/A
	/npcf-policyauthorization/v1/app-sessions/{appSessionId}
	Npcf_PolicyAuthorization_Update. If AF receives an error response, the AF sends Npcf_ PolicyAuthorization _Create.
	N/A
	N/A

	NEF
	[Event exposure]
/nudm-ee/v1/{ueIdentity}
	[Event exposure]
Nudm_EventExposure_ModifySubscription. If NEF receives an error response, the NEF sends Nudm_EventExposure_Subscribe
	The same above[Event exposure]
/npcf-eventexposure/v1/subscriptions/{subscriptionId}
	 The same above, except that AF is to be replaced with NEF.[Event exposure]
Npcf_EventExposure_Subscribe_Modify. If NEF receives an error response, the NEF sends Npcf_EventExposure_Subscribe_Create.
	N/A
	N/A

	
	/nudm-pp/v1/{ueId}
/nudm-pp/v1/5g-vn-groups/{extGroupId}
	Nudm_ParameterProvision_Update
Nudm_ParameterProvision_Create
Nudm_ParameterProvision_Delete
	The same in (internal) AF
	The same in (internal) AF, except that AF is to be replaced with NEF.
	
	

	NWDAF
	[Event exposure]
	[Event exposure]
	[Event exposure]
	[Event exposure]
	[Event exposure]
/3gpp-monitoring-event/v1/{scsAsId}/subscriptions/{subscriptionId}
	[Event exposure]
Nnef_EventExposure_Subscribe_Modify. If NWDAF receives an error response, the NWDAF sends Nnef_EventExposure_Subscribe_Create.

	IP-SM-GW
	FFS
	FFS
	N/A
	N/A
	N/A
	N/A

	NOTE: NEF acting as a front-end does not send "NEF recovery message" to external AF. The NEF itself invokes necessary procedures for synchronization based on the scope that the NEF receives from UDR, if the NEF has cashed profiles.


Editor's note: Procedures related to IP-SM-GW is FFS, awaiting progress of Rel-17 SMS_SBI.
-	W.r.t. step 4 regarding invocation timing: NF sets locally. AMF may use UE's periodic registration as the invocation timing.
[bookmark: _Toc66464920][bookmark: _Toc63665118]6.7.3	Procedures


 Figure 6.7.3-1: Procedure for Unified solution
See clause 6.7.2 for explanation of each step.0.	UDR has a resource under each of /subscription-data, /policy-data, /exposure-data, and /application-data to store the restoration related information. This resource is of format of scope, that is, consists of impacted resource names, lastReplicationTime, and recoveryTime. A front-end sends UDR Nudr_DataRepository_Subscribe for data change notification for those resources.
A front-end has in its NFProfile the restoration related information of format of scope, that is, consisting of impacted resource names, partialLastReplicationTime, and partialRecoveryTime. NF that consumes services of front-ends sends NRF Nnrf_NFManagement_NFStatusSubscribe for NF profile update notification for those front-ends.
0a.	A profile in NF sets a last synchronization time. The last synchronization time may be registrationTime in the case that the front-end is UDM, NF is AMF/SMF/SMSF, and the registrationTime is conveyed from UDM to AMF/SMF/SMSF at its registration.
1.	When UDR fails and restarts after reloading data from its back-up, the UDR sends its front-end Nudr_DataRepository_Notify including scope that this failure impacts on.
2.	The frond-end copies values of impacted resource names, lastReplicationTime, and recoveryTime onto impacted resource names, partialLastReplicationTime, and partialRecoveryTime in its NF profile. The front-end updates NRF using Nnrf_NFManagement_NFUpdate. The NRF updates NF using Nnrf_NFManagement_NFStatusNotify.
3.	When the NF finds that an impacted resource name in the scope matches a profile therein, and that the last synchronization time of the profile falls into the period between partialLastReplicationTime and partialRecoveryTime in the scope, then the NF judges that the profile requires synchronization. For each of those profiles, the NF identifies procedures to invoke for synchronization based on impacted resource names in the scope and on a preconfigured table that maps impacted resource names in the scope to procedures for synchronization.
4.	The NF locally adjusts invocation timing of each of those procedures, in order not to cause congestion in the system. AMF may use UE's periodic registration as the invocation timing. The NF invokes necessary procedures.
[bookmark: _Toc66464921]6.7.4	Impacts on services, entities and interfaces
UDR: A new resource needs to be created under each of /subscription-data, /policy-data, /exposure-data, and /application-data. This resource consists of impacted resource names, lastReplicationTime, and recoveryTime.
UDM, PCF, NEF: NFProfile needs to have new information consisting of impacted resource names, partialLastReplicationTime, and partialRecoveryTime.
AMF/SMF/SMSF/(internal) AF/NEF/IP-SM-GW: Internal logic is impacted
Editor's note: Impact on IP-SM-GW needs to be checked according to outcome of Rel-17 SMS_SBI.
[bookmark: _Toc66464922]6.8	Solution#8: Reset-IDs
[bookmark: _Toc66464923]6.8.1	Description
This solution addresses key issue#4 (Granularity of Data).
The concept of Reset-IDs is well known from legacy protocols (e.g. 3GPP TS 29.002 [3], 3GPP TS 29.272 [4]).
A Reset-ID uniquely identifies within the UDR a part of the UDR's temporary data that may become subject to loss/corruption without impacts to other parts. It is up to the UDR's internal implementation how Reset-IDs are assigned; e.g. a Reset-ID may identify a hardware resource and may contain a reset-counter.
When the UDR receives a request to store/update temporary data, it returns in successful responses the Reset-ID associated with the part used for storage of the temporary data. The UDR's consumer (e.g. UDM, NEF, PCF) forwards the Reset-ID to its consumers (e.g. AMF, SMF, SMSF, NEF) in corresponding response messages.
When the NF consumer (AMF/SMF/SMSF/NEF) receives Reset-IDs in successful responses to registration requests, subscription requests or external provisioning requests, it subscribes at the NRF (if not already done so) to get notified on UDR restoration occurrences.
When the UDR detects loss or corruption of its data and the loss/corruption is limited to one or more specific parts of the UDR's temporary data, it updates its registration at the NRF with the associated Reset-IDs . The NRF then notifies NFs (AMF/SMF/SMSF/NEF/PCF) that have subscribed to receiving such notifications.
When the NF (AMF/SMF/SMSF/NEF/PCF) receives a notification from the NRF indicating that parts of the UDR's temporary data have been lost/corrupted, the NF takes appropriate action to synchronize registrations, subscriptions and external provisionings as needed.
[bookmark: _Toc66464924]6.8.2	Procedures
[bookmark: _Toc66464925]6.8.2.1	Preparation
In order to limit restoration of temporary data in the UDR to those parts that are actually impacted by loss/corruption of data, the temporary data need to be associated to Reset-IDs that are conveyed in relevant response messages from UDR via UDM to the NFs that rely on temporary data being correctly stored in the UDM/UDR.
In addition, NFs need to subscribe at the NFR to get notified when parts of the UDR's temporary data are lost/corrupted.
[bookmark: _Toc66464926]6.8.2.2	Detection
When the UDR detects loss or corruption of temporary data associated with one or several Reset-IDs it updates the NRF with the set of associated Reset-IDs. The NRF then notifies NFs that have previously subscribed to receive such notifications.
[bookmark: _Toc66464927]6.8.2.3	Re-synchronization
When the NF (AMF/SMF/SMSF/NEF) gets notified by the NFR, it re-synchronizes registrations, subscriptions and external provisionings in the UDR via the UDM. The re-synchronizations may be performed immediately or spread over time to avoid high signalling load.
[bookmark: _Toc66464928]6.8.3	Impacts on services, entities and interfaces
The following Services are impacted:
Nudr_DataRepository service: Add Reset-IDs to successful response messages when temporary data is created.
Nudm_UECM service: Add Reset-IDs to successful registration response messages.
Nudm_SDM service: Add Reset-IDs to successful SDM subscription response messages.
Nudm_EE service: Add Reset-IDs to successful EE subscription response messages
Nudm_PP service: Add Reset-IDs to successful Parameter Provisioning response messages.
Nnrf_NFManagement service: Allow UDRs to update the NRF with Reset-Ids and allow NFs to subscribe to notifications of Reset-ID updates.
NFs (e.g. AMF, SMF, SMSF, NEF) that receive ResetIds in successful registration/subscription responses need to subscribe at the NRF to get notified when the UDR updates the NRFwith new reset-Ids.
[bookmark: _Toc66464929]6.9	Solution#9: Unified solution with Reset-ID or SUPI ranges
6.9.1	Introduction
This solution:
-	resolves key issues #1, #2, #3, and #4 in a unified manner, and
-	is based on Sol#7 and replaces the concept of impacted resource names with a concept of impacted components, which are either Reset-IDs or SUPI ranges.
6.9.2	Functional Description
This solution is based on Sol#7. The differences are as follows:
-	In the preparation phase: The following steps are added. When UDR receives a request to create or update a resource, the UDR may respond including a Reset-ID which is associated with a part used for storage of the resource. A front-end forwards the Reset-ID to NF. The NF stores in a relevant profile the Reset-ID and the procedure in which the response included the Reset-ID.
-	In the notification phase: The impacted resource names are replaced with impacted components, which are either Reset-IDs or SUPI ranges.
NOTE:	NEF does not forward Reset-ID to external AF. The NEF itself invokes necessary procedures for synchronization based on the scope that the NEF receives from UDR (when the NEF acts as a front-end) or via NRF, if the NEF has cashed profiles.
6.9.3	Procedures

Figure 6.9.3-1: Procedure for Unified solution with Reset-ID
0.	UDR has a resource under each of /subscription-data, /policy-data, /exposure-data, and /application-data to store the restoration related information. This resource is of format of scope, that is, consists of impacted components (i.e. Reset-IDs or SUPI ranges), lastReplicationTime, and recoveryTime. A front-end sends UDR Nudr_DataRepository_Subscribe for data change notification for those resources.
A front-end has in its NFProfile the restoration related information of format of scope, that is, consisting of impacted components (i.e. Reset-IDs or SUPI ranges), partialLastReplicationTime, and partialRecoveryTime. NF that consumes services of front-ends sends NRF Nnrf_NFManagement_NFStatusSubscribe for NF profile update notification for those front-ends.
0a.	When UDR receives a request to create or update a resource, the UDR may respond including a Reset-ID which is associated with a part used for storage of the resource. A front-end forwards the Reset-ID to NF. The NF stores in a relevant profile the Reset-ID and the name of the procedure in which the response included the Reset-ID.
The profile in NF sets a last synchronization time. The last synchronization time may be registrationTime in the case that the front-end is UDM, NF is AMF/SMF/SMSF, and the registrationTime is conveyed from UDM to AMF/SMF/SMSF at its registration.
1.	When UDR fails and restarts after reloading data from its back-up, the UDR sends its front-end Nudr_DataRepository_Notify including scope that this failure impacts on.
2.	The frond-end copies values of impacted components (i.e. Reset-IDs or SUPI ranges), lastReplicationTime, and recoveryTime onto impacted components (i.e. Reset-IDs or SUPI ranges), partialLastReplicationTime, and partialRecoveryTime in its NF profile. The front-end updates NRF using Nnrf_NFManagement_NFUpdate. The NRF updates NF using Nnrf_NFManagement_NFStatusNotify.
3.	When the NF finds that a Reset-ID or a SUPI in the scope matches a profile therein, and that the last synchronization time of the profile falls into the period between partialLastReplicationTime and partialRecoveryTime in the scope, then the NF judges that the profile requires synchronization. The NF finds procedures to invoke for synchronization in the profile or in a pre-configured manner.
4.	The NF locally adjusts invocation timing of each of those procedures, in order not to cause congestion in the system. AMF may use UE's periodic registration as the invocation timing. The NF invokes necessary procedures.
6.9.4	Impacts on services, entities and interfaces
UDR: Reset-ID needs to be added in a response message when temporary data is created. A new resource needs to be created under each of /subscription-data, /policy-data, /exposure-data, and /application-data. This resource consists of impacted components (i.e. Reset-IDs or SUPI ranges), lastReplicationTime, and recoveryTime.
UDM, PCF, NEF: Reset-ID needs to be added in a response message to NF when Reset-ID is included in a response message coming from UDR. NFProfile needs to have new information consisting of impacted components (i.e. Reset-IDs or SUPI ranges), partialLastReplicationTime, and partialRecoveryTime.
AMF/SMF/SMSF/(internal) AF/NEF/IP-SM-GW: Internal logic is impacted.
Editor's note: Impact on IP-SM-GW needs to be checked according to outcome of Rel-17 SMS_SBI.
6.10	Solution#10: Prevent overwriting of latest UECM Data
6.10.1	Description
This solution does not directly address KI#1, but works on top of Solution #1, 2, 3, 4, 7 & 8. The solution describes how AMF/UDM/UDR can avoid overwriting UE’s latest UECM data into UDR with UECM data from old AMF.  
If UE’s serving AMF changes while UDR Restoration procedures are going on, it is possible that UE’s new serving AMF performs Nudm_UECM_Registration procedure with the UDM/UDR before the old AMF is able to re-synchronize its data with UDR. Since UDR might have lost old AMF’s callback address during restart, it is possible that UDM is unable to send deregistration notification to old AMF when the new AMF performs Nudm_UECM_Registration procedure. Thus, when old AMF re-synchronizes its data into UDR, unaware of the fact that it no longer serve the corresponding UE, it ends up overwriting UE’s latest UECM data in UDR.
6.10.2	Procedures
Following solutions can be explored for this scenario:
-	Option A: When an AMF performs Nudm_UECM_Registration procedure, it includes a timestamp of last radio contact with the UE. With this information, when UDM stores the AMF details in UDR, UDR allows to overwrite the information only if the timestamp of UE’s last radio contact is same or newer than the one already stored. Else, it rejects the update.
-	Option B: When an AMF performs Nudm_UECM_Registration procedure due to UDR/UDM Restart notification, includes a flag (e.g. UdrRestartInd) to indicate to UDM that the procedure is being performed due to a re-start notification and UDM subsequently stores the same in UDR. If UDR has already been updated with UECM data “without” the re-start indication, it rejects the update.
6.10.3	Impacts on services, entities and interfaces
The following Services are impacted:
-	Nudm_UECM service: Add timestamp of last radio-contact, or a restart indication during Nudm_UECM_Registration.
-	Nudr_DataRepository service: Add timestamp of last radio-contact, or a restart indication as received during Nudm_UECM_Registration
-	Internal logic of UDR
6.11	Solution#11: Handling Nudm_UECM without Authentication Status
6.11.1	Description
This solution addresses KI #5.
During Restart, UDR might have also lost UE’s authentication status in the serving network, apart from UECM data. Without this information, when AMFs perform Nudm_UECM_Registration due to UDR Restart notification, UDM cannot verify if UE is authenticated in the serving network, and hence cannot link the Authentication confirmation to Nudm_UECM_Registration from AMF, as specified in 3GPP TS 33.501 Clause 6.1.4. Therefore, UDM will reject the Nudm_UECM_Registration request from the AMF.
The solution proposes options to allow successful Nudm_UECM_Registration procedure post UDR Restart notification.
6.11.2	Procedures
This solution works as below:
-	AMF, while performing Nudm_UECM_Registration due to UDR/UDM Restart notification, includes a flag (e.g. UdrRestartInd) to indicate to UDM that the procedure is being performed due to a re-start notification. UDM can verify if UDR corresponding to the SUPI really restarted.
-	When UDM finds that it cannot get UE’s Authentication Status in the serving-network from UDR, it accepts the  Nudm_UECM_Registration request from the AMF, but provides it with a new parameter indicating that UE needs to be re-authenticated upon next radio-contact, or within a specified time.
-	If UE is not authenticated in the serving-network within specified time, UDM may send a notification to AMF which forces it to de-register the UE (e.g. cancel-location or subscription withdrawn).
Alternatively, Nudm_UECM_Registration request from the AMF can be rejected with cause “REAUTHENTICATION_REQUIRED”. However, this will force the AMF to page and re-authenticate the UE. This can potentially cause signalling storm, as thousands of UEs will need to be paged and re-authenticated simultaneously. 
By directing AMFs to perform re-authentication, this solution enables resumption of SoR/UPU procedures as well, as new AUSF Instance details will be populated into UDR following new primary authentication.
6.11.3	Impacts on services, entities and interfaces
The following Services are impacted:
-	Addition of new flags during Nudm_UECM_Registration request
-	Addition of auethentication indication in Nudm_Registration_Response
-	Internal logic of UDM
6.12	Solution#12: Recovery of AUSF Instance holding latest KAUSF
6.12.1	Description
This solution addresses key issue#1 and allows AUSF to re-synchronize its details in UDM/UDR after UDR restart.
In this solution, it is expected that AUSF too subscribes to NRF to receive UDR Restart Notification (directly or indirectly as specified in Solution #5 & 6), and performs re-synchronization of AUSF Instance details into UDR upon receiving such a notification.
If multiple AUSFs are holding KAUSF, e.g. due to multiple primary authentications in the past, it is possible that multiple AUSFs perform re-synchronization of data. It is expected that UDR updates AUSF instance details only if the authEvent data-structure contains "newer" timestamp. Alternatively, Nausf_UEAuthentication_Deregister service operation can be made mandatory to ensure only one AUSF instance will respond to the notification.
6.12.2	Procedures
This solution works as below:
-	Upon successful primary authentication for a given SUPI, AUSF subscribes to NF Status change notifications for UDR serving the SUPI, if not already done. 
-	Alternatively, AUSF subscribes to the NF Status change notification for the UDM instance to which it sends authentication result confirmation (if Solution 6 is adopted). 
-	Upon receiving NF status change notification from NRF about UDR restart (and affecting the SUPI concerned), AUSF performs Nudm_UEAuthentication_ResultConfirmation Service operation, containing AuthEvent data structure, to re-populate the UE Authentication Status into UDM/UDR. AuthEvent data structure contains AUSF Instance ID, and the timestamp of the authentication.
-	AuthEvent data structure optionally contains an indication that this operation is being performed due to restart notification.
-	UDR verifies if the timestamp of authentication is newer than the one already stored in its database, if any. If yes, it allows update of latest AuthEvent data structure. 
-	Alternatively it is proposed that Nausf_UEAuthentication_Deregister service operation is made mandatory, so that only one AUSF will respond to the notification.
6.12.3	Impacts on services, entities and interfaces
The following Services are impacted:
-	AUSF subscribes to NF Status Change Notifications for UDR and performs Nudm_UEAuthentication ResultConfirmation Service Operation upon UDR Restart Notification
-	UDR internal logic (for ensuring that AuthEvent containing newer result is allowed to be stored)
7	Evaluations
This clause evaluates the potential solutions described in clause 6 and provides conclusions.
Each clause will evaluate the solutions for one key issue, and concludes on the solution for that key issue.
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