

	
3GPP TSG-CT WG4 Meeting #103-e	C4-212387
E-Meeting, 14th – 24th April 2021
	CR-Form-v12.1

	CHANGE REQUEST

	

	
	29.573
	CR
	[bookmark: _GoBack]0068
	rev
	-
	Current version:
	17.0.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	X



	

	Title:	
	Clarification to N32 protocol stack

	
	

	Source to WG:
	Huawei

	Source to TSG:
	CT4

	
	

	Work item code:
	TEI17
	
	Date:
	2021-03-30

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-17

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier 													release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
…
Rel-15	(Release 15)
Rel-16	(Release 16)
Rel-17	(Release 17)
Rel-18	(Release 18)

	
	

	Reason for change:
	3GPP TS 33.501 clause 13.1.2 Protection between SEPPs specifies that if there are no IPX entities between the SEPPs, TLS shall be used between the SEPPs. If there are IPX entities between SEPPs, PRINS (application layer security on the N32-f interface) shall be used for protection between the SEPPs. Clause 4.3.1 in 3GPP TS 29.573 however specifies that only TLS may be used in the N32 protocol stack.

	
	

	Summary of change:
	Differences between N32-c and N32-f are clarified. Figure 4.3.1-1 is corrected: (a) TLS is mandatory across N32 and dotted line is replaced by solid line, (b) clarified that PRINS is an application layer security protocol. Wrong figure number and also wrong numbers of the referenced clauses are corrected.

	
	

	Consequences if not approved:
	Incorrect definition of the N32 protocol stack remains in the specification.

	
	

	Clauses affected:
	4.3.1.

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	This CR does not change OpenAPI.

	
	

	This CR's revision history:
	



Page 1


*******
* * * First Change * * * *
[bookmark: _Toc24986293][bookmark: _Toc34205721][bookmark: _Toc39061905][bookmark: _Toc43277147][bookmark: _Toc49847477][bookmark: _Toc56419452][bookmark: _Toc58588162]4.3	Protocol Stack
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The protocol stack for the N32 interface is shown below in Figure 4.32.1-1.



Figure 4.3.1-1: N32 Protocol Stack
The N32 interfaces (N32-c and N32-f) use HTTP/2 protocol. For N32-c interface (see clause 4.2.2), with JSON (see clause 4.2.4) as the application layer serialization protocol. Ffor the security protection at the transport layer, the SEPPs shall support TLS as specified in clause 13.1.2 of 3GPP TS 33.501 [6].
For the N32-f interface, if there are IPX entities between SEPPs, PRINS shall be used (see clause 4.2.3). In such scenario, JSON is used as the application layer serialization protocol, (i.e. the JSON payload) encapsulates the complete HTTP/2 message between the NF service consumer and the NF service producer, by transforming the HTTP/2 headers and the body into specific JSON attributes as specified in clause 6.2.

* * * End of Changes * * * *
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