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1. Introduction
<Introduction part (optional)>
2. Reason for Change
During Restart, UDR might have lost AUSF Instance details holding latest KAUSF. Without this information, UDM will not be able to send SoR/UPU information to the UE until next Primary authentication takes place, which may be very long duration. This pCR proposes to add AUSF as another candidate NF whose information needs to be synchronized in UDR after restart. The pCR also proposes a solution for recovering AUSF Instance details.
3. Conclusions
<Conclusion part (optional)>
4. Proposal
It is proposed to agree the following changes to 3GPP TR 29.821 v0.2.0.

[bookmark: _Hlk61529092]* * * First Change * * * 
[bookmark: _Toc66464854][bookmark: _Toc39050171][bookmark: _Toc63665129]1	Scope
The present document identifies impacts to services offered to subscribers served by 5GC in case profiles at UDR are corrupted, lost, or became inconsistent, and addresses how the impact can be minimized. The document will focus on the following aspects:
-	Clarify the necessity on defining procedures for 5GC to allow NFs, e.g. AMF, SMF, SMSF, NEF, PCF, AUSF to trigger correction and synchronization of temporary data within the UDR in case any corruption, loss, or inconsistency of data in UDR takes place, along with how NFs detect such case;
-	Whether similar issue needs to be addressed between other NFs;
-	Provide candidate solution(s) to solve the issue; and
-	Evaluate the candidate solution(s) and recommend any changes to specifications if identified.
* * * Next Change * * * 
[bookmark: _Toc66464861]4.1	Architectural Requirements
Temporary data stored in UDR (i.e. data that are not subject to provisioning at the UDR) are automatically updated in normal operation; the main information is:
-	the identities of NFs (AMF, SMF, SMSF, AUSF) that are registered at the UDM and related data,
-	Callback information and related data needed by the UDM to send appropriate notifications,
-	data related to external provisioning,
-	other temporary data (e.g. policy data) are ffs.
The loss or corruption of these information seriously degrades the service offered to subscribers.
5GC shall ensure the following:
-	The impact to user experience due to corruption of profiles stored at UDR shall be avoided;
-	Burst signaling due to restoration of profiles shall be minimal.
-	All communication between UDR and serving NFs, e.g. AMF, SMF and SMSF, AUSF are always via UDM.
-	Serving NFs shall be made aware when there is a potential inconsistency of profiles with UDR and the profiles within themselves.
[bookmark: _Toc66464862]4.2	Architectural Assumptions
With the current specification of 5GC, there are following assumptions:
-	In case the profile in the UDR is corrupted, it is not obvious whether the profile can be restored to the most recent status.
-	In case the profile cannot be restored to the most recent status, there are situations where impact to user experience cannot be avoided.
The following table shows where the impact is foreseen.
Table 4.2-1: Impacts related to each NF when profiles at UDR are corrupted
	
	NF's registration information 
	Subscription to notifications of subscriber data change
	Subscription to notifications of policy update

	AMF
	Failure of MT voice call may take place, when T-ADS is used.
Failure of 5GC-MT-LR may take place
	UDM subscriber data changed by e.g. operator cannot be reflected in AMF, SMF, and SMSF, respectively, and for actual service condition.
	PCF policy updated by e.g. operator or via NEF cannot be reflected in AMF and SMF, respectively, and for actual service condition.

	SMF
	
	
	

	SMSF
	Failure of SMS MT may take place
	
	N/A

	AUSF
	Failure of SoR and UPU procedures may take place
	N/A
	N/A



Editor's note:	The table above requires update, e.g. on SMF impact for NF's registration information.
* * * Next Change * * * 
[bookmark: _Toc66464864][bookmark: _Toc61004043]5.1	Key Issue #1: Restoration of profile with AMF, SMF, and SMSF and AUSF
It is assumed that profiles stored in AMF, SMF, and SMSF can be deviated in case profiles stored in UDR is corrupted, or UDR may lose AUSF information holding latest KAUSF.
This key issue will study the following aspects:
-	Consider scenarios (if any) where UDR data corruption takes place, and profiles in UDR and those in AMF, SMF, and SMSF require synchronization. Clarify which profile is mentioned.
NOTE:	The corruption of UDR data can happen on various occasion that could include data migration of UDR, however the key issue will not limit the reason for the corruption.
-	Whether existing mechanisms (e.g. those specified in 3GPP TS 23.527 [2]) suffice or whether there are gaps to be addressed which could lead to improvements compared to existing solutions.
-	Which NF and how that NF determines the synchronization is needed for the scenarios described above.
-	Which NF and how that NF determines which data in an AMF, SMF, and SMSF needs to be synchronized for the scenarios described above.
-	How the synchronization is achieved for those data in the AMF, SMF, and SMSF, so that subscribers do not feel service degradation and signalling congestion in 5GS does not occur.
-	How the details AUSF instance holding latest KAUSF is synchronized into UDM/UDR so that HPLMN continues to have ability to send SoR and UPU information to the UEs.
* * * Next Change * * * 
6.x	Solution#y: Revovery of AUSF Instance holding latest KAUSF
6.x.1	Description
This solution addresses key issue#1 and allows AUSF to re-synchronize its details in UDM/UDR after UDR restart.
In this solution, it is expected that AUSF too subscribes to NRF to receive UDR Restart Notification (directly or indirectly as specified in Solution #5 & 6), and performs re-synchronization of AUSF Instance details into UDR upon receiving such a notification.
If multiple AUSFs are holding KAUSF, e.g. due to multiple primary authentications in the past, it is possible that multiple AUSFs perform re-synchronization of data. It is expected that UDR updates AUSF instance details only if the authEvent data-structure contains “newer” timestamp.  Alternatively, Nausf_UEAuthentication_Deregister service operation can be made mandatory to ensure only one AUSF instance will respond to the notification.
6.x.2	Procedures
This solution works as below:
· Upon successful primary authentication for a given SUPI, AUSF subscribes to NF Status change notifications for UDR serving the SUPI, if not already done. 
· Alternatively, AUSF subscribes to the NF Status change notification for the UDM instance to which it sends authentication result confirmation (if Solution 6 is adopted). 
· Upon receiving NF status change notification from NRF about UDR restart (and affecting the SUPI concerned), AUSF performs Nudm_UEAuthentication_ResultConfirmation Service operation, containing AuthEvent data structure, to re-populate the UE Authentication Status into UDM/UDR. AuthEvent data structure contains AUSF Instance ID, and the timestamp of the authentication.
· AuthEvent data structure optionally contains an indication that this operation is being performed due to restart notification.
· UDR verifies if the timestamp of authentication is newer than the one already stored in its database, if any. If yes, it allows update of latest AuthEvent data structure. 
· Alternatively it is proposed that Nausf_UEAuthentication_Deregister service operation is made mandatory, so that only one AUSF will respond to the notification.
6.x.3	Impacts on services, entities and interfaces
The following Services are impacted:
· AUSF subscribes to NF Status Change Notifications for UDR and performs Nudm_UEAuthentication ResultConfirmation Service Operation upon UDR Restart Notification
· UDR internal logic (for ensuring that AuthEvent containing newer result is allowed to be stored)
* * * End Of Change * * * 
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