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1. Introduction
This contribution provides updates to the HTTPS header enrichment solution.
2. Proposal
It is proposed to agree the following changes to 3GPP TR29.820 v0.4.0.

*******
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The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.214: "Architecture enhancements for control and user plane separation of EPC nodes; Stage 2".
[3]	3GPP TS 29.244: "Interface between the Control Plane and the User Plane Nodes; Stage 3".
[4]	3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[5]	3GPP TS 23.501: "System architecture for the 5G System (5GS); Stage 2".
[6]	IETF RFC 2661: Layer Two Tunneling Protocol "L2TP"
[7]	IETF RFC 3931: Layer Two Tunneling Protocol – Version 3 (L2TPv3)
[8]	IETF RFC 2865: Remote Authentication Dial In User Service (RADIUS)
[9]	IETF RFC 2868: RADIUS Attributes for Tunnel Protocol Support
[10]	3GPP TS 33.210: "Network Domain Security (NDS); IP network layer security"
[11]	3GPP TS 24.008: "Mobile radio interface Layer 3 specification; Core network protocols; Stage 3".
[12]	IETF RFC 1334: PPP Authentication Protocols
[13]	IETF RFC 6357: Datagram Transport Layer Security Version 1.2
[14]	3GPP TS 29.061: "Interworking between the Public Land Mobile Network (PLMN) supporting packet based services and Packet Data Networks (PDN)"
[15]	3GPP TS 29.561: "5G System; Interworking between 5G Network and external Data Networks; Stage 3"
[x]	IETF RFC 5426: The Transport Layer Security (TLS) Protocol Version 1.2
[y]	IETF RFC 8446: The Transport Layer Security (TLS) Protocol Version 1.3
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The solution is to address the Key Issue #2: Header Enrichment for HTTPS in clause 5.3.
When HTTPS schema is used, HTTP messages are transmitted in encrypted SSL/TLS packets. Before sending HTTP message to the remote server, the client shall first perform SSL/TLS handshake procedure to set up SSL/TLS connection with the remote server. In this solution, the SSL/TLS protocol refers to TLS version 1.2 and onwards (see IETF RFC 5426 [x], IETF RFC 8846 [y]).
The initial SSL/TLS handshake messages are exchanged in clear text, which provides possibility to the UP Function to insert some customized information in the initial SSL/TLS handshake messages. A simple way is, when detecting an initial SSL/TLS handshake message (i.e. ClientHello message) from an UE, the UP Function can append additional SSL/TLS extension to the SSL/TLS handshake message to carry customized field names and values. 
Editor's Note:	It needs SA3 evaluation on whether security sensitive information is allowed to be transmitted to the server, e.g. encapsulated by application layer encryption method.
In order to support Header Enrichment for HTTPS, both the CP Function (e.g. SMF) and UP Function (e.g. UPF) shall be enhanced to support corresponding functionalities. 
To instruct the UP Function to detect SSL/TLS packets and perform Header Enrichment for HTTPS, the CP Function shall:
-	Create UL PDR for detecting uplink SSL/TLS packets towards the remote server;
-	Create FAR and associate it to the UL PDR. In the FAR, provide header field names and values which are required to be inserted into SSL/TLS handshake messages. And set the Header Type of Header Enrichment IE to "SSL/TLS" (or set to "HTTPS").
Upon instruction from the SMF, the UP Function shall:
-	Install the UL PDR and FAR, and keep monitoring uplink IP packets from the UE and check whether it is SSL/TLS packets;
-	Once SSL/TLS packets from the UE is detected, further inspect whether the SSL/TLS packets carries initial SSL/TLS handshake message from the UE (i.e. ClientHello message);
-	Once the initial SSL/TLS handshake message from the UE is detected, insert additional SSL/TLS extension and carry the required field names and the values in the additional SSL/TLS extension, and finally forward the altered SSL/TLS packets onwards.
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Editor's Note:	It needs SA3 evaluation on whether security sensitive information is allowed to be transmitted to the server, e.g. encapsulated by application layer encryption method.
NOTE:	How the application server retrieves the enriched content at TLS layer and sends to upper layers is out of scope for 3GPP.
6.1.2	Impacts on services, entities and interfaces
CP Function:
-	Indicate to UP Function that detection of SSL/TLS handshake message is required and indicated header field names and values are to be inserted to SSL/TLS handshake message;
UP Function:
-	Detect SSL/TLS handshake message from UE;
-	Insert the required header field names and values to the detected SSL/TLS handshake messages from UE.
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This solution provides a feasible way for operators to support header enrichment for HTTPS schema.
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To ensure this solution works well, service agreements shall be made between an operator and its customers, e.g. to determine the encoding of header fields and the values in TLS extension.
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